Sharing information
on the Internet

If something is shared on the internet, for
example on a social network, you have
limited control about who sees it and how
long it stays on the internet. Talk to your Parents often ask us for advice about helping to keep their child safe

online. To help, we have written this guide for you and your child.

child about this and encourage them to
think carefully about any videos, pictures or
opinions that they may post online.

Sasha is setting up some information about herself on a
website that her school friends also use. She is talking to her
mum about what information she would like people to know
about her and what she and her mum think should be kept
private.

Dealing with
upsetting content

Despite all the safeguards you put in place,
your child may come across something which
is frightening or upsetting online. If this
happens, tell them to shut the device down or
walk away, and speak to you or another
grown-up straight away. Reassure them that
they will not be told off if this happens to
them.

John has clicked on a link that has led him to something
upsetting. As he only uses his devices in the family areas at
home, he can tell his mum straight away. She tells him to close
down the device and has a chat to him about what he has seen
and makes him feel less worried about it.
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There is now so much publicity and concern about inappropriate content on

social media that parents often ask us for advice about helping to keep their Find out what you r child is

child safe online. To help, we have written this guide for you and your child.

Children are using electronic devices more and more, and following these doing on the internet

steps will help you make sure that they are doing so safely and are aware of the
potential risks. It is too easy for children to find inappropriate
material on the internet, you need to keep an eye on
Please read this leaflet through with your child and talk about the issues it raises. what your child is doing online. You can make this
Please let us know if you have any questions or concerns and we will help. easier by having their devices in a busy part of the
house so you can see what they are looking at.
Make sure that devices have parental controls on

. them so you only give access to age-appropriate

Strangers on the Internet : content. It is also a good idea to regularly check

' ‘history’ on their devices so you can see what pages

Talk to your child about people that they meet on they have visited.
the internet. Tell your child to treat people on the

internet the same way that they would treat John is looking on the internet to get information for his

strangers in real life. They may not be who they homework project. His dad is checking what he is looking at,

say they are. Even if your child regularly plays and enjoying finding out what John has been learning. John

online games with them, they are not a real friend. enjoys sharing this with his dad and they now often do research

So, your child should not give out any personal together.
information such as their address and phone
numbers and they should not meet them unless it
is under your supervision.

Amit is playing an online game with some school friends. They PrOte(:ti ng you r Ch i Id ,S de\[ice

have a friend who they met online when they were playing their
computer games. They know that he is not the same as a real-
life friend so they do not chat to him and they never tell this
internet friend any information about themselves.

There are so many ways that viruses can attack or access your computers and other
devices. It is really important to protect all of your devices with anti-virus software and
keep it up to date. Talk to your child about the risks of picking up viruses so that they
. . take care on sites that they may visit. Also, talk to them about the danger of opening
Bu I Iyl ng on SOClaI links or attachments to emails, as they may carry viruses too. Where they have
passwords, talk to them about keeping them secure (but share them with you) and
networks choosing passwords that are difficult for anyone to guess.

Unfortunately, sometimes children can be unkind

to each other on social networks. It is very n
upsetting as so many people can see it. Talk to
your child about this and encourage them to tell
you, a teacher or another grown-up they trust, if
anyone is putting mean and unkind things about
them on the internet.

Someone has said something unkind about Sasha
on a social network site. She is very upset and she
has told her mum straight away. Her mum knows
what to do and she has promised Sasha that she
will sort it out and it will be OK. Sasha now feels a
lot happier.

Amit’'s dad has made sure that all the devices

in their house have anti-virus software and it

is up to date. Amit has set up a password to -
access a website so it is secure, but he has

also shared it with his dad.




Useful links

National Online Safety htips:/
nationalonlinesafety.com/resources/
platform-guides/

National Online Safety's mission is to
make the internet a safer place for
children. They aim to do this by
equipping school staff, parents and
children with the knowledge they need
to understand online dangers and how
best to react should an incident arise.
The link above provides up to date
information about a wide variety of
social media apps and platforms your
child might be using.

NSPCC http://www.nspcc.org.uk/
preventing-abuse/keeping-children-
safe/share-aware/

The NSPCC are the first to admit that
the internet is amazing. Children can
play, learn, create and connect -
opening up a whole world of exciting
possibilities. But with the digital world
changing all the time, how can you
make sure your child’s staying safe?
That’s where the NSPCC come in.
Whether you’re an online expert or
you’re not sure where to start, their
tools and advice will help you keep
your child safe.

BBC hitps:/www.bbc.com/ownit

The BBC have a website and app called Own Ii.
The website has a lot of content for children to
help them navigate their online lives, and the free
smartphone app comes with a special keyboard
which can intervene with help and support in the
moments that children need it the most.

SafetoNet https://safetonet.com/

SafeToNet is technology that educates children
“in-the-moment” as they use their device. It is a
safeguarding assistant that helps them become
responsible and safe digital citizens. Its power lies
in a smart keyboard that detects risks in real-time.
It steers children away from trouble by filtering
harmful outgoing messages before they can be
sent and any damage can be done.

Internet Matters hittps:/
www.internetmatters.org/advice/esafety-
leaflets-resources/

A comprehensive web resource with a wide array
of tips and advice on how to navigate the online
world with your child. Some of their guidance we
attach below but you can find even more by
visiting the link.
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