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ABSTRACT

Two major crises, the COVID-19 crisis of 2019-2021 and the subsequent
Ukraine conflict that began in 2022, have had a significant impact on the
global political and social landscape. These crises necessitated the imple-
mentation of new rules and restrictions, which were communicated to
the public through government orders and media channels. However, it
became evident that there were divergent understandings and attitudes
towards these measures within Estonian society. This highlights the
importance of enhancing public awareness and responsiveness during
crises. This research aims to conduct an in-depth analysis of how mes-
sages from the Estonian Police and Border Guard Board are received and
interpreted, specifically targeting the Estonian and Russian-speaking
communities. By comparing comprehension and interpretation of mes-
sages among these language groups, valuable insights can be gained
for the development of more effective public awareness campaigns. The
study was conducted between September 2022 and April 2023, yielding
significant findings that can guide the design of campaigns to ensure
universal understanding across Estonia’s two largest language commu-
nities. The results of this study may be of interest to law enforcement
agencies in Estonia and other countries, as they can provide valuable
insights for correcting and improving the communication strategies of
law enforcement agencies when interacting with multicultural popula-
tions and ensuring effective public notifications.

ABBREVIATIONS

PBGB Police and Border Guard Board (in Estonian: Politsei- ja
Piirivalveamet or PPA).

ET Readers of PBGB informational texts in the Estonian language
version.

RU Readers of PBGB informational texts in the Russian language
version.

10
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INTRODUCTION

The COVID-19 crisis between 2019 and 2021 had a profound impact on
our society, ushering in new rules and restrictions implemented through
government orders and primarily communicated to the public via the
media. During this crisis, it became evident that there were differing
understandings and attitudes towards these new rules within Estonian
society (see, for example, Tiit, Makarova, 2020). Furthermore, the war
that began in Ukraine in 2022 has further influenced the global political
and social situation. Based on the experiences from these significant cri-
ses, an important question arises: how can public awareness be increased
and responsiveness strengthened for future crises? The Internal Security
Development Plan 2020-2030 of the Estonian Republic also emphasises
the importance of enhancing awareness and bolstering societal respon-
siveness (Internal Security Development Plan 2020-2030).

The objective of this study is to assess how the Police and Border Guard
Board PBGB), as the authority responsible for ensuring internal security
in Estonia, is perceived by representatives of the two largest language
communities through their communication of informational texts with
the public. Although the specific texts studied are not directly related to
COVID or the war in Ukraine, they nevertheless enable us to examine
whether and how the messages are perceived and considered by the audi-
ence. The aim is to propose improvements to enhance the awareness and
preparedness of Estonian residents handling potential crises.

This study is based on the hypothesis that messages conveyed in differ-
ent languages are perceived differently. The primary research question
was, therefore, how the Estonian and Russian-speaking target commu-
nities perceive the informational texts from the Estonian Police, con-
sidering possible power dynamics detected within them. The purpose
of this research was to conduct a comprehensive analysis of how mes-
sages conveyed in different languages are received and whether there are
variations in understanding and interpretation between the Estonian
and Russian-speaking target groups. The findings of the study offer
insights into the understanding and comprehension of police messages
among various societal groups. They also provide us with a valuable
foundation for designing and tailoring public awareness campaigns to
ensure that the messages are universally understood across all language

n
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communities. The study was conducted between September 2022 and
April 2023.

1. COMMUNICATION POLICY OF THE ESTONIAN
POLICE AND BORDER GUARD BOARD

The Estonian Police and Border Guard Board (PBGB) follows a com-
munication policy that is guided by its core values. While the PBGB does
not have a separate communication strategy, its external communica-
tion is founded on the general strategy, which encompasses principles
for engaging with the public. The emphasis is on the effectiveness of pre-
ventive communication, necessitating a greater and more skilful utilisa-
tion of technology. Campaigns are tailored to the specific needs of target
audiences and collaboration with other media institutions is deemed
important to amplify each other’s messages (Prevention Work Concept,
2018, p. 9).

Communication is not merely a supporting activity; it’s an integral part
of the PBGB’s core work, as the police exist to serve the people. The PBGB
strives to share necessary, important and interesting information with
the public to increase safety and prevent risks. The “Police Handbook”
emphasises the significance of well-designed recommendations within
conveyed messages, empowering individuals to take action to prevent
danger or accidents (Vanaisak, 2018, p. 14). The messages should focus
on creating and promoting a sense of security (Ibid, p. 21). Honest, open
and easily understandable communication is essential for preserving
people’s sense of security and trust in both the police and the state. The
spokespersons are primarily officers who bridge the gap between those
responsible for ensuring people’s safety and the public.

The PBGB employs various channels for information dissemination,
including a daily event overview (a summary of offences and border inci-
dents provided once a day to the media, covering the past 24 hours), issu-
ing press releases, responding to media inquiries and arranging inter-
views, proactively suggesting topics to journalists and posting updates
posts on PBGB’s social media accounts (Facebook, Twitter) and PBGB’s
external website, www.politsei.ee.

12
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PBGB press releases are structured in the form of news articles (inverted
pyramid format), enabling the media to publish them as news with mini-
mal editing. The language used is intended to instil a sense of security
and consequently, public messages from the PBGB also emphasise safety
promotion and the prevention of potential dangers. In public commu-
nication, clear language principles are followed whenever possible, with
a preference for simple wording and sentence structure and avoiding
the use of officialese. The reasons behind the actions taken by the PBGB
and how they contribute to enhancing safety are explained. Empathy is
employed when addressing topics, ensuring that public messages do not
needlessly offend anyone’s feelings and that prevention messages do not
come at the expense of victims.

Important press releases are also translated into Russian, along with
messages directly relevant to the Russian-speaking population such as
warnings about telephone scams that primarily target Russian-speaking
individuals. The PBGB’s Communication Office includes a specialist in
Russian communication who assesses the necessity for Russian-language
notifications. The PBGB maintains a separate media list for these press
releases, encompassing all Russian-language media in Estonia.

2. RESEARCH METHODOLOGY AND DESCRIPTION
OF THE SAMPLE

The study is based on an experimental approach aimed at determining
how respondents from various language groups perceive the content of
the same source text (message). Because the research unit lacked access
to general national contact data for the study, a method called non-prob-
ability random sampling was used (Kumar, 2011). Colleagues, friends
and acquaintances from both language groups, as well as individual
email addresses (a total of 630 emails), were used and questionnaires
were distributed. This approach guaranteed diversity in the sample (as
described below) and the representation of various language groups.

The research employed an experimental approach that specifically
focused on reactive reading and the perception of the message being
read. The experiment was divided into two parts: in the first stage,

13
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respondents were asked to read texts and in the second stage, they com-
pleted a questionnaire. In the first part, the aim was to determine the
message perceived by the respondent in the text and its impact on their
behaviour and emotional perception (whether the message was com-
manding, friendly, threatening, etc.). This approach offered insight into
the message’s impact on participants from both language groups and
their interpretation of it.

The research method employed a self-administered questionnaire, com-
bining qualitative content analysis with quantitative data (Denzin &
Lincoln, 1994; Denscombe, 2010). The data collection questionnaire (see
Appendix 1) comprised 32 questions, including both open-ended and
closed questions, with the inclusion of a Likert scale in some of them.
This versatile questionnaire allowed for gathering various responses and
exploring participants’ perceptions of the message on multiple levels.
Based on the respondents’ answers and comments, meaningful catego-
ries were formed, which are described in detail below.

65-74;

0,027777778 18-24:

0,083333333
/

m18-24 m 25-44 m45-64 65-74

Figure 1. Age of Estonian-speaking (ET) respondents.

14
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A total of 203 respondents participated in the study with 167 completing
the experiment in Estonian and 36 in Russian. In both groups, the pro-
portion of women was significantly higher, with 67% among Estonian
respondents and 72% among Russian respondents. In terms of age, ET
(Estonian) and RU (Russian) respondents exhibited a similar distribu-
tion (see Figures 1 and 2).

In the ET group, respondents were evenly distributed between the 25-44
and 45-64 age groups, while in the RU group, there was a slightly higher
proportion of respondents in the age group of 45-64 compared to the
25-44 age group, with 47% and 36%, respectively. There were a few indi-
vidual respondents in both groups who were younger and older. The
groups had a relatively consistent educational level, with the majority of
respondents having higher education - 51% in the ET group and 56% in
the RU group (see Figures 3 and 4). In the RU group, more respondents
had vocational education compared to secondary education, with 22%
and 14% respectively, while in the ET group, both groups were equally
represented at 19%.

65-74; 18-24;
0,035928144 0,041916168

\

m18-24 m25-44 = 45-64 65-74

Figure 2. Age of Russian-speaking (RU) respondents.
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0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

M basic education M vocational education msecondary education ® higher education ™ other

Figure 3. Figure 3. Education level of Estonian-speaking (ET) respondents.

0% 20% 40% 60% 80% 100%

M basic education M vocational education ® secondary education

1 higher education MW other

Figure 4. Education level of Russian-speaking (RU) respondents.

In analysing the results, it’s essential to note two factors: firstly, the differ-
ence in the size of the two respondent groups, with 167 in the ET group
and 36 in the RU group; secondly, the demographic characteristic that
the majority of the respondents were educated women. This can be con-
sidered a limitation of the study and substantial conclusions cannot be
drawn based on these results. However, it provides a good starting point
for further research, which can target a different demographic group or
dimension.
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3. THEORETICAL BACKGROUND: LINGUISTIC TEXT
ANALYSIS IN THE CONTEXT OF COMMUNICATION
AND POWER RELATIONS

The purpose of the target texts is to establish a communicative situation
between the author (in this case, an institution) and the reader through
the use of specific language. In the context of this study, which examines
the reception and perception of announcements issued by the PBGB, an
overview of the linguistic text analysis used is provided.

According to Estonian linguist Reet Kasik (2002), in the 1970s and
1980s, linguistic research largely focused on the relationship between
reality and the discourses that describe and shape it. However, by the
end of the century, the focus shifted towards more detailed ‘linguistic’
analysis, primarily examining the language used in discourses and how
meaning is expressed. Therefore, the goal of text analysis is to highlight
language’s polyfunctionality, serving both as a means to describe things
and creating situations, connections and relationships. While texts never
appear to be isolated or devoid of context, lacking a single definitive
interpretation, interpretation is not entirely arbitrary. Text analysis helps
to identify the possible interpretations of a given text and how they are
related to the linguistic choices made within the text. Thus, this analysis
examines linguistic units such as syntactic, lexical, thematic, argumen-
tative and rhetorical choices, while also assessing the overall cohesion of
the text and the communicative meaning it conveys. This method aligns
with the meta functions of M.A.K. Halliday’s systemic functional lin-
guistics, namely the ideational function (describing and creating a repre-
sentation of the world and experiences), the textual function (cohesively
integrating content) and the interpersonal function (shaping social rela-
tionships) (Halliday, Matthiessen, 2004).

The concept of linguistic relativity, which suggests that language shapes
the way people think, has been known and studied for centuries and
it became a specialised field of linguistics in the first half of the 20th
century, led by Edward Sapir and Benjamin Lee Whorf and further
developed by other scholars (see: Brown & Lenneberg, 1954; Gumperz &
Levinson 1996). When language is viewed as a tool for experiencing the
world, it naturally becomes a vehicle for the exercise of power.

17
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The issue of language and power has been and continues to be a subject
of research at the interface of philosophy, sociology and linguistics. Thus,
Pierre Bourdieu considered language as a medium of power that allows
those involved in linguistic interaction to carry and express their inter-
ests, whereby any linguistic interaction between communication actors
reflects the characteristics of the social reality they express (Bourdieu,
1991). Drawing on Bourdieu’s concept and based on the main aspects of
the manifestation of symbolic power, i.e., signification, interpretation,
manipulation and construction of meaning, Claire Kramsch examines
the process of constructing symbolic power in communication. She
notes that linguistic interaction inevitably results in the construction of
symbolic power, such as the transformation of communication from an
information exchange to a linguistic performance (i.e., a demonstration
of linguistic competence) in the communication between a native and a
non-native speaker (Kramsch, 2016, 2020). Norman Fairclough exam-
ines language concerning power and ideology, employing the concept of
critical discourse analysis, which aims to analyse social interaction from
the perspective of linguistic components to reveal their hidden deter-
minants in the system of social relations and the hidden consequences
of their impact on society (Fairclough, 2001). Estonian linguist Tiit
Hennoste notes that when we talk about the relationship between power
and language, we usually tend to talk about how political, economic and
journalistic power is realised through language, e.g., by obscuring cer-
tain concepts and using specific connotations or ambiguous formula-
tions to influence readers’ perceptions (Hennoste, 2018). Kasik (2007)
explores how power relations are expressed through language and, con-
versely, how language creates new power relations. When an institution
sends a message to a citizen, expecting an actionable response, such texts
typically consist of two parts: a directive part and an explanatory back-
ground part. According to Kasik, the background section of official texts
is usually rational and informative, aimed at convincing the recipient
that the request is indeed reasonable. As directives aim to elicit specific
behaviour from the message recipient, the survey conducted for this
study included questions about the nature of the text’s delivery, inquir-
ing whether it came across as a warning, threatening, commanding,
neutral, friendly-amicable, advisory or instructive-educational.

The pragmatic potential of a text results from the author’s choices con-

cerning both its content and linguistic expression. In language, the
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author selects the necessary units that carry both a simple objective
meaning and a connotative meaning. The author also constructs expres-
sions using grammar to establish the necessary meaningful connections,
ultimately shaping the final pragmatic potential, which refers to its abil-
ity to create a communicative effect (Komissarov, 1990; Kamenskaya,
1990; Galperin, 2007; Kolshanski, 2007 et al.).

4. THE LINGUISTIC ANALYSIS OF THE
INFORMATIONAL TEXTS USED IN THE STUDY

4.1. THEINFORMATIONAL TEXT 1IN ESTONIAN AND RUSSIAN

The informative structure of the text (see Appendix 2), comprising five
paragraphs (six in the Russian version), adheres to the communication
principles established by the PBGB, as it does not require specialised
or terminological competence from the reader to understand the text.
The responsible official in the field is quoted twice in the text. The text’s
purpose is to encourage readers to take note of the preferred locations
of speeding drivers and to report them using a web application. The
article begins with the directive part, i.e., the title and the first para-
graph, explaining the necessity of taking action. This is followed by the
background section, comprising the next three paragraphs, where the
reader’s civic duty, emotions and sense of community are appealed to
through direct quotations from a police officer.

In the first text, the reader is addressed directly only in the headline,
using the imperative form (inform). Subsequently, the personal indicative
form is employed only for PBGB as the agent of the sentence (is waiting,
we steer) and the text concludes with the impersonal form (is expected).
On the other hand, as noted by linguist and researcher Ene Vainik from
the Institute of the Estonian Language, “lexical effectiveness starts from
presence”, which is indicated, e.g., by deictic' temporal and locative
markers and first-person singular and plural personal pronouns, which
enhance the contextual coherence of sentences and the closeness of the

' Deixis refers to the use of linguistic expressions and other signs that can be interpreted only by the

participants of a communicative act, referring to place, time and always being related to reality. The
corresponding verbal means are called deictic expressions. Three main types of deixis are distinguished:
personal, spatial and temporal (see, for example, Pajusalu et al., 2004, in Estonian).

19
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speaker-listener relationship (i.e., the referents of expressions are known
only to the participants and in the given speech situation) (Vainik, 2012,
654-655). In this text, examples of such deictic markers are the pronoun
we, the verb form we steer directly indicating PBGB, the adverb together
referring to PBGB and the readers, as well as temporal markers such as
now that there are and this year.

Participation in the given situation can also be linguistically created
using intensity markers, which either emphasise or diminish the degree
of a particular quality. These include augmentative adverbs, emphatic
adverbs, modifiers and qualifiers as well as figurative expressions. For, in
the PBGB text, words such as koik (all), igaiiks (everyone), pidevalt (con-
stantly), ddrmiselt oluline (highly important), kdige poletavam (the most
pressing), eriti (especially) and just (conveyed in the English translation
with the grammatically emphatic structure it is the excessive speed that)
illustrate the speaker’s attitude. The level of intensity can also intertwine
with evaluation, where emphatic adverbs affirm the truthfulness of the
message or negate it. In the example sentence, the emphatic adverb ikka
(still) conveys a silent presence and the expression of an opposing opin-
ion: suuname juhid motlema, kas moni sekund ajavoitu on ikka vddrt
enda ja teiste elu ohtu seadmist (we steer drivers to think if the few sec-
onds they gain is worth putting their own and other people’s lives at
risk). While the text generally avoids figurative expressions, the figura-
tive and alliterative superlative noun phrase péletavam probleem (the
most pressing problem) emphasises the gravity of the situation.

The Russian version of text 1 is written in a more formal and informative
style, typical of public announcements and official documents. The text
uses specific vocabulary related to the area of police and traffic, such as
Henapmamenm nonuyuu u nozpanuuroi oxparor (PBGB), Habnrofenns
(observations), Had3op 3a dopoxcrHvim Osuxeruem (traffic surveillance),
npesviuerue ckopocmu (speeding), paspewennas ckopocmo (permitted
speed).

The author presents facts and justifications to persuade readers to partic-
ipate in the decentralized initiative and provide information about cases/
dangers of exceeding the speed limit. Intensity markers are similarly used
in the Russian text to emphasise the importance of safety and highlight
the possible consequences of speeding, including serious injuries and

20
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death. Therefore, the text contains arguments directed towards the emo-
tional aspect, such as mpaeuuecxue nocnedcmeus (tragic consequences),
onachocmo (danger), cmepmo (death), msaxenvie nospexcoenus (severe
injuries), 3adymamuvcs (to think), nodsepeamv onacnocmu ceotw iu3Hv
(to jeopardise one’s life), poonoii kpaii (homeland, native land). Similar
to the Estonian text, words with a negative connotation predominate to
evoke concern in the reader and thereby create a desire to take action
and contribute towards avoiding negative scenarios on Estonian roads.

Also, the text in Russian directly addresses the audience with imperative
calls to participate in the campaign and report observations through a
dedicated application. This is evident in the use of the imperative verb
and the pronoun B (you) in the title?. It mentions that the police are
anticipating observations through a special application. The Russian text
also includes presence markers, such as the pronoun mo: (we, referring to
PBGB and the readers collectively), the verb sacmasnsem (we make/force
to think) and time markers ceiiuac (now) and 6 amom 200y (this year).

Unlike the Estonian text, the Russian version is stylistically less uni-
form. On one hand, it exhibits characteristics of a formal style, incor-
porating specific terminology from the police and traffic domains, as
well as the bureaucratic language: cocpedomouena (centred), 8 pamxax
(within the framework), npoussooumv naosop (to conduct surveillance),
obecneuerue 6ezonacnocmu (ensuring safety), sengemcs (is). On the other
hand, it also incorporates words typical of colloquial style, such as the
adjective conarousux (racing, speeding) and other figurative expressions.
The text also contains generalising word combinations and phrases that
render the message meaningless, such as “Ilenv monoxu - ¢ nomowjvro
coobujecmea mnozozo dobumucs” (The goal of the campaign is to achieve
much with the help of the community). This phrase sounds somewhat
ambiguous and clumsy in Russian, as the word coobmecTsa refers to a
narrower group of people, necessitating contextual clarification as it’s
unclear which community is being referred to. Presumably, the word
obujecmeo (society) was intended. Similar stylistic and pragmatic mis-
matches can create ambiguity and impede successful communication.

2 According to Russian grammar rules, the pronoun Bor is written with a capital letter when politely

addressing one person and Bsr is used when addressing multiple people.
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Another potential issue affecting the readability of the Russian text is
syntactic inconsistencies, such as umernno cnuwikom evicokas ckopocmo
(particularly too high speed). According to Russian syntax rules, using
two parts of speech (an intensifying particle and an expressive adverb)
within one sentence to enhance the intensity of an adjective (umenro
cnuuikom evicokas [ especially too high) is redundant and incorrect. The
Russian text also relies on intensity markers to emphasise the gravity
of the situation and encourage participation, such as ocobento cetiuac
(especially now), umenno (namely), cruwixom (too much), camas ocmpas
(most acute), Hysoaemcs (in need of), svicoxas ckopocmo (high speed),
ocHosHas npuquna (the main reason). It’s essential to note that from a
pragmatic perspective, the use of intensity markers primarily aims to
strengthen the evaluation. However, an evaluation alone may not be per-
suasive unless supported by facts or illustrations. Therefore, the use of
intensity markers might have the opposite effect of what is intended.

4.2. THE INFORMATIONAL TEXT 2 IN ESTONIAN AND RUSSIAN

In the second analysed text (text 2), the reader’s participation in the com-
munication is indirect as they are not directly addressed. However, the
text describes past events and offers recommendations for certain behav-
iours. The text consists of seven paragraphs of varying length, ranging
from one to three sentences, including three quotes from the respective
head of the department.

The conveyance of information starts with a descriptive background
section, describing recent, seemingly mysterious cases of money disap-
pearing. The directive part appears towards the end of the article where
recommendations are given, either indirectly or in an impersonal form:
tasub meeles pidada in Estonian / Hado nomuumo in the Russian version
(it is worth keeping in mind); tasub olla kriitiline / cnedyem cobnodamo
ocmoposxcrocmy (it is worth being critical); aitab ainult hea kiiberhiigieen
| nomosxcem monvko xopouwas kubepeueuena (only good cyber-hygiene
will help) or even the first-person plural form soovitame (we recom-
mend). However, in the Russian-language text, there is a direct direc-
tive sentence in the final part: nenv3sa 3aepysamo u omkpvieamo maxue
¢atinv (one must not download and open such files), where the modal

22
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verb Henw3s (one must not) expresses both prohibition and obligation.
This directive tone is reinforced by the use of two verbs forbidding
action in the text: 3aepysamo (to download) and omkpweamns (to open).
It should be noted that the Russian text also contains several intensity
markers, such as camwiii (most common), dosonvHo (quite), Hado (neces-
sary), docmamouro (sufficient), dasxce (even), etc.

Presence markers occur in both temporal and locative expressions in
every paragraph of the text, such as viimasel ajal / 6 nocneonee spems
(recently/lately), hiljuti / nedasno (recently), tdnapdeval (these days) /
dosonvHo pacnpocmparero (in the Russian text, there’s a reference to
the current state using adverbs and adjectives in combination with the
predicate: quite widespread), viimastel aastatel | 6 nocneonue 200vt (in
the recent years), sddraseid juhtumeid / opyzue noxoxue cnyuau (such
cases), taolisi /| maxue (such), eelmainitud (described above) / dpyeue
noxoxcue cnyqau (other similar cases). There are fewer intensity markers
in this text and they appear in the direct quotation of the police officer
(sagenenud / yuacmunuce (increasing), vaid / nuww (only), docrmamouto
(enough). In the concluding instructive and advisory paragraph, there
are also intensity markers (ainult / monvko (only), emphasising the direc-
tive function of the text.

The overall vocabulary used in the text is assessed as neutral by the emo-
tion detector software of the Institute of the Estonian Language. However,
in the comparison of positively and negatively charged words, the nega-
tive ones dominate. This includes phrases such as pahavaraga nakatu-
mine (infection with malware) mentioned five times in the Estonian
text and four times in the Russian text, where the word supyc (virus) is
also used twice. The phrase raha kadumine (disappearance of money)
is mentioned twice, with variations like ucuesnosenus (disappearance),
nponaoarom (go missing, disappear), nponaxu (missing, disappear-
ances) in the Russian version of text 2. Additionally, various expressions
referring to criminal activities are mentioned, such as vargus (theft) in
the Estonian text corresponding to nponasca in the Russian text, kahjud
/ ywep6 (losses), kelmid / mowennux(u) (scammers), kiiberkuritegu /
kubepnpecmynnenus (cybercrime) and kergeusklik / oosepuusvie (gull-
ible, trustful).

23
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The second informational text primarily has an informative and cau-
tionary modality, providing specific details about the cases and giving
advice on how to protect oneself from malware infection. The Estonian
text does not contain strong emotional language but focuses on raising
awareness and offering practical guidance through particular methods.
In the Russian version of the text, the first part is mainly advisory, while
the final section contains a straightforward directive instruction with a
strictly prohibitive valence. While the Estonian text is assessed as more
neutral by the emotion detector, with the repetition of negatively charged
words possibly creating a somewhat sinister tone, the Russian text fea-
tures a strong presence of reinforcing words with prohibitive tonality.

In summary, the Estonian notification texts of the PBGB are not direct
orders or requests, but rather take the form of newspaper articles that
encourage readers to be vigilant or attentive. The directive verbs used
in the texts do not issue commands or threats; instead, most of the verb
constructions pertain to the PBGB (in the first text: ‘expects-expected’,
‘invites’, ‘to do together’, ‘to make one think and understand’, ‘offers
everyone an opportunity’, ‘direct’, i.e., no obligation with respective
modal verbs such as ‘must’, etc.; in the second text, mostly the imper-
sonal approach is used, ‘a few steps worth remembering’, ‘it is worth
being critical’, ‘only good cyber-hygiene can prevent it’). Hence, there are
no direct obligatory functions, no mention of sanctions and the texts are
primarily characterised by an instructive and guiding desire to enhance
our lives — a rationale that would benefit both readers and others, traf-
fic would calm down and there would be fewer cybercriminals threats.
Although, in general, similar linguistic and semantic tools are presented
in the Russian versions of informational texts, there’s a slight prevalence
of emphasised directives and a certain level of formality in terms of
modality and valency, which in turn may influence the reception of the
text’s message.
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5. DATA ANALYSIS AND THE RESULTS OBTAINED

To analyse the perception of the texts, the following categories were
formed, about the linguistic and communicative aspects of the texts:

I.  Readability of the text. The category refers to how easily the text
can be read and understood by the reader. It may involve factors
such as sentence structure, choice of vocabulary and the overall
clarity of the writing.

II. Nature of the text. The category refers to the genre or type of text
being analysed. It could include categories such as informative,
persuasive, instructional, etc., which describe the overall purpose
and style of the text.

III. Comprehensibility of the text content. The category relates to the
extent to which the information presented in the text is clear and
understandable to the reader. It considers how well the content is
organised, explained and presented.

IV. Understanding the purpose of the text. The category refers to the
reader’s ability to grasp the intended purpose or goal of the text.
It involves understanding the primary message or call to action
conveyed by the text.

V. Impact of the text’s message on the reader’s behaviour. The cate-
gory explores the influence or effect of the message on the reader’s
actions or behaviour. It examines whether the text motivates or
prompts the reader to take a certain action or change their behav-
iour in some way.

VI. Importance of the message for the reader. The category focuses on
the perceived significance or relevance of the text’s message to the

reader. It considers how meaningful or valuable the information
presented in the text is to the reader’s needs, interests or concerns.
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5.1. THE PERCEPTION OF TEXT 1
(I) The category ‘text readability’

In the Estonian-language informational text, 47% of respondents found it
quite easy to read, while in the Russian-language text, 33% of respondents
shared the same opinion. In both languages, 27% of readers considered
the text easily readable, but a significant 30% of Russian-language text
readers found it quite difficult to read. Regarding the Estonian-language
text, 17% perceived it as somewhat difficult to read. Since the text’s topic
was traffic and speeding, a relatively common subject, further examina-
tion of the Russian-language text is needed to determine the causes of its
readability challenges.

(IT) The category ‘nature of the text’

To describe the nature of the text, respondents could choose from 8
options. The majority of responses leaned towards the ‘friendlier’ end of
the scale. Only a small number of respondents felt that the text was com-
manding or threatening (4% ET, 9% RU, 1% ET, 0% RU). In both groups,
the most selected option was ‘recommendation’ (30% ET, 43% RU), align-
ing with the intended message of the PBGB. Thus, the emotional attitude
of the message was perceived as intended. A similar choice was made for
‘instructive/didactic’, although opinions of Estonian and Russian read-
ers slightly diverged, with only 6% of Russian respondents considering
the text as instructive and didactic compared to 15% of Estonian respon-
dents. The perception of the text as simply friendly also differed between
ET and RU respondents, with 27% of ET and 9% of RU respondents
making that choice. Both groups found the first text more neutral than
the second text, which is quite natural considering the content of the
text and other options (13% ET, 18% RU), as the second text had a more
explicit warning nature. Therefore, the text was mostly perceived as a
recommendation, but overall, respondents predominantly chose softer,
friendlier attitudes from the available options.

(III) The category ‘comprehensibility of the text’s content’

Despite the difficulties in text readability, respondents in both languages
indicated that they understood the message of the text either very well
(ET 62% and RU 48%) or rather well (ET 34%, RU 33%). The responses
were generally unanimous, indicating that the respondents found the
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text’s message easily understandable. About 9% of Russian-speaking
readers were uncertain about whether they understood the message or
not, while only 2% of Estonian-speaking respondents expressed uncer-
tainty. Additionally, 9% of Russian-speaking readers stated that they
only partially understood the text, compared to 1% of Estonian-speaking
respondents. One Estonian-speaking reader did not understand the text
at all. In summary, the message was slightly less comprehensible in the
Russian-language text, but overall, both groups understood the text
equally well.

(IV) The category ‘understanding the purpose of the text’s
message’

The text aimed to encourage reporting places where speed limits are fre-
quently violated. Slightly over half of the respondents in both groups
believed that the purpose of the text was to uphold their safety (ET 52%,
RU 56%). Meanwhile, 33% of Estonian-speaking readers and 27% of
Russian-speaking readers interpreted the text as offering recommen-
dations on how to act, but in a suggestive and instructive manner. A
slightly smaller proportion of respondents (9% ET and 7% RU) chose the
more specific option of ‘changing my behaviour’ compared to the previ-
ous interpretation. Only a few individuals perceived the text as a scare
tactic with consequences (3% ET and 4% RU), while 3% of Estonian-
speaking readers and 7% of Russian-speaking readers chose ‘other’ as
their response.

(V) The category ‘impact of the text’s message on the reader’s
behaviour’

This category aimed to assess whether the text prompted the reader to
take action. Actual behaviour in a similar situation may differ from what
is anticipated and the responses varied. Among Estonian-speaking read-
ers (ET 33%), the majority believed that they would respond to the mes-
sage’s call. The most popular response among Russian-speaking read-
ers was ‘cannot say’ (RU 33%). On the other hand, in this group, more
respondents stated that they would definitely act compared to the ET
group (ET 19%, RU 30%). In the ET group, 17% believed that they would
rather not act after reading the message and 6% were quite certain about
it. In the RU group, these responses were less common: 6% chose ‘prob-
ably will not act’ and 3% selected ‘do not intend to act’.
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(VI) The category ‘importance of the text’s message for the
reader’

Regarding the importance of the message, 45% of ET respondents found
the message quite relevant and 18% considered it very relevant. In the
RU group, the trend was similar but, compared to the ET respondents,
slightly more found the message very relevant (RU 27%) and slightly
fewer found it quite relevant (RU 39%). 17% of Estonian-speaking and
12% of Russian-speaking readers could not say whether the message was
important to them or not and 15% of both groups believed that the mes-
sage was not particularly relevant to them. 5% of the ET respondents
and 6% of the RU respondents did not consider the message to be rel-
evant at all and felt that it did not concern them. Among the reasons for
deeming the message important, general safety was the overwhelming
factor, deemed relevant by 76% of the ET respondents and 58% of the
RU respondents. The safety of loved ones and oneself was generally con-
sidered equally important by both ET and RU readers, at 10% and 12%,
respectively. However, a greater difference can be observed in perceiv-
ing the authoritative role of the PBGB as an institution in delivering the
message. 15% of RU respondents considered the impact of the message
important due to it being an official message from the PBGB. Among
Estonian-speaking respondents, only 7% considered the institutional
role as a message deliverer important. As an additional note, among the
reasons mentioned, the phrase ‘the safety of all of us” was used, com-
bining both the first and second response options. In one comment, the
respondent expressed a desire to emphasise both general and personal
safety. Two other comments expressed appreciation for such initiatives
and speculated that this additional opportunity might motivate people
to take more action.

5.2. THE PERCEPTION OF TEXT 2

(I) The category ‘text readability’

The majority of respondents indicated that the message was quite easy
to read (ET 38% and RU 52%). Given that the proportion of RU respon-

dents is 14% higher, it can be inferred that the Russian version of the
text was more readable than the Estonian version. The proportion of
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respondents who stated that the text was easy to read is relatively equal
(ET 36% and RU 31%), suggesting that both text versions were generally
readable. The proportion of respondents who found it somewhat difficult
to read is also similar (ET 17% and RU 14%). Only 2% of respondents
found it very difficult to read and they were all ET respondents (none of
the RU respondents felt this way). The percentage of neutral responses is
relatively equal, with 7% for ET and 3% for RU. It can be assumed that
respondents who remained neutral may not have understood the criteria
for readability or found it difficult to assess the text’s readability. In terms
of the readability of text 2, it can be concluded that it was easy or quite
easy to read for both language groups.

(IT) The category ‘nature of the text’

When characterising the text’s message, the majority of respondents rec-
ognised it as having a warning nature (ET 49% and RU 71%), despite the
difference in proportions between ET and RU (22%). There are notice-
able differences between ET and RU in perceiving the message of the
text: 32% of ET respondents viewed the text as instructive-didactic (only
7% for RU) and 11% of RU respondents considered it a recommendation
(only 6% for ET). A relatively small number of respondents (ET 4% and
RU 7%) viewed the message of the text as friendly and well-intentioned.
Only 4% of RU respondents perceived an imperative message in the text,
while none of the ET respondents did. No one considered the message
to be threatening. Only 7% of ET respondents perceived the text as neu-
tral, while none of the RU respondents did. In their comments, respon-
dents associated neutrality with the excessive length of the text or not
understanding the meaning of the text. It cannot be ruled out that the
text did not evoke any emotions in the respondents who did not jus-
tify their choice of response. Unlike the descriptive adjectives provided
in the questionnaire to characterise the message of the text, only 2% of
ET respondents chose the ‘other’ category. In describing the ‘other’ cat-
egory of the message, respondents stated that they could not provide an
assessment, they were not familiar with the subject matter or they did
not belong to the target audience of the message. The warning nature of
the message prevailed in this category.

(III) The category ‘comprehensibility of the text’s content

The majority of respondents acknowledged that they understood the
message of the text very well (ET 64% and RU 59%). Among respondents
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who indicated that the message of the text was rather understandable,
29% were ET and 38% were RU. Here, a clear equality between ET and
RU respondents is evident, suggesting that the text was understandable
to both language groups. Only 2% of ET respondents partially under-
stood or did not understand the text at all (0% for RU in both evalu-
ation criteria). An equal number of respondents from both language
groups remained neutral (ET 3% and RU 3%). It can be assumed that
3% of respondents had no comments on the content of the message This
could be due to uncertainty between the two options, a lack of clarity in
the text ‘s contents or a general disinterest in the content of the text. The
clarity of the text’s content prevailed in this category.

(IV) The category ‘understanding the purpose of the text’s
message’

Both language groups understood the purpose of the text’s message in a
similar way: both ET (43%) and RU (38%) saw the message as upholding
their safety and providing recommendations on how to act (ET 42% and
RU 38%). 21% of RU respondents believed that the purpose of the message
was to change behaviour, while in the ET group, this was only 9%. Both
ET (3%) and RU (3%) respondents unanimously believed that the mes-
sage was rather threatening with the possible consequences described in
the text. 3% of ET respondents suggested the ‘other’ option, which means
that the message was informative and cautionary, but at the same time
confusing and not related to the respondent’s safety because they were
not dealing with the issue mentioned in the message (such as cryptocur-
rency). In this category, the predominant number of respondents saw
the purpose of the message as supporting safety and providing specific
instructions on how to act.

(V) The category ‘impact of the text’s message on the reader’s
behaviour’

In terms of willingness to change their behaviour, 58% of RU respon-
dents and only 30% of ET respondents intended to act after reading
the message. A smaller percentage of RU respondents (18%) were more
likely to act, compared to 32% of ET respondents. Based on these results,
it can be speculated that RU readers trust or express obedience to the
police message more than ET readers, who weigh their options (30%
and 32% respectively). The respondents’ comments primarily empha-
sise the importance of cybersecurity and the usefulness of PBGB’s
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recommendations. Approx. 10% of ET respondents and 3% of RU respon-
dents are less likely to change their behaviour after reading the message,
while a similar number of respondents in both language groups (7%
ET and 6% RU) do not intend to take action after reading the text. The
comments indicated that some respondents believe that they are already
well informed about cyber threats, while others abstain from cryptocur-
rency and consequently, do not take any action. It can be concluded that
respondents take action based on their interest in the PBGB message.
15% of ET respondents and 3% of RU respondents remained neutral. The
comments from respondents in this category were similar to the previ-
ous option concerning behaviour change: an awareness of the dangers
and a lack of interest in the problem. In this category, a larger portion of
respondents indicated a willingness to change their behaviour.

(VI) The category ‘importance of the text’s message for the
reader’

The responses in the previous category are closely aligned with the
results of the category assessing the relevance of the message. 30% of
ET respondents and 24% of RU respondents deemed the message to be
very relevant to themselves, while 39% of ET and 56% of RU respondents
considered it to be quite relevant. Comments from respondents can be
divided into four groups:

«  Emphasising the importance of informative text for society, enhanc-
ing public safety and awareness;

o Advocating the occasional reminder to citizens about cyber threats;

o Sharing negative personal experiences as IT users, particularly
related to malware:

«  Providing specific instructions on how to take action.

17% of ET respondents and 4% of RU respondents deemed the mes-
sage to be quite irrelevant. The reasons given in the comments can be
divided into two categories: a lack of awareness and a lack of interest
in the topic. 5% of ET respondents and 12% of RU respondents directly
stated that they were not interested in or affected by the message. 9%
of ET respondents and 4% of RU respondents took a neutral position
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and their comments provided the same reasons: an awareness of cyber
threats and a lack of interest in the problem. A larger number of respon-
dents (55% of ET and 52% of RU) chose general safety as the reason for
the importance of informative text. The justifications provided by the
respondents mainly revolved around two aspects: the constant relevance
of cyber threats and the importance of cybersecurity. 31% of ET respon-
dents and 24% of RU respondents stated that the informative text would
personally affect them or their families. The reasons given included three
aspects: improving IT skills, concern for oneself and loved ones and per-
sonal financial considerations. A relatively small number of respondents
(8% of ET and 17% of RU) cited the official nature of the PBGB message
as a reason for its importance. The justification given is a reliable source.
This low result may suggest that respondents have less institutional trust
or a critical attitude not only toward the PBGB but also toward other
state institutions. It cannot be ruled out that the negative results in the
category of behaviour change indicate the same underlying reason. 5% of
ET respondents and 3% of RU respondents did not deem the informative
text to be relevant to themselves and 2% of ET and 3% of RU respondents
chose the ‘other’ response option, citing awareness of cyber hygiene as
the reason. In this category, two dominant aspects were general safety
and personal interest in the message.

5.3. THE COMPARATIVE ANALYSIS OF THE PERCEPTION OF
INFORMATIONAL TEXTS 1AND 2

Two texts were compared and their readability was analysed among
different language groups (ET and RU readers). In terms of readabil-
ity assessment, the first text exhibited the largest difference. Reading
the text was quite difficult for RU readers, as indicated by 30% of the
respondents. On the other hand, reading the text was quite easy for ET
readers, as acknowledged by 47% of the respondents. The second text,
was relatively easy to read for the majority of RU readers (52% of the
respondents), whereas only 38% of ET readers chose the same response.
However, contradictory results are evident. For instance, in the case of
text 1, 27% of ET readers found it easy to read, whereas for text 2, this
figure was 36%. However, when considering the response ‘quite easy to
read’, the results are reversed: 47% for text 1 and 38% for text 2 among
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ET readers. Among RU readers, the responses for both ‘easy to read’ and
‘quite easy to read’ for text 2 are consistent (31% and 52%, respectively)
and there are no contradictions. In conclusion, the results indicate that
reading the first text was more difficult for Russian speakers compared
to Estonian speakers. In contrast, reading the second text was easier for
Russian speakers compared to Estonian speakers. These differences may
indicate variations in the complexity and style level of the texts.

In the category of text comprehensibility, the results are relatively equal,
except for the results of text 1: 62% of ET readers and 48% of RU readers
understood the text very well, while 34% of ET readers and 33% of RU
readers understood it to some extent. The results in this category cor-
relate with the indicators of text readability by language communities: if
the text was easy to read, the message was also understandable.

When characterising the texts, ET and RU respondents mostly reached a
consensus: text 1 is viewed as a recommendation (ET 30% and RU 42%)
and text 2 is regarded as a warning (ET 49% and RU 71%), except for the
response options ‘friendly, well-intentioned’ and ‘instructive, didactic’.
While 27% of ET readers perceived the message of text 1 as friendly and
well-intentioned, only 9% of RU readers shared this view. Similarly, 32%
of ET readers deemed the message of Text 2 as instructive and didactic,
while only 7% of RU readers shared this view.

Both language groups” understanding of the texts’ objectives was rela-
tively consistent. Text 1 was perceived as promoting one’s safety by 52%
of ET readers and 56% of RU readers, while 33% of ET readers and 27%
of RU readers considered it as providing recommendations. Text 2 was
perceived equally, with 43% of ET readers and 38% of RU readers con-
sidering it as promoting safety and 42% of ET readers and 38% of RU
readers considering it as providing recommendations.

The impact of the message of text 1 on the behaviour of readers from
both language groups was relatively similar: 33% of ET readers and 27%
of RU readers would probably take action, while 19% of ET readers and
30% of RU readers would definitely take action. For the same text, 26%
of ET readers and 33% of RU readers were unsure about their response.
For text 2, there was a noticeable difference in the response option ‘will
definitely act’ (30% for ET readers and 58% for RU readers), indicating
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that the message of text 2 appeared more convincing to RU respondents.
In the response option ‘probably will act’, 32% of ET readers and 18% of
RU readers chose it, while 15% of ET readers and 3% of RU readers were
unsure about their response.

Both language groups equally recognised the relevance of text 1: 45%
of ET respondents and 39% of RU respondents deemed the message
quite relevant, while 18% of ET respondents and 27% of RU respondents
deemed it very relevant. 15% of ET respondents and 15% of RU respon-
dents deemed the message of text 1 to be less relevant. For text 2, 30%
of ET respondents and 24% of RU respondents deemed the message to
be very relevant, while 39% of ET respondents and 56% of RU respon-
dents saw it as more relevant. Only 17% of ET respondents and 4% of RU
respondents deemed the message of text 2 as less important.

Most ET and RU readers found the message of both texts to be important
because of their relevance to general safety: For text 1, it was 76% of ET
respondents and 58% of RU respondents and for text 2, it was 55% of
ET respondents and 52% of RU respondents. The perception of message
importance was similar across language communities, but there were
differences between the two texts. Text 2 resonated more with readers
and their close ones (31% ET and 24% RU) compared to text 1 (10% ET
and 12% RU). As an official message from the PBGB, 7% of ET respon-
dents and 15% of RU respondents considered text 1 relevant, while for
text 2, it was 8% of ET respondents and 17% of RU respondents. This sug-
gests that the official message from a government agency is more impor-
tant to RU respondents than to ET respondents.

The results indicate that reading the first text was more challenging for
RU respondents compared to ET respondents while reading the second
text was easier for RU participants than for ET participants. This can be
attributed to the differences in text complexity and style. In the category
of comprehensibility, the results were generally similar, except for the
first text, where ET participants had a higher percentage of ‘very well
understood’ compared to RU participants. The comprehensibility results
align with the readability results: when a text was easy to read, the mes-
sage was also better understood.
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In characterising the texts, respondents largely agreed, with some varia-
tions between the language groups observed in specific response choices.
Both language groups perceived text 1 as a recommendation, while text 2
was seen as a warning. The differences emerge in response to the choices
of ‘friendly, well-intentioned’ and ‘instructive, didactic, where RU
respondents had different reactions compared to ET participants.

The understanding of the texts’ objectives was generally consistent
among respondents of both language groups: Both text 1 and text 2 were
perceived as upholding one’s safety and providing recommendations.

The impact of the texts on behaviour displayed relative similarity among
participants in both language groups, except for text 2, where RU respon-
dents more frequently chose the option ‘will definitely act’. Both language
groups acknowledged the importance of the texts, but there were some
distinctions between them. Overall, the results indicate that the percep-
tion patterns of both texts are generally similar among the two language
groups, with no significant differences. The observed variations may be
attributed to differences in linguistic complexity and stylistic inconsis-
tencies between the Estonian and Russian versions of the texts.

6. DISCUSSION: PERCEPTION OF INFORMATION
TEXTS IN DIFFERENT LANGUAGES

The study analysed the reception messages of police announcements
among Estonian and Russian-speaking target groups. The study found
that the Estonian and Russian versions of information texts dissemi-
nated by the Estonian police were perceived somewhat differently within
the target communities but not to the extent that would cause any con-
fusion or unexpected behaviour in either. The linguistic analysis of the
texts showed that both texts had an instructive and guiding nature.

The study employed various categories to analyse the perception of
the two information texts. These categories encompass readability, the
nature of the text, comprehensibility of the text’s content, understanding
of the aim of the text’s message, impact on the reader’s behaviour and
the significance of the text’s message for the reader. The analysis offered
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an insight into how the texts were received among different language
communities and identified potential strengths and weaknesses in the
comprehensibility and effectiveness of the police messages.

The analysis of the first text revealed that the Estonian text was perceived
as fairly easy to read by 47% of respondents, while the Russian text was
deemed so by only 33% of respondents. Both texts were characterised as
friendly and advisory and both language groups understood the message
well. Most respondents felt that the purpose of the text was to support
their safety and guide their actions. The importance of the text’s mes-
sage was recognised by both Estonian and Russian readers and some
respondents indicated a willingness to act as per the instructions or rec-
ommendations provided.

The analysis of the second text showed that respondents from both lan-
guage groups generally found it readable. The Russian text was perceived
as slightly easier to read and the majority of respondents saw the message
as a warning. The purpose of the text was seen as upholding one’s safety
and behaviour change. Russian-speaking respondents showed a greater
willingness to change their behaviour compared to Estonian-speaking
respondents. The importance of the information text, its significance to
society and the awareness of cyber threats were recognised, although
some respondents did not deem the text important or personally rel-
evant. Overall, safety and personal interest in the message were crucial
aspects of how the text was perceived.

CONCLUSIONS

The study aimed to analyse the reception and differences in understand-
ing and interpretation of informational texts delivered in two languages
within Estonian and Russian-speaking target groups. The study revealed
variations in the perception of Estonian and Russian versions of these
texts. The analysis showed that the texts had an instructive and guiding
nature; supportive, rather than giving direct orders. Various categories
were used to analyse the perception of the texts, including readability,
the nature of the text, comprehensibility of the content, understanding
the aim of the message, impact on the reader’s behaviour and relevance
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for the reader. The analysis provided an overview of how the texts were
received among respondents from the two language communities, iden-
tifying strengths and potential issues in their comprehensibility and
effectiveness. The study found variations in the level of difficulty in read-
ing the texts between respondents from the Estonian and Russian lan-
guage groups. The first text posed more challenges for Russian readers,
while the second text was easier to comprehend. Respondents from both
language groups perceived the texts as advisory, aiming at promoting
safety and providing recommendations. The impact on probable behav-
iour was relatively similar for the first text, but in the case of the second
text, Russian readers expressed a greater willingness to take action. The
relevance of the texts was acknowledged by respondents from both lan-
guage groups, with some variations between the texts.

All the aforementioned findings suggest potential areas for future
research. Further studies could delve deeper into the linguistic and cul-
tural factors influencing the reception of information texts. This could
involve examining specific linguistic features such as sentence structures
and vocabulary choices that contribute to differential perception among
language communities. Additionally, studying the cultural nuances and
context-specific factors that shape the interpretation of these texts could
provide valuable insights. To enhance the effectiveness of information
texts, several improvements can be considered. Customising the texts
to the linguistic and cultural characteristics of the target communities
can increase their comprehensibility and resonance. Collecting feed-
back from the target communities and involving them in the evaluation
process can provide valuable insights for enhancing the effectiveness of
future communication efforts.

In conclusion, despite the study’s limited participants, which was deter-
mined by the research team’s limited access to data from the broader
target group, this study sheds light on the disparities in the reception of
informational texts among Estonian and Russian-speaking communi-
ties. Further research should delve into linguistic and cultural factors,
while improvements can be achieved by tailoring the texts and conduct-
ing feedback sessions and regular evaluations. Through the refinement
of communication strategies, it’s possible to enhance the clarity and
effectiveness of informational texts, thereby fostering safer and more
informed communities.
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APPENDIX 1. A QUESTIONNAIRE WITH TEXTS 1AND
2 TRANSLATED INTO ENGLISH BY THE AUTHORS
SPECIFICALLY FOR THIS PAPER.

Dear Estonian citizen! We invite you to answer a questionnaire by the Estonian
Academy of Security Sciences exploring the reception and comprehension of the
messages by the Estonian Police and Border Guard Board. Answering the
questionnaire takes about 15 minutes and it is anonymous. In case you wish to
participate in a draw for 30 bookshop vouchers worth 10 euros each, please write
your e-mail address at the end of the questionnaire. The answers should be
submitted by 20 December 2022. We sincerely hope you will find the time to
contribute! Estonian Academy of Security Sciences

Part A: General questions

This section includes questions about the respondent.

Al.Gender: male

female

Do not wish to reveal

A2. Age:
18-24

25- 44
45- 64
65- 74

75+

A3. Level of

ation: . .
educatio basic education

secondary education
vocational education

higher education

PR R FLF{T DR

other

41

proceedings-2023.indb 41 23.11.2023 14:26:14



SECURITY SPECTRUM: JOURNAL OF ADVANCED SECURITY RESEARCH

Part B: Part I Please read the following text and answer the questions.

Message 1

Inform the police of places where speeding is a problem 5 September 2022 The Police and Border Guard Board is
waiting for observations on locations where drivers constantly exceed the speed limit to be posted at
www.liiklustalgud.ee. Based on the given information,

the police will conduct speed checks on 22 September. Police Lieutenant Colonel Sirle Loigo invites all people to
register their observations on the map application as traffic safety needs everyone’s contribution. “The
Liiklustalgud event will focus on speeding as it is the most pressing problem in traffic at the moment. Following
the speed limit is highly important in preventing tragic consequences. Especially now that there are more drivers
and children starting their school in traffic,” Loigo stresses. The aim of Liiklustalgud is to take action by involving
the community, make people think about the safety of their neighbourhood and understand the dangers of
speeding. “It allows everyone to contribute to traffic safety by letting us know of places where following the speed
limit is a problem. It is excessive speed that is the main cause of traffic accidents resulting in serious injuries or
death. With the event, we steer drivers to think if the few seconds they gain is worth putting their own and other
people’s life at risk,” the police officer added. Additions on the map application can be made until Friday,
September 9. This year, the Liiklustalgud event will take place for the sixth time.

Annika Maksimov PBGB press officer 5655771

Bl1. 1. Was it easy or difficult to read the text? L= 8w iy G aatentli o el s D

2- It was quite difficult to read it. [::‘

3- Cannot say. [::‘

4- It was quite easy to read it. [::‘

S5-It was easy to read it. D

B2. 2. How would you characterise the message of the text? Please explain.

Neutral [::‘

Friendly, well-intentioned [:‘
Recommendation [::‘

Instructive, didactic [:‘

other D

B3. Please explain:
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BS.

B6.

B7.

BS.

B9.
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3. Did you understand the content of the message? (select on the scale 1-5)

1- did not understand at all
2 -1 understood partially

3 - cannot say

4 - I rather understood

5 — I understood very well

4. The aim of the message was to:
1 - uphold my safety
2 - give recommendations on how to act

3 - change my behaviour

4 - frighten me with the possible consequences

5 — other

Please explain:

(RO DI R

[]

5. Will you act after reading the message?
1 - T.do not intend to act
2 - I probably will not act
3 - cannot say
4 - 1 probably will act

5 — I will definitely act

Please explain:

[T F{ ]

6. How relevant is the message for you?

1 - the message does not interest / concern me
2 - quite irrelevant

3 - cannot say

4 - quite relevant

5 — the message is very relevant to me/ I will definitely consider the message

43
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B10. Please explain:

B11. 7. Why do you consider the message relevant?

It is the official message sent by the Police and D
Border Guard Board

The message concerns general safety [:]
The message concerns me and my family [::‘

I do not find the message relevant [::‘

other D

B12. Please explain:

Part C: Part II Please read the following text and answer the questions.

Message 2 Police: Good Cyber-Hygiene Prevents Money from Disappearing Mysteriously 7 April 2022

Recently, there have been increasing cases of large sums of money disappearing from crypto-currency wallets Upon
closer inspection, it turns out that their devices, such as computers or cell phones, have been infected with malware.
The police recently received a report that 60,000 euros had been transferred from the cryptocurrency wallet without
the owner’s knowledge. “To the owner’s knowledge, he had not shared his passwords or other data with anyone.
There are similar cases with losses varying from a few hundred to around twenty thousand euros,” says Hannes Kelt,
the Head of the Cyber and Economic Crime Division of the North Prefecture. These days, investing in cryptocurrency
is nothing new and also scammers have discovered a quick way to make money off gullible people. “The seemingly
mysterious thefts described above are possible only if the computer is infected with malware. For this, the owner
does not even have to enter his data anywhere, clicking on a suspicious link is enough. Such links are spread, for
instance, in social media, via e-mails, text messages or ads, but in reality they are not sent by a specific person but
by a device infected with malware,” Kelt added.

There are a few simple steps to keep in mind to prevent malware infection. “The most common requests
accompanying malware-infected links are, for instance: “Is that you in this video?”, similarly “Look what I found,”
with an active link attached. Before clicking on anything, we suggest you ask the sender if he really sent it and what
could it be. It is worth being critical of opening and downloading unknown files,” the police officer explains.
Cybercrimes have been on the rise in the recent years and only good cyber-hygiene can prevent it. Annika Maksimov
PBGB press officer 5655771

Cl1. 1. Was it easy or difficult to read the text? - Itwas very difficult to read it

2- It was quite difficult to read it.
3- Cannot say.

4- It was quite easy to read it.

(LR L]

5- It was easy to read it.
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C2. 2. How would you characterise the message of the text?

Please explain. Warning

Threatening

Commanding

Neutral

Friendly, well-intentioned
Recommendation

Instructive, didactic

[P PP L]

other

C3. Please cAp}a;u.

C4. 3. Did you understand the content of the message? (select on the scale 1-5)

1 - did not understand at all
2 - I understood partially
3 - cannot say
4 - I rather understood
5 — T 'understood very well

Cs. 4. The aim of the message

was: 1 - uphold my safety

2 - give recommendations on how to act

3 - change my behaviour

(PP FT CH LR LR L

4 - frighten me with the possible consequences

5 — other

Cé. Please explain:

45

proceedings-2023.indb 45 23.11.2023 14:26:14



SECURITY SPECTRUM: JOURNAL OF ADVANCED SECURITY RESEARCH

C7.

C8.

C9.

C10.

Cl11.

C12.

proceedings-2023.indb 46

5. Will you act after reading the message?

1 - I do not intend to act
2 - I probably will not act
3 - cannot say
4 - I probably will act
5 — I will definitely act

Please explain:

6. How relevant is the message for you?

1 - the message does not interest me / the message does not concern me
2 - quite irrelevant
3 - cannot say
4 - quite relevant
5 — the message is very relevant to me/ I will definitely consider the message

Please explain:

(I F L]

7. Why do you consider the message relevant?
It is the official message sent by the Police and Border Guard Board
The message concerns general safety
The message concerns me and my family
I do not find the message relevant

Other

Please explain:

HEEEEEN SN
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APPENDIX 2: ORIGINAL VERSIONS OF TEXTS 1AND
2 IN ESTONIAN AND RUSSIAN LANGUAGES.

TEXT 1(IN ESTONIAN)
Anna politseile teada kohtadest, kus oled médrganud kihutavaid juhte
05. september 2022

Politsei- ja piirivalveamet ootab veebilehel www.liiklustalgud.ee tahele-
panekuid kohtadest, kus autojuhid pidevalt kiirust iiletavad. Selle info
alusel teeb politsei 22. septembril kiirustalgute raames liiklusjarelevalvet.

Politsei kolonelleitnant Sirle Loigo kutsub kéiki inimesi oma téhelepa-
nekutest kaardirakenduses teada andma, sest turvaline liiklus vajab iga-
ithe panust. , Talgud keskenduvad kiiruseiiletamisele, sest see on liiklu-
ses koige poletavam probleem. Traagiliste tagajirgede ennetamiseks on
piirkiiruse jargimine darmiselt oluline. Seda eriti praegusel ajal, kui liik-
luses on rohkem autojuhte ja kooliteed alustanud lapsi,“ rohutas Loigo.

Talgute eesmidrk on kogukonda kaasates palju koos dra teha, panna ini-
mesi motlema oma kodukoha turvalisusele ning mdistma kiiruse iileta-
mise ohtlikkust.

»lalgud pakuvad igaiihele voimaluse panustada liiklusturvalisusesse
andes teada kohtadest, kus piirkiirusest kinnipidamine on probleemiks.
Just liiga suur kiirus on raskete vigastustega voi surmaga l6ppenud liik-
lusonnetuste peamine pohjus. Kiirustalgutega suuname juhid métlema,
kas moni sekund ajavéitu on ikka vairt enda ja teiste elu ohtu seadmist,”
lisas politseinik.

Téhelepanekuid kaardirakendusse oodatakse kuni reede, 9. septemb-
rini. Liiklustalgud toimuvad sel aastal kuuendat korda.
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TEXT 1(IN RUSSIAN)
Coo611yTe HOMNIIN O MECTAX, I7ie BBI 3aMeTV/IV TOH STIOI VX BOJITENIei
05 cenTs16ps 2022 1.

JlemapTaMeHT MOMMIMI ¥ IOTPAHMIHO OXPAHBI XK/IET Ha BEO-CTPaHNUIE
www.liiklustalgud.ee HabmoneHNs 0 MecTax, Ijie BOUTENN IOCTOSHHO
IPEBBINIAIT CKOPOCcTh. Ha ocHOBaHMY MHDOPMAIIMY TOMUINS 22 CEH-
TAOpS B paMKaX JJOPOXKHON TOMOKM OyZeT NpOM3BOAMUTH HA30p 3a
IOPO>KHBIM JIBV>KEHVEM.

IMopnonkoBHuk nonyuyy Cupie Jlojiry npusbpiBaeT BCeX MIOfiell cO06-
IaTh O CBOMX HAOTIONEHNAX B IIPUJIOKEHNY, IOTOMY YTO Oe30IacHoe
TOPOXKHOE [IBVDKeHVe HY>K/laeTCA BO BKJIafle KaXK/I0To.

«Tonmoxa cocpepoTodyeHa Ha IIPEBBIIIEHUN CKOPOCTHU, ITOCKONBKY 3TO
ABJISETCS CaMOM OCTPOJ IpoOneMoil B HOPOKHOM ABIDKeHuu. s
HnpefynpeXxaeHnsa TparndecKux MocaefcTBUIT KpaliHe BaXKHO NIpuUjep-
JKMBATbCA paspelieHHoi ckopocTi. OcobeHHO ceifyac, KOrfa Ha Jopo-
rax 0ojIbllle BOAMTEIEN VI IKOJIbHUKOBY, — IToJ4epkHya Jloiiro.

ITenpb TOMOKM — C IOMOIIBIO COOOIIECTBA MHOTOTO JOOUTHCS, 3aCTAaBUTh
JTIOfielt 3aiyMaThcsl 0 6€30I1aCHOCTY CBOETO POJHOTO Kpasi U OIIaCHOCTH
MpEeBBIIIEHU ] CKOPOCTH.

«Tomoka faeT KaXXJoMy BO3MOXKHOCTb BHECTU CBOJ BKJIaj B obecIie-
YyeHre 6e30MacHOCTY JOPOXKHOTO ABMYKEHMS, COOOLINB O MeCTax, Ife
MpeBbIlIeHNe Pa3pelleHHO CKOPOCTH SABsIeTCSA MpobiemMoit. VIMeHHO
C/IMILIKOM BBICOKAasl CKOPOCTDb SIB/IAETCA OCHOBHOJ IPUYMHON JOPOXK-
HBIX IIPOMCIIECTBUI, 3aKOHYMBIIMXCA TSXKEIbIMU IOBPEXIEHUAMU
unn cMepThio. C IOMOIIBI0 JOPOXKHBIX TOJIOK MBI 3aCTaBjIsieM BOAUTE-
JIeM1 3alyMaTbCs, CTOUT /I PaJiii HECKOJIBKMX BbIMTPAHHDBIX CEKYH/] ITOJI-
BepraThb OIIACHOCTY CBOIO >KM3Hb U >KVM3Hb APYTUX JII0AEN», — JoOaBMIa
HOINIIEVICKIAIA.

HabmroneHnst oXXUAAOTCS B TPUIOKEHUN [0 MSATHULBL, 9 CEHTIAOPSI.
Jlopo>XHas TONMOKA IPOXOAUT B 3TOM I'OALY B LIECTOI pas.
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TEXT 2 (IN ESTONIAN)
Politsei: miistilise raha kadumise hoiab &ra hea kiiberhiigieen
07. aprill 2022

Viimasel ajal on sagenenud juhtumid, kus inimeste kriiptorahakotist
kaovad suured summad. Lihemalt uurides selgub, et nende seadmed
nagu arvuti voéi mobiiltelefon on nakatunud pahavaraga.

Hiljuti laekus politseile avaldus, et kriiptorahakotist on omaniku tead-
mata kantud edasi 60 000 eurot.

“Rahakoti omanik enda teada kellelegi oma paroole v6i muid andmeid
jaganud ei ole. Sddraseid juhtumeid on veel, kahjud on varieerunud
paarisajast kuni paarikiimne tuhande euroni,” kirjeldas Pohja prefek-
tuuri kiiber- ja majanduskuritegude talituse juht Hannes Kelt.

Kriiptorahasse investeerimine ei ole tdnapdeval midagi uut ning ka kel-
mid on avastanud kiire voimaluse tulu teenimiseks kergeusklike ini-
meste pealt.

»Eelmainitud pealtndaha miistilised vargused on vdimalikud siis, kui
arvuti on nakatunud pahavaraga. Selleks ei pea rahaomanik isegi
kuhugi oma andmeid sisestama, piisab vaid kahtlasele lingile vajutami-
sest. Taolisi linke edastatakse nditeks nii sotsiaalmeedias, e-kirja teel,
SMS-i kui ka reklaamide kaudu, kuid tegelikult ei saada neid konkreetne
inimene, vaid pahavaraga nakatunud seade,” lisas Kelt.

Pahavaraga nakatumise véltimiseks on paar lihtsalt sammu, mida tasub
meeles pidada. ,Levinumad pahavaraga nakatanud linkidega kaasnevad
tileskutsed on néiteks: ,,Kas siin videol oled sina?“ aga ka ,,Vaata, mis ma
leidsin,“ mille juurde on lisatud aktiivne link. Enne kuhugi vajutamist
soovitame saatjalt kiisida, kas ta saatis selle lingi teadlikult ning millega
voib olla tegu. Kriitiline tasub olla ka tundmatute failide avamisel ja ka
alla laadimisel,” selgitab politseinik.

Kiiberkuriteod on viimastel aastatel selges tousutrendis ning nende vastu

aitab ainult hea kiiberhiigieen.

49

proceedings-2023.indb 49 23.11.2023 14:26:14



SECURITY SPECTRUM: JOURNAL OF ADVANCED SECURITY RESEARCH

TEXT 2 (IN RUSSIAN)

HOHI/IHI/I}I: Xopomiaa KI/IGCPI‘I/II‘I/IeHa 3alIUTUT OT MUCTUIECCKOIO
NCYE€3HOBECHUA NEHET

07 anpens 2022 1.

B nocnenHee BpeMs y4acTM/INCh CIy4ay, KOTAA U3 KPUIITOBA/TIOTHBIX
KOIIIe/IbKOB IIPONAJIAl0T KPYIIHbIE CyMMBI. BBIACHMIOCH, YTO KOMIIBIO-
Tep WM MOOWMIBHBIN TeneOH >XePTBBI OB 3apakeH BPeLOHOCHOI
IIPOrPaMMOIA.

HepaBHo monmumusa nomy4unsia 3asBaeHne O TOM, YTO U3 KPUIITOBAIIOT-
HOTO KolllesibKa 6e3 BefomMa Biajienbija Obito nepeeneno 60 000 espo.
“Brnaperner; KollebKa HUKOMY He IlepefiaBaj HU Iapojieil, HU JPyTux
HaHHBIX. BpUIN 1 IpyTMe TOX0XKMe CTydan, CyMMBI yliep6a BapbupoBa-
JIVCB OT TIApbl COTEH /IO IIapBI IECATKOB THICAY eBPO', — PaccKasas pyKo-
BOJVITENIb CITY>KObI 9KOHOMMYECKMX 1 K1OeprpecTyIneHuii [Ibxbsackoit
npedexrypsr XanHec Kenbr.

MuBecTupoBaHMe B KPUIITOBANIOTY HOBOJIBHO PacHpOCTPaHEHO M
MOIIIEHHUKHU TaK)Ke OTKPBUIH /51 Cebs BO3MOXKHOCTD OBICTPO 3apabo-
TaTh Ha IOBEPUMBDBIX JTIOAAX.

»laKye Ha IepBBIN B3IVIAJ MUCTUYECKUE NPONAXXM IeHeT BO3MOYKHBI
IMIIb B C/Iydae, KOTZja KOMIIbIOTEP 3apa’keH BPeJOHOCHOI IpOrpaM-
MoiL. [l 3TOTO BIajienel] KPUIITOBATIOTHI aXKe He NO/DKEH CaM BBO-
IUTb KY[a-TO CBOU JAaHHBIE, JOCTATOYHO HA)KAaTh Ha IOJJO3PUTETBHYIO
CCBIIKY, KOTOPBIE PacIIPOCTPAHSIOTCS, HAIIPUMep, B COLIMAJIbHBIN CeTAX,
MecCeHJKepax, 1o 3-noute, CMC n yepes peknamy. Takme ccpUIky pac-
CbIaeT He KOHKPETHBIN Ye/IOBeK, a 3apaKeHHble BPEJJOHOCHON IIPO-
rpaMMOJ KOMITBIOTEPBI M1V MOOVIIbHBIE TelepOHBI , — fo6aBuI Kenbr.

Yr1o6bl 136€XaTh 3apa’keHNsl BPESOHOCHON IPOTrPaMMOii, HaJjo MOM-
HUTH MPOCTHIE IpaBua. ,,CaMblil paCIPOCTPaHEHHbIE CIIOCOO pacmpo-
CTpaHeHMsI BUpYcaM — 3apaKeHHble BUPYCOM CCBIIKYM PacChIIAIOTCS
B MecceHKepax ¢ ppasamu ,Kas siin videol oled sina?“ (3to TbI Ha
9TOM BUIe0?) niu ,Vaata, mis ma leidsin“ (ITocmotpu, uTo s Haen), 3a
9TUM C/IefyeT aKTUBHas1 cchUika. Ho o TOro, Kak Ha>kaTb Ha CCBIJIKY,
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CIIPOCHTE Y 4YeIoBeKa, KOTOPbIN ee BbIC/IAJ, NPUCIAL I OH BaM 3Ty
CCBITIKY CO3HATEeIbHO ¥ 4TO 3TO 3a CChIIKA. OCTOPOXKHOCTD CrefyeT
COOMIOfaTh U TOT/A, KOT/IA BbI ITOTy4aeTe HeM3BeCTHBIE (aiiyIbl, Helb3s
3arpy>kaTh U OTKPBIBATh TaKue Qaiiibl , — ckasan XaHHec Kenbr.

Konuuectso KI/I6CPHP€CTYH}ICHI/II7I B IIOC/TIEAHME T'OAbI BBIPOCIIO I 3all M-
TUTHCA OT HUX IIOMOXKET TOJIbKO XOpolllaAa K]/I6epFI/IFI/IeHa.
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