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ABSTRACT

Numerous efforts have been made in recent decades to reduce corrup-
tion in the healthcare and pharmaceutical sectors around the world, and
despite the resources invested in the fight against corruption, humanity
cannot be satisfied with what has been achieved thus far. The ability to
prevent dishonesty is tested by various incentives or changes in society
that can lead to corrupt behavior. In this article, the COVID-19 pandemic,
the risks of corruption in the healthcare and pharmaceutical sectors, and
the opportunities for selfish and criminal behavior triggered by the viral
disease are selected as research phenomena. The article seeks answers
to the following questions on the global level: will the incentives for dis-
honesty in the healthcare sector increase during the pandemic period;
if so, what kind of consequences will it have; and what measures could
mitigate the extent and opportunities of dishonesty? The article seeks to
demonstrate, through the nature and extent of corruption, the ability of a
pandemic as a value space tester to outperform anti-corruption capabili-
ties. It is concluded that the pandemic will exacerbate the emergence of
unfair practices in the healthcare and pharmaceutical sectors and pose
major challenges for countries in ensuring the legitimate use of public
funds. The proposals made will help societies to be more responsive
and effective in combating unfair practices. The article suggests further
research, where the focus would be on more suitable use of public funds
with the effectiveness of national vaccination plans, the relaxation of con-
trol measures for procurement and its consequences on an international
level and the targeted use of resources to combat a pandemic.
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INTRODUCTION

The article provides an overview of the nature of corruption, addresses
the drivers of corruption, risks in the healthcare and pharmaceutical
sector, the changes and impacts associated with a pandemic, and outlines
proposals for more effective mitigation of risks. For an overview of the
article, the author has researched the scientific literature on the risks
of fraud and corruption in the healthcare and pharmaceutical sectors.
Regarding case descriptions and risk mapping, the author has used web
searches and information published on the websites of various interna-
tional organisations. Over the years, various organisations all over the
world have made numerous proposals to mitigate the risks of fraud and
corruption, but they have often been treated with excessive superficial-
ity or only limited momentary attention, resulting in a problem that
requires constant monitoring before reverting to a supranational head-
ache. Therefore, incentives for corruption should be thoroughly analysed
and assess what occurs during a pandemic, finding new ways to reduce
fraud and corruption on both a domestic and international level. The
treatment of data to be analysed, mapped and formulated as proposals is
necessary to make changes in the healthcare and pharmaceutical sector
and for empowering state activities in future similar cases. The article
seeks answers to the following questions on a global scale: will the incen-
tives for dishonesty increase during the pandemic period; if so, what kind
of consequences will it have; what measures could alleviate the extent
and opportunities for dishonesty? As corruption is essentially being wil-
fully unaware of the borders, this article seeks to answer questions from
a global perspective that relate to dishonesty and furthermore describe
the extent of the problem with case examples from across the globe,
where there is sometimes a need to tackle corruption with international
cooperation from Europol and Interpol.

Corruption has been a problem for humanity for millennia (Barrett, 1990,
p. 228; Holmes, 2015, p. 1) and over time, there are those who reap the
benefits and enrich themselves at the expense of others (Mungiu-Pippidi,
2017, p. 1). Corruption cannot be entirely eradicated (Hough, 2013, p. 1;
Holmes, 2015, p. 89), but it can be controlled to some extent and in order

15



PROCEEDINGS « XX » 2021« SECURITY CHALLENGES DURING COVID-19

to better understand corruption, its extent, causes, various forms and
consequences should be studied (Majila, et al., 2014, p. 221).

Despite the concept of corruption changing fluidly over the centuries,
dishonesty in this context is predominantly associated with inappropri-
ate conduct by an official (Rose-Ackerman & Palifka, 2016, pp. 7-9). Nye
(1967, p. 419) defined the nature of corruption as a conduct that deviates
from traditional responsibilities in the performance of a public function
that favours oneself or members of family and close associations in search
of financial or status benefits obtained through bribery, nepotism, or
foreign property as a private interest. The European Commission (2014,
p. 37) and the World Bank (1997, p. 8) define corrupt practices as “abuse
of public office for personal gain”, broadened further by Transparency
International (2009, p. 14), which also focuses on developments in the
private sector, and considers corruption “abuse of entrusted power for
personal gain”.

Corruption has been described by James Wolfensohn (2005a, p. 50; 2005b,
p. 140) as the “greatest eroding factor in the earth and a cancer”, Jim Yong
Kim as “public enemy No. 1” (Reuters, 2013), David Cameron (WS], 2014)
as “the main enemy of democracy and development” and Kersti Kaljulaid
(Vabariigi President, 2021) emphasised in her speech on the country’s
Independence Day that “corruption paralyses development.”

One of the reasons why corruption needs to be curbed is its scale. While
in 2014 it was found that corruption costs the European economy around
€120 billion a year (European Commission, 2014, p. 3), 2 years later the
damage was estimated to have increased to €179-999 billion (European
Parliament, 2016, p. 9). Analyses show that EU countries would collect
€323 billion per year more in tax collection in Europe if they were able to
control corruption at the Danish level (Mungiu-Pippidi & Kukutschka,
2013, p. 19). In 2018, corruption is estimated to have cost the world $3.6
trillion a year, of which $1 trillion (Kaufmann, 2005, p. 96; IMF, 2016, p.
5) is paid in bribes and a further $2.6 trillion is stolen (UN News, 2018).
In many countries, 15-30% of GDP is spent on public procurement every
year, but the rise in the price of services and goods due to corruption can
increase the cost of procurement by 10-25% (UNODC, 2013, p. 1), costing
Europe €5 billion (European Parliament, 2016, p. 9).
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In 2017, more than 80% of the world’s population lived in a country where
there are serious problems with corruption (Sartor & Beamish, 2019, p.
1). Corruption exists in all forms and at all levels of government (Caiden,
1988, p. 6) and cripples the income of the poor (Gupta, et al., 1998, p. 29),
increases the value of transactions (Lambsdorff, 2000, p. 238), reduces
productivity (Lambsdorff, 2003a, p. 459), discourages investment (Mauro,
1997, p. 93; Lambsdorff, 2003b, p. 240) and accelerates environmental
pollution (Cole, 2007, p. 637).

The UN Convention against Corruption, ratified by 187 countries
(UNODC, 2020a), includes a list of prohibited corrupt practices: brib-
ery of domestic and foreign officials; misappropriation, embezzlement;
trading of influence; abuse of office; illicit enrichment; money launder-
ing; bribery and embezzlement of property in the private sector (UN
General Assembly, 2003), all of which are criminalised in most countries
(Kerusauskaite, 2018, pp. 19-21).

In countries where corruption is most prevalent, people are reluctant to
act honestly because they have no incentive to fight against corruption
(Mauro, 2004, p. 1), believing that a change in an individual’s behavior
will not facilitate a major or lasting change (Persson, et al., 2012, p. 263).
With the increase in the spread of dishonesty, a cyclical process is created
where corruption promotes inequality, which then promotes corruption
ultimately leading to inequality (Kerusauskaite, 2018, p. 68).

The exact nature, extent and impact of corruption largely depends on the
surrounding environment (Sindzingre & Milelli, 2010, p. 11; Li, 2019, p. 5).

As no country or institution is fully protected from unfair practices and
the level of protection is related to the measures in place and the capacity
to mitigate risks, the problem of corruption can be modeled globally on
all countries, organisations and institutions. These subjects only need to
analyse the situation in their environment and field of activity and act
accordingly. Corruption has not been effectively brought under control
and therefore incentives for dishonesty will be further analysed.
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1. INCENTIVES FOR CORRUPTION

This chapter discusses the drivers of corruption. Understanding and
taking them into account when making changes would lead to better
results in reducing corruption.

There are various reasons for corruption. According to Kregar (1994,
pp- 47-60), corruption is a set of causes that complement each other and
occur simultaneously. Meon & Sekkat (2003, p. 70) characterise corrup-
tion using the “grease the wheel” theory, in which bribery can prevent
problems and provide service (Persson, et al., 2012, p. 260; Li, 2019, p. 29),
the usual receipt of which would have dragged on into ignorance due to
poor quality or bureaucracy. Corruption as a trigger can offer a solution
to a desired one-time goal by bribing an official (Nye, 1967, pp. 424-427;
Leff, 1964, p. 10; Lui, 1985, p. 778), while leaving the general situation of
dishonesty unchanged and generating new corruption (Aidt, 2009, p. 4).
According to the alternative theory of “sand the wheels”, an official may
obstruct or suspend processes in order to obtain a bribe (Meon & Sekkat,
2003, p. 73). Corruption is distinguished by Bauhr (2017, pp. 562-564)
from two perspectives, where: (a) greed-driven corruption aims to achieve
special advantages or conditions; (b) need-driven corruption stems from
the need to obtain fair treatment and access to the public service.

A person can calculate cost-benefit when deciding whether or not to
engage in corrupt practices (Groenendijk, 1997, p. 213), whereas it is not
only the risk of getting punished, material gain, power and prestige, but
also the question of reputation that may be the decisive factor (Laffont &
Martimort, 2002, p. 306) and, in addition, decision-making is influenced
by culture and traditions (Kubbe, 2014, pp. 16-17). Corruption creates
a desire to self-relocate resources and reduce public subsidies for health
and primary education (Chetwynd, et al., 2004, pp. 3-4; Li, 2019, p. 9).
Higher levels of inequality (Jong-Sung & Khagram, 2005, p. 154) lower
people’s trust in the public sector, which in turn encourages corruption
(Marquette & Peiffer, 2015, p. 7; Habibov, et al., 2019, p. 1).

Corruption prevails, where: transparency is poor, public sector and finan-
cial management capacity is low, public decision-making is guided by

18



Risks of Corruption in the Healthcare and Pharmaceutical Sector...

the political interests of those in power (Hussmann, 2011, p. 7), there is
a weak organisational culture and frequent use of influence (Klitgaard,
1988, p. 79; European Economic and Social Committee, 2015, p. 8) and
fragile rule of law (Mackey, et al., 2017, p. 1; Transparency International,
2021a). Inadequate assessment of bribery risk, lack of responsible man-
agement, low awareness of employees, lack of support for whistleblowers
and insufficient internal audit capabilities contribute to the occurrence
of corrupt manifestations in the organisation (CRI Group, 2018, p. 35).
According to Klitgaard’s (1988, pp. 74-75) theory, illegal activities occur
more often in an organisation when an official has a monopoly decision-
making power over people and, due to a lack of accountability, can enjoy
unlimited decisive freedom.

Huther & Shah (2000, p. 8) note that officials may engage in corrupt
behaviour because they believe that: (a) their careers benefit from cor-
rupt practices; (b) corrupt behaviour functions as a form of insurance
in an uncertain and unstable political environment; (c) their corrupt
practices and benefits are inconsequential in comparison to the fraud of
heads of state. Vian (2008, p. 86) adds that officials are under pressure
due to lack of finances or the client and they either rationalise or justify
their actions. Officials may also be forced to act dishonestly in certain
situations when such a situation is caused by political or social pressure
(Hussmann, 2011, p. 9), which is why dishonest officials increase the
number of controlled processes to ask for money at every step and stage
(Li, 2019, p. 7-8).

In short, the reasons for dishonesty may be due to necessity, greed, secur-
ing one’s position, selfishness, general practice or ignorance among many
other reasons. By better understanding the nature and causes of corrup-
tion in a particular environment, it is possible to come up with effective
solutions to combat incentives that create dishonesty (Ombler, 2020, p.
19). Incentives for corrupt behavior are summarised in Table 1.
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Table 1. Potential incentive of corrupt practices (Bauhr, 2017; CRI Group,
2018; European Economic and Social Committee, 2015; Gupta, et al.,
1998; Hough, 2013; Hussmann, 2011; Huther & Shah, 2000; Kerusauskaite,
2018; Klitgaard, 1988; Kubbe, 2014; Lambsdorff, 2000; Li, 2019; Mackey, et
al., 2017; Marquette & Peiffer, 2015; Mauro, 1995; Nye, 1967; Vian, 2008;
Transparency International, 2021a; compiled by the author)

Incentives for corrupt behavior

Workplace based

People based

Society based

* customer pressure

* disagreements among
staff

* dishonesty or indiffer-
ence of leadership

* frequent use of
influence

* great discretion

* immunity from office

* lack of codes of conduct,
ethical guidelines

* lack of control

* lack of supervision

* lack of responsibility

* low accountability

* low salary

* monopolised power

* opacity in
decision-making

* persecution of whistle
blowers

* unjustified inequalities

* wage inequality

» weak culture of the
institution

» work culture

* debts

* economic situation

* education

* gaining an advantage

* habits

* helping a loved one

* hobbies

* home education

* low awareness

* position or status

* practices

* prestige

* reputation

* the need to receive
services or goods

* values

» wealth and power

» working culture

* access to a limited public
service

* culture

« distrust of the public
sector

« dysfunctional law
enforcement

* extent of corruption

* habits

* lack of legislation

* lack of public
condemnation

* legal structure

* lenient penalties

* limitation of the crime

* opacity of public deci-
sion-making processes

* political order

* poor governance

* practices

« traditions

* the influence of hidden
networks

Despite decades of anti-corruption movements, the world continues to
recognise that corruption exists around us and that it is not easy to iden-
tify a universal measure to use for all countries, as what worked in one
country may not work in another (Johnston & Fritzen, 2021, pp. 6-8).
Various mitigation measures lead corrupt people to find new ways to
pursue selfish intentions (David-Barrett & Fazekas, 2020, pp. 3-4).
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In a situation where there are many motivators to start an act of miscon-
duct, countries need to be aware of it and face it. By weakening incentives,
countries and organisations would send a clear signal of intolerance of
unfair practices and prevent their spread. However, proliferation will face
a new challenge if extraordinary events occur at the national or interna-
tional level, creating a new situation, causing chaos and alleviating the
concentration of new resources to deal with it. However, new resources
at the global level are so large that they again create additional incentives
for dishonest people who want to become unjustly rich.
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2. RISKS IN THE HEALTHCARE SECTOR

In order to better understand what actions would be needed to reduce
corruption in global healthcare, patterns and risks of corrupt behav-
ior should be identified in advance. Despite the disparity between the
healthcare of individual countries around the world, there are common
obstacles that require attention while, of course, respecting each country’s
unique resources and healthcare capabilities. The risks that are specific
and widely represented to the health sector are discussed below with
several case examples from different countries over the world.

The health sector is particularly vulnerable to corruption. Various studies
show that between $260 billion and $1 trillion is lost each year in health-
care due to corruption or waste (Thomson Reuters, 2009, p- 3; MacIntyre
Hudson, 2010, p. 12; Jenkins, et al., 2020, p. 1; Teremetskyi, et al., 2020,
p. 25). If such funds were retained, approximately 1,500 new hospitals
could be built (MacIntyre Hudson, 2010, p. 12).

While $3 trillion was spent on global health in 2010 (Hussmann, 2011,
p. 5), it was already $7.5 trillion in 2016 and rose to $8.3 trillion in 2018,
which is about 10% of global GDP (World Health Organization, 2018,
p.6; World Health Organization, 2020c, p. 2). At least half of the world’s
population lacks high-quality primary healthcare, and 800 million
people spend 10% of their household budgets on health (World Health
Organization, 2017c, p. v). More than 10 million children die each year in
situations that could have been avoided if they had access to better health-
care (Black, et al., 2003, p. 2226). 45% of people in the world consider the
health sector to be incompetent, corrupt or very corrupt (OECD, 2017).

The World Health Organization (WHO), the United Nations Development
Program, the World Bank Group and the Global Fund to Fight Aids,
Tuberculosis and Malaria have over the years been working on transpar-
ency, accountability and anti-corruption in the health sector (Kohler &
Bowra, 2020). Healthcare is vulnerable to corruption due to the mul-
tiplicity of actors, where patients, providers, insurers, administrators,
distributors, and policy makers may have different desires and interests
(Mackey, et al., 2018, p. 635).
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In the healthcare sector, several value chains are sensitive to corruption:
healthcare governance and regulation, financial and personnel manage-
ment, procurement, research and development, marketing, distribution
and service delivery (Hussmann, 2011, pp. 11-13; Mackey;, et al., 2018, p.
635). This part of the article focuses on four of them, the rest are discussed
in the next section due to the overlap of topics.

In healthcare governance, dishonesty can occur through influencing
political decisions (Petkov & Cohen, 2016, p. 6; Mackey, et al., 2018, p.
636). There is a risk of unfair design and financing of health policies and
the quality of services, products, facilities and staff. Potential corruption
may manifest itself in the political setting of priorities, the regulation of
first aid and hospital care, the establishment of pharmaceutical policies
and the choice of supplies, and the accreditation of doctors (Vian, 2008,
p. 85; Hussmann, 2011, p. 11; Petkov & Cohen, 2016, p. 8; Mackey, et al.,
2018, p. 636). Gaining an advantage in this way can usually be linked
to gaining profitability and greed. If the society-based incentives for
corrupt behaviour are dominant, then people-based incentives may get
additional volumes of reality.

In financial management, political influence, reallocation of resources
for bribery, budget thefts, fraud in transfers, payment of salaries to non-
existent employees, and theft of equipment are considered a threat (Vian,
2008, p. 85; Hussmann, 2011, p. 11; Petkov & Cohen, 2016, p. 18; Mackey,
et al,, 2018, p. 636). In staff management, nepotism, the purchase and
sale of positions and promotions, bribery in accrediting employees and
issuing licences can occur (Vian, 2008, p- 85; Hussmann, 2011, p. 12).

Procurement is considered to be the threat of overestimating the con-
struction or reconstruction of healthcare facilities, handling of equipment
and supplies, where dishonesty may be expressed in bribery to obtain a
privileged position in procurement conditions, qualification and supervi-
sion, or in an unauthorised agreement between bidders (Vian, 2008, p.
85; Hussmann, 2011, p. 11). For several years, the head of the department
of a large Estonian hospital preferred specific companies for repeated
bribes when conducting construction procurements, ensuring procure-
ment victories for companies procuring a total of €12 million (Police
and Border Guard Board, 2020). In Lithuania, corrupt links between
hospitals and medical staff are suspected, with more than 10 hospitals
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preferring certain companies to procure medical devices and supplies, for
which bribes were repeatedly paid to medical staff (STT, 2021). Dialysis
equipment and service provider Fresenius Medical Care & Co. KGaA in
2019, entered into a settlement agreeing to pay $231 million for violations
involving the bribery of doctors and officials in 17 countries (including
Angola, Bosnia, China, Mexico, Serbia, Spain, Turkey) for a total of $30
million to favour the company’s equipment when purchasing and using
it (Cassin, 2019). Procurement violations related to fraud and corrup-
tion may have all three categories of incentives illustrated in chapter 1.
Corruption may occur when a workplace cultivates an environment that
supports dishonesty or does not pay attention to the problem, or people
are greedy, or society-based drivers are supporting actors to behave with
dishonesty.

In terms of service delivery, there is a considered threat from informal
payments from patients, theft of medicines and equipment (Hussmann,
2011, p. 13), the provision of poor quality and non-essential services (Vian,
2008, p. 85), preferable service to acquaintances, service overestimation,
data manipulation in research (Petkov & Cohen, 2016, p. 21; Mackey, et
al., 2018, p. 636), submission of false invoices and misdiagnoses (Li, et
al., 2008, p. 276).

In Latvia, there were suspicions that: (a) a doctor took a bribe from a
judge who wanted to declare incapacity for work with false data (KNAB,
2015a) and (b) medical staff took bribes from patients for a specific service
(KNAB, 2015b). The head of the Estonian nursing clinic and the head of
nursing repeatedly took bribes from patients’ relatives so that patients
could stay in nursing care as a matter of priority and to stay in care for
longer than was allowed. Four Estonian doctors falsified patients’ medi-
cal certificates for bribery and provided the Commission with materi-
als for the application of incapacity for work (Police and Border Guard
Board, 2020). In Germany, many doctors falsified the health status of
patients in order to move them up the organ transplantat list queue. In
India and Nepal, patients have donated their organs for money, which
doctors sold on the black market. In the United States, a dermatologist
performed more than 3,000 unnecessary procedures, and 91 physicians
in seven cities falsified invoices and committed fraud scheme involved
$432 million (CRI Group, 2020b, pp. 9-11).
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The key players, who may possess the potential to abuse their position
and access to information, as well as system and patient vulnerabilities,
are listed in the healthcare value chain (Table 2).

Table 2. Main actors in the healthcare sector value chain who may cor-
ruptly exploit a fair environment (Mackey, et al., 2018; Petkov & Cohen,
2016; compiled by the author)

Value chainin the
Healthcare sector

Main actors

HC governance &
regulations

Political leaders, policy makers, interest groups, manu-
facturers, lobbyists

Financial & personnel
management

Health administrators, bookkeepers, medical
professionals

Procurement

Policy makers, procurement managers, medical profes-
sionals, service & product providers, interest groups,
manufacturers,

Research & development

Representatives of a pharmaceutical company, manu-
facturers, clinical research organisations, academic
institutions; scientists, medical professionals

Marketing

Representatives of a pharmaceutical company,
manufacturers, scientists, hospital administrators &
healthcare providers; medical professionals, service &
product providers, interest groups

Distribution & service
delivery

Hospital administrators, service & product providers,
medical professionals, policy makers, manufacturers,
pharmacies, patients, insurers

No country’s healthcare system is immune to exploitation or fraud -
uncertainty about health and illness, a multiplicity of actors with dif-
ferent interests, extensive trust in doctors, and public money invested in
the sector create opportunities for dishonesty in healthcare (Savedoff &
Hussmann, 2006, pp. 5- 6).
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3. RISKS IN THE PHARMACEUTICAL SECTOR

The following is a discussion of the risks of fraud and corruption in the
pharmaceutical sector worldwide. Having an overview of them strength-
ens the understanding of the importance of mitigation measures and the
need for continuous development. Risks that have arisen in one country
may also occur in another, and for this reason it is possible to look at risks
in general without distinguishing between countries and to try to find
common denominators that can be identified and addressed.

Countries organise the highly-susceptible pharmaceutical sector
(European Commission, 2014, p. 17) by regulating the production, pro-
curement, sale and operation of medicines, and where there is remunera-
tion from public funds, the public sector must be responsible for selection,
procurement and logistics (Cohen, et al., 2007, p. 31). Pharmaceutical
manufacturers, distributors and suppliers operate on the basis of profit-
ability, which is not necessarily negative if it is able to comply with laws
and general requirements (Cohen, et al., 2007, p. 33; MDG, 2015, p. 3,
23, 53). While in 2001 the turnover of pharmaceutical sales was $390
billion, in 2019 the turnover reached $1.25 trillion (Statista, 2021). In
2009 alone, the pharmaceutical industry made a profit of $60 billion
(Gagnon, 2013, p. 574).

Between 1991 and 2012, U.S. pharmaceutical manufacturers were fined
more than $30 billion for illegal activities related to fraud, bribery,
monopolies and research forgery (Gagnon, 2013, p. 574). By 2014, 18
of the world’s 20 largest pharmaceutical companies had entered into
agreements or been sanctioned for unethical trade, bribery, corrupt prac-
tices or unfair competition (Access to Medicine Index, 2014), including
large companies: GlaxoSmithKline, Merck & Co., Novartis, Sanofi and
AstraZeneca (Transparency International, 2016b). From the world’s 20
largest pharmaceutical companies: 17 have disclosed their pharmaceutical
strategies, 12 companies do not link salesman bonuses to sales growth,
and 8 companies had monitoring capabilities, fraud risk assessment and a
country-specific risk assessment system (Access to Medicine Index, 2021).

26



Risks of Corruption in the Healthcare and Pharmaceutical Sector...

In order to better understand the risks of corruption in the pharmaceuti-
cal sector, the structure and policies of the sector need to be analysed.

The pharmaceutical market is characterised by a value chain that illus-
trates the movement of a medicine from its development in the laboratory
to the prescription of the patient in a healthcare institution. 8 important
stages of the value chain are: research & development, manufacturing,
registration, selection, marketing, procurement, distribution, service
delivery (Cohen, et al., 2007, p. 37; Transparency International, 2016a, p.
7). They will be examined in more detail below with several case examples
worldwide.

Research & development includes the early research phase, the preclini-
cal testing phase, clinical trials and patent applications (Transparency
International, 20164, p. 8). Risks can include falsifying medical descrip-
tions, exaggerating positive results or removing negative findings
(Lexchin, 2012, pp. 247-248), conflicts of interest for researchers and
entrepreneurs, publication of false-proof studies, misuse of research
money (Petkov & Cohen, 2016, p. 10; Mackey, et al., 2018, p. 636) and
in advertising that exaggerates the efficacy of a medicine (CRI Group,
20204a).

The results of clinical trials are checked, but it is not always possible
to exclude a conflict of interest between examiner and verifiable and
the temptation to direct the results of the study in favor of the pharma-
ceutical company. In March 2021, a physician and study coordinator in
the United States were convicted of falsifying the results of a clinical
trial to obtain a license showing better test results for a new asthma
medicine (Department of Justice, 2021b). Reputation is important to
medical researchers, but it is exploited as better working conditions and
career opportunities are often associated with the recognition of positive
research (Brown, 2013, p. 615).

The falsification of the research involves Astra-Zeneca, which entered into
an agreement for $520 million (Gagnon, 2013, p. 575) and Ranbaxy USA
Inc. and its subsidiary in India, who agreed to pay a penalty and com-
pensation of $500 million (Department of Justice, 2013a). Merck & Co.
paid $4.85 billion by agreement for failing to disclose its side effects when
advertising the medicine (CRI Group, 2018, p. 18), which is indirectly
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similar to the case of Johnson & Johnson, where the company entered into
a $1.2 billion agreement with the state for advertising the medicine unla-
belled and hiding the side effects from the public (Gagnon, 2013, p. 575).

Manufacturing of medicinal products is based on the principle and rec-
ommendations of good manufacturing practice, which include quality
management, appropriate packaging, ensuring the proportion of relevant
medicinal components, batch testing, laboratory control and analysis cer-
tificates (European Commission, 2003; Kohler & Ovtcharenko, 2013, p. 4).

Unsuitable medicines are substandard, spurious, falsely labelled, falsified
and counterfeit medicines that are similar in appearance to the origi-
nal but are either poorly manufactured, packaged, imbalanced or out
of date. However, counterfeit medicines, due to their composition, can
be harmful to health, causing aggravation of the disease (World Health
Organization, 2017b, p. 5). In 2003, when testing malaria medicines in five
Asian countries, the WHO found that a large proportion of the medicines
in use were counterfeit or noncompliant (Cohen, et al., 2007, p. 39). The
entry of falsified medicines into circulation is made possible by inefficient
medicine policies in countries, poor international cooperation and high
demand for medicines (Transparency International, 2016a, pp. 13-14).

In 2007, more than 170,000 medicine compliance inspections were con-
ducted in China, as the head of the State Food and Drug Administration
took a bribe $850,000 from eight companies over eight years, allowing
more than 150,000 new medicines to enter the market, resulting in the
deaths of dozens of people from medicines of poor quality (Jiao, 2007;
Wikipedia, 2020). In recent years, pharmaceutical companies have had
to pay more than $11 billion in penalties for concealing safety data and
bribing healthcare professionals to increase sales of unlicensed medicines
(CRI Group, 2020a).

Registration of medicinal products is generally under the control of a
national authority and establishes a standard for compliance with the
requirements for licensing, marketing and use in order to ensure the
quality, efficacy and safety of the medicinal product when placed on the
market (Kohler & Ovtcharenko, 2013, p. 4; Transparency International,
20164, p. 15).
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Weaknesses in the value chain: (i) the legal basis for the registration
of medicinal products is weak or incorrect; (ii) the supplier may pay a
public official for the registration of the medicinal product, even though
information on the performance of the medicinal product is incom-
plete; (iii) a public official may knowingly postpone the registration of
a medicinal product in favour of another supplier; (iv) an official may
slow down registration procedures to ask a supplier for a bribe (Kohler
& Ovtcharenko, 2013, p. 3). In the event of inadequate supervision, both
pharmaceutical companies and regulators may seek unfair practices
(Transparency International, 2016a, p. 15) to obtain accelerated approval
for use of medicinal product (Vian, 2008, p. 85; Hussmann, 2011, p. 12).

Medicine manufacturers Serono were fined $704 million (Cohen, et al.,
2007, p. 30) and Johnson & Johnson $2.2 billion (Department of Justice,
2013b) for increasing sales of unlicensed medicine and paying bribes to
healthcare professionals.

Medicine selection is a process that requires critical attention in the value
chain that includes decisions about which medicines are imported, sold,
purchased by the public sector and when the patient can be reimbursed.
Countries decide which medicines end up on the state-subsidised list of
medicines, and getting on it means a significant increase in the turnover
and interest of the pharmaceutical company to achieve it, and therefore
can put a lot of pressure on decision-makers (Cohen, et al., 2007, p. 34).
The weaker the institution and the public sector, the greater the chances
of pharmaceutical companies to persuade dishonest officials to make the
desired decisions to ensure that the publicly procured list of medicines
is supplemented with certain medicines (Cohen, 2006, p. 80; Kohler &
Ovtcharenko, 2013, p. 5).

When marketing a medicine, there is a risk of disseminating false infor-
mation about the medicine’s performance, advertising an unlicensed
medicine, motivating healthcare professionals with gifts and funds, and
conducting trainings within conflicts of interest (Petkov & Cohen, 2016,
p. 13; Mackey, et al., 2018, p. 636). The pharmaceutical industry spends
twice as much on medicine promotion as on research and development
(Gagnon & Lexchin, 2008, p. 32; Olson, 2015). For example, $1.1 billion
was spent on medicine promotion in Italy in 1998 and $ 15 billion in the
United States in 2000 (World Health Organization, 2004, pp. 118, 120).
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Eli Lilly & Company paid a fine of $1.4 billion for advertising the medicine
without labeling (Gagnon, 2013, p. 575). GlaxoSmithKline (GSK) signed
an agreement to pay $3 billion to the state for promoting false depres-
sant medicines to people under 18 and disseminating false information
about two more medicines over 5 years. To increase the reliability of the
dysfunctional medicine, doctors were paid for advertising with lunches
and spa services (Department of Justice, 2012). Generic pharmaceutical
company Teva Pharmaceuticals USA Inc. entered into an agreement to
pay a fine of $205.7 million (Department of Justice, 2021¢) for price-fixing,
procurement distortions, and inadmissably finding customers unsuitable
for marketing generic medicine (Department of Justice, 2020d).

Procurement is presumably an opportunity for a state or institution
to obtain the best price and quantity of medicines (Cohen, 2006, p. 81).
Procurement preparation, organisation, tender analysis, resource allo-
cation, payments, quality control of purchased medicines need effective
monitoring and transparency (Cohen, et al., 2002, p. 16; Cohen, 2006,
p. 81). Corrupt activities can take place at different stages of the pro-
curement: in the preparatory stage of the procurement, it is possible to
design the procurement conditions in such a way that, due to technical
indications and preconditions, only a specific tenderer qualifies; whereas,
at the stage of the tendering procedure announced, it is possible for the
contracting authority to give preference to one tenderer among the ten-
derers submitted; during the period of performance and supervision
of work related to the procurement, where it is possible to change the
terms of the contract for bribes, submit false invoices and minimise the
supervision (European Commission, 2013, p. 68).

Two former UN consultants took bribes of $1 million from the Danish
pharmaceutical company Missionpharma in return for helping the com-
pany win a $66 million tender and mediate life-saving medicine to Africa
(The Guardian, 2015). In 2020, the head of the hospital department work-
ing in the Antiretroviral Treatment Commission in Estonia was accused
of taking bribes and violating the procedural restriction because he gave
preferential treatment to pharmaceutical companies he was related with
when preparing the procurement of medicines (Allik, 2020).

Distribution of a medicine involves the transportation of a medicine
from the manufacturer to the payer, which may include various stages:
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receipt and inspection, storage, inventory, management, requisitioning,
pickup, transportation and disposal (World Health Organization, 2009, p.
97). Vulnerability to corruption occurs at all stages of medicine delivery,
especially where, due to lack of oversight, medicines can be stolen, sold
on the black market or replaced with counterfeit product. Between 2005
and 2019, global medicine counterfeiting and theft increased rapidly by
69% (Mackey, et al., 2015, pp. 59-60; PSI, 2021).

While in the 1980s more than half of the medicines sold in Nigeria were
counterfeit or noncompliant (Cohen, et al., 2007, p. 44), later the share
of low-quality and counterfeit medicines in low- and middle-income
countries was 10.5% (World Health Organization, 2017a, p. 7), which is
approximately $30.5 billion (World Health Organization, 2017b, pp. 3,
17). HIV medicines produced by GSK in 2002 and destined for Africa
went on sale in Europe due to criminal activities (Cohen, et al., 2007, p.
33).In 2015, a fire broke out in Ghana’s Central Medical Stores, burning
more than $80 million worth of stored state medicine stocks, and the
ensuing investigation suggested arson as a cover up of fraud involving
purchased and stored medicines (Graphic, 2016, Citifmonline, 2017). In
2019, Europol reported an operation in 16 European countries to find
and seize counterfeit medicines and supplies worth €168 million and to
detain more than 400 suspects (Europol, 2019).

The delivery of a medicine takes place through a doctor after the cor-
responding diagnosis and the decision to prescribe the appropriate
treatment. At this stage, the healthcare professional, with the help of a
representative from a pharmaceutical company, is able to order a larger
amount of medicines to the hospital than necessary and direct people
to use a specific medicine (Cohen, 2006, pp. 82-83). In some countries,
it is possible to decide in favour of a specific manufacturer’s medicine
instead of the active substance when prescribing treatment (Kohler &
Ovtcharenko, 2013, pp. 27-28).

The pharmaceutical industry in the United States alone spends approxi-
mately $42 billion a year on physician promotion, which averages out
to $61,000 per physician (Gagnon, 2013, p. 572). Inadequate regulation
and supervision can lead to corrupt market manipulations between a
pharmaceutical company and physicians, as it may appear difficult to
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distinguish between what constitutes unauthorised and authorised coop-
eration (Transparency International, 2016a, p. 17).

The following companies have been involved in illegal payments or bribes
to physicians, healthcare professionals, or officials to increase sales of
medicines, followed by sanctions or agreements requiring to pay for viola-
tions: TAP Pharmaceutical Products $875 million (Department of Justice,
2001), Schering-Plow $0.5 million for illegal activities in Poland (Cohen,
2006, p. 78), Johnson & Johnson $70 million for illegal activities in Greece,
Romania, Poland and Iraq (Securities and Exchange Commission, 2011),
Bristol Myers Squibb $515 million (Gagnon, 2013, p. 575), Pfizer $45 mil-
lion for illegal activities in Bulgaria, China, Croatia, the Czech Republic,
Italy, Kazakhstan, Russia and Serbia (CRI Group, 2018, pp. 17-18), GSK
$20 million (CRI Group, 2018, p. 16), Alexion Pharmaceuticals for $21
million for illegal activities in Turkey and Russia (Securities and Exchange
Commission, 2020b), SciClone Pharmaceuticals (The FCPA Blog, 2016)
$12.8 million, Novartis AG $25 million and AstraZeneca $5.5 million
for illegal activities in China (The FCPA Blog, 2017).

Teva Pharmaceutical Industries Ltd. and its subsidiaries in Russia entered
into an agreement to pay more than $283 million in punishment, with
company representatives paying bribes to senior officials in Russia,
Ukraine and doctors in Mexico over several years to inflate medicine
sales (Department of Justice, 2016). Novartis Pharmaceutical Corp. had
to pay more than $1 billion in penalties for the company’s involvement in
bribes to hospitals and healthcare professionals in Greece, South Korea,
Vietnam and the United States (CRI Group, 2018, p. 20; Securities and
Exchange Commission, 2020a; Vigdor, 2020). In 2020, two owners of a
New York-based pharmaceutical company were charged with $30 mil-
lion in fraud and money laundering, fraudulent compensation from the
state healthcare system on the basis of counterfeit invoices proving the
use of medicines (Department of Justice, 2020b). In 2020, pharmaceutical
company Purdue Pharma LP entered into an agreement committing to
pay the pharmaceutical industry the largest financial obligation to date,
$8 billion, for providing false information to the state over years about
medicine sales and marketing (Department of Justice, 2020c).

These cases highlight the need for and importance of knowing the incen-
tives for corrupt behavior. By mapping the incentives for unfair behavior,
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including the international dimension, if the parties’ activities cross
national borders, it would enable the unjust prevention of employees
from causing potential harm more effectively through the mitigation
of these risks. The previous overview of cases in the pharmaceutical
sector covered the period 2001-2021 and was selective due to their large
number. Nevertheless, they show the scale, comprehensiveness, intensity
and cross-border nature of the issues. In many cases, companies have
entered into negotiations with the state at the time of the infringement
and entered into an out-of-court settlement with a very high obligation
to pay damages. The aforementioned cases are summarised in Table 2
(Annex 1).

Despite harsh financial penalties and payment obligations amounting to
millions and billions of dollars, practice shows that the same companies
will once again find themselves conducting unfair practice, and that
the measures taken thus far have been unable to completely eradicate
dishonesty. Human weaknesses and personal incentives can override
implemented measures, and yet they are taken for personal gain in the
hope that the course of action will not be detected. It can therefore be said
that tackling the risks of fraud and corruption needs to be both consistent
and comprehensive, which could provide a better chance of mitigating
risks, disincentivising corruption and preventing crime.
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4. CORRUPTIVE APPEARANCES DURING THE
COVID-19 PANDEMIC

This section addresses the difficulties of dealing with a pandemic and
the new challenges posed by COVID-19 in the form of activated fraud
and corruption.

Over the last century, the world has repeatedly bore witness to the fatal
impact of a pandemic. At the beginning of the 20th century, the world
was hit by a major flu wave, which killed 50 million of the 500 million
people infected. Between 1957 and 1958, more than 1.1 million people
died of the H2N2 virus, which was initially identified in Asia before later
spreading around the world. More than 1 million people died as a result
of the H3N2 virus, which began to spread in 1968. The HIN1 virus, which
spread in 2009, killed more than 0.5 million people and infected more
than 60 million the following year (CDC, 2021). From the start of the
HIV/AIDS epidemic to the end of 2019, approximately 76 million people
have been infected with HIV, 32.7 million of them have died, and in
2019 alone, there was $18.6 billion spent on AIDS treatment in low- and
middle-income countries (UNAIDS, 2021).

A pandemic affects the ability of countries to cope with difficult circum-
stances, and complex situations create new opportunities for fraud and
corruption that evolves and transforms according to conditions (Jenkins,
et al., 2020, pp. 2-4). The healthcare system weakened by the pandemic
serves as easy prey for the dishonest as a result of insecurity, high demand
and supply (Teremetskyi, et al., 2020, p. 26). During a global crisis, the best
and worst characteristics of human beings come to the fore, with people
denying and sacrificing themselves, as well as those who are dishonestly
corrupted at the expense of others (Tassé, 2021). During a pandemic,
even small amounts of bribery to obtain a service or resource can be
catastrophically harmful and create a cumulative problem (Mrcela, 2020).

While on 30 January 2020 the WHO assessed the SARS-CoV2 (COVID-
19) virus as a public health emergency of international concern, then on
11th March the organisation declared it a pandemic and assessed the
COVID-19 outbreak as the most urgent challenge to countries’ ability to
respond to health emergencies over the previous century (World Health
Organization, 2020b).
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On 13" February 2021, more than 107 million COVID-19 infections
had been identified, including 2.37 million deaths (World Health
Organization, 2021a). As of May 2, 2021, there were 151.8 million infected
worldwide and 3.18 million dead (The New Humanitarian, 2021).

Serious diseases and disasters open up new opportunities for fraud and
corruption, as countries spend large sums of money in a short period
of time (CIDRAP, 2015; Jenkins, et al., 2020, p. 2) and make regulatory
changes that are poorly supervised but should be more than usual (Rose-
Ackerman, 2021, pp. 17-18), because without effective control, there will
be reoccurances of what happened in 2014-2016, when $6 million was
lost due to fraud and corruption to prevent the spread of Ebola virus
(IFRC, 2017).

In February 2021, there were 1,063 COVID-19 treatment vaccines world-
wide in development and 152 billion doses of vaccine had been pro-
duced (Statista, 2021). In the most preferable context, this will cost up
to $231 billion, or in the most severe scenarios $15 trillion will be spent
worldwide on alleviating the problems caused by the virus (Dudine, et
al., 2020, p. 27). COVID-19 vaccination has an unprecedented scale in
terms of production, distribution, transport and use of medicines, which
poses a significantly higher risk of corrupt behavior and fraud (UNODC,
2020b). Several organisations have linked the rising activities of organ-
ised crime to the spread of the virus, highlighting the potential risks of
fraud and corruption: the supply of counterfeit medicines, tests (Europol,
2021), protection supplies, identity theft, e-mail fraud, fraud of national
support measures (Ecofel, 2021), corruption in procurement (UNODC,
2020b), bribery of doctors (Transparency International, 2020b), provi-
sion of unnecessary and expensive services, collection of apparent costs
related to COVID-19 testing, falsifying invoices for services and goods
not actually provided or received (FINCEN, 2021) .

The spread of COVID-19 has been so comprehensive that the world’s
most successful countries (Marquette, 2020), which have been desperate
to procure medical supplies, including ventilators and personal protective
equipment (Transparency International, 2020c), are also facing various
immediate challenges. The following is an inexhaustive list of cases that
have occurred during the spread of the virus, grouped in the topic view.
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Theft. In countries like Honduras, Chile, Cuba, Peru, Venezuela, the
United States, Japan, France, Indonesia, the Netherlands, Ireland, Brazil
and Germany, there has been stolen tests and other health devices during
the pandemic (Transparency International, 2020b, p. 4).

Fraud. Fraudsters have been activated. For example: €6.64 million
was cheated out of France by promising to procure masks for the state
(Europol, 2020b), €15 million was cheated out of Germany for the supply
of masks that did not take place (Europol, 2020c). In China, 80 people
were detained and 3,000 falsified doses of vaccine were seized (Global
Times, 2021), and somewhat later, Interpol reported detection of 2,400
falsified doses of COVID-19 vaccine, 3 million falsified masks and the
detention of involved persons (Interpol, 2021).

By March 2021, 474 individuals in the United States had been suspected
of committing $569 million in fraud linked to the COVID-19 pandemic
(Department of Justice, 2021d). OLAF detected 1,000 operators selling
unsuitable medical devices (OLAF, 2021). The president of a California-
based medical technology company is accused of bribing market par-
ticipants and doctors to perform larger allergen and fake COVID-19
tests that cost more than $69 million (Department of Justice, 2020a).
The U.S. company is accused of making false claims under the National
Compensation Mechanism for more than $2.3 million in tax exemptions
(Department of Justice, 2021a).

Procurement. Countries reduced oversight of procuring products, paving
the way for the unintended consequences of hasty and non-transparent
decisions, whereby some of the tests and protective equipment procured
were either unusable or noncompliant (Transparency International,
2020c). For example, there was supplied: in Indonesia (Mietzner, 2020,
p. 239), for $5 billion, and in Zambia (Transparency International, 2021d)
for $17 million, in masks, tests and other protective equipment that did
not meet expectations when deliveries arrived. The UK procured health-
care products for £12bn with 6,900 procurements, of which 1% of the
products delivered, or about 196 million items, do not meet the require-
ments (House of Commons, 2021, pp. 5-9).

The great need to purchase various protective equipment has led to cases
around the world where: (a) In Brazil, the United States, Slovenia, Bosnia,
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Romania (Transparency International, 2020c and UK (Daily Mail, 2021),
companies that have not previously been involved in healthcare have
won tenders: $55 million in the U.S., €56 million in Slovenia (Delic &
Zwitter, 2020) and $53 million in Poland (Koper, 2020); (b) in Ireland
and Canada, acquaintances were used for procurement, which brought
a profit to decision-makers (Transparency International, 2020c¢); (c) a
former UK minister advised a healthcare company on a fee of more than
€5,000 (OpenDemocracy, 2021); (d) a Member of the German Parliament
received €660,000 for directing the procurement of medical masks to a
specific company (Deutsche Welle, 2021); (e) in favour of specific compa-
nies, contracts for protective equipment were awarded worth $71 million
in Kenya (Malalo, 2020) and $70 million in Brazil (Slattery & Brito, 2020);
(f) Zimbabwe’s health minister was fired on suspicion of violating pro-
curement rules for $60 million in the purchase of healthcare equipment
(Chingono, 2020); (g) in the United States, $11 billion of protective equip-
ment and fans was purchased, of which $500 million was obtained from
companies previously sanctioned for violations (Salman & Penzenstadler,
2020); (h) in Romania, a pharmaceutical distributor demanded a bribe
of €760,000 for brokering the procurement of 3 million masks (Balkan
Insight, 2020); (i) in the UK, 17 contracts were awarded with a total
value of £971 million to companies with political ties (Transparency
International, 2020a, p. 3).

Joint operations. In 2020, Europol and Interpol conducted three police
operations with the participation of different countries, through which
the impact of organised crime was reduced on the benefits of the pan-
demic. Thus, police forces: (a) from 90 countries around the world
(Operation Pangea XII) were able to seize counterfeit medical devices,
masks, cleaning products worth €12.7 million, and 18 bank accounts in
the amount of €660,000 have been seized (Euronews, 2020); (b) from 21
countries in Europe (Operation Aphrodite) were able to capture counter-
feit anti-virus tools, including 27 million masks, sold through 123 social
media accounts and 36 websites (Europol, 2020d); (c) from 27 countries
(Operation Shield) were able to detain more than 667 people, seize 73
million worth of property, 33 million masks and tests (Europol, 2020a).

Unethical practices. Activities that overshadow the sense of justice inher-

ent in opaque and poor governance. In January 2021, the Estonian hos-
pital manager invited acquaintances to register for vaccination outside
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of the vaccination plan that was in place (Ulst, 2021). The following
vaccinations outside the vaccination plan became public: the Secretary
General of the Ministry (Anvelt, 2021), a Russian diplomat (Roonemaa,
2021), people close to the heads of several Swedish healthcare institutions
(Teller Report, 2021) and the Lebanese President alongside senior officials
(AlarabiyaNews). While the Argentine minister resigned to help friends
queue up for vaccination (Delfi, 2021), the Slovak prime minister had
to resign because he had coordinated the purchase of 2 million doses of
vaccine by a vaccine manufacturer not yet approved by the EU (Kressa,
2021). A WHO scientist who checked the circumstances surrounding
the spread of the virus in Wuhan, China in 2020, has been working
on Chinese-funded research projects for many years and is affiliated to
the Wuhan Virology Center through a related company (The Nationale
Pulse, 2021).

At the beginning of 2021, there were greater-than-expected difficulties in
the production of vaccines, which ultimately prevent the virus from being
blocked (BBC, 2021) and create unrest and confusion in countries fol-
lowing the vaccination plan, allowing fraudsters to carry out their plans.

While Chapters 2 and 3 highlighted the existence of incentives under
normal circumstances, the cases described in this chapter concern an
extraordinary environment caused by the global impact of the pandemic,
its consequent urgency to respond and the large resources involved. The
large financial resources used to deal with the situation open the way
and the temptation to dishonesty and greedy fraud and corruption. In
this context of strong impetus from people-based incentives, particular
care must be taken to comply with the necessary regulatory measures
and procedures at an international and national level to help maintain
control and prevail over fair practices. Thus, many events have taken
place during the pandemic, almost all caused or triggered by confusion,
tension, competition over time, as well as inadequate controls and poor
implementation of risk mitigation measures.
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5. RISK REDUCTION PROPOSALS

The article highlighted the nature of corruption and incentives therefor
in the healthcare and pharmaceutical sectors. The next part of the article
provides an overview of possible solutions and recommendations for
reducing corruption, which would provide opportunities to improve the
value space and reduce corrupt practices in the healthcare and pharma-
ceutical sectors. The main need for improvements exist in governance,
the pharmaceutical market and dealing with vulnerabilities inherent to
a pandemic and procurement.

Despite various conventions, strategy documents, mechanisms for their
implementation and monitoring, there is not a systematic downward
trend in the level of corruption (Hough, 2013, p. 29). Corruption is a
complex phenomenon that must be approached holistically, monitoring
large and small scale corruption in all strata of society (Kerusauskaite,
2018, pp. 102-103).

Good governance

Corruption is a problem of governance, therefore states should review the
role of governance (Rahman, et al., 2000, pp. 2-17; Trapnell & Recanatini,
2017, pp. 478-479), reduce the potential cost-effectiveness and benefits
of corrupt behaviour by increasing its detection and punishment (Rose-
Ackerman, 1997, pp. 46-50; Kerusauskaite, 2018, pp. 57-61), ensure that
anti-corruption agencies have sufficient resources and independence to
carry out their tasks (Transparency International, 2021e), ensure con-
sistent asset tracing and seizure capacity (Kregar, 1994, pp. 113-133) and
emphasise transparency and accountability in public procurement (Ugur
& Dasgupta, 2011, pp. 30-31; Transparency International, 2021b). Such an
international movement would bring about a new era of strategy against
corruption, collecting the best practices and helping less developed coun-
tries to attain better conditions with more concrete and lasting steps to
mitigating the risks of crime. Should the global approach also consist of
public and private sector contributions to achieving this common goal,
the future will be better for it.
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A global plan of action for public and private sectors is needed to tackle
corruption in the health system (Koller, et al., 2020). Good governance
in the health sector requires uniform standards, the implicit sharing
of information regarding activities, and the existence of motivators to
incentivise performance (Lewis & Pettersson, 2009, p. 3). The risks of
corruption need to be assessed, which would increase awareness of vul-
nerabilities and provide an opportunity to build a system with health
professionals where trust, honesty and responsibility are important (Vian,
2020, pp. 505-506). Qualified staff must be supported through internal
regulation of good practice, avoidance of conflicts of interest and con-
sistent awareness-raising (World Health Organization, 2009, pp. 28-30;
UNDP, 2011, p. 30). Complex national security action plans, including the
use of public budgets, redeployment or the procurement of large quanti-
ties of goods and services, should involve an early anti-corruption body
or a third sector representative in government decisions to mitigate risks
and power of dishonest behaviour incentives. The living environment
should be changed in countries so that their daily activities are based on
transparency, honesty and respect, after which most people will gradually
begin to adjust to behaving in this way independently. As behavioural
choices may have different incentives for people, depending on needs,
interests, environment, opportunities, anti-corruption measures should
also attempt to cover at least the vast majority of the incentives that can
lead people to dishonesty.

Political leaders have so far been a major stumbling block, but in the
future, heads of agencies and organisations in the public and private sector
should be required to take anti-corruption measures. The world, moving
towards a thirst for new knowledge, needs to increase its resources for
research funding, as understanding the nature, extent and incentives of
corruption will enhance the anti-corruption response.

Pharmaceutical market

In tackling the COVID-19 pandemic, donor countries and companies
need to pay close attention to messages that clearly express zero tolerance
for corruption (Jenkins, et al., 2020, p. 10). In December 2020, the Belgian
Secretary of State published the prices at which the state purchased the
COVID-19 vaccine, but so far the prices associated with obtaining the vac-
cine have remained hidden from the public (Transparency International,
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2021c). It would be effective for international organisations to take the
initiative in disclosing national vaccine purchase prices in crisis situa-
tions, which would ensure equal opportunities for all in difficult times.

For years, efforts have been made to make the pharmaceutical sector
more transparent and fair, which has been facilitated by the consistent
entry and publication of information on trials in WHO-accepted clini-
cal trial registries (World Health Organization, 2021b). An unregulated
pharmaceutical market, requirements and oversight, dishonesty on the
part of officials, and opportunities to circumvent requirements allow
pharmaceutical manufacturers to test profitability temptations, and coun-
tries need to step up their efforts to make medicine handling regulation
work and the market secure (Cohen, et al., 2007, p. 36; Transparency
International, 2016a, p. 13). The pharmaceutical sector needs to con-
tribute to the prevention of corrupt marketing practices so that doctors
are not exploited to favour the use of specific medicines (Transparency
International, 2016b).

For medicines receiving and procuring state support, the procedures
for granting support, pricing policy, purchasing processes and what is
happening in medicine commissions need to be made more public. In
doing so, the work of the such commissions should be organised in accor-
dance with the applicable guidelines for avoiding conflict of interests
and the risks of affiliation of commission members with pharmaceutical
companies should be mitigated. The dark, elusive times should end and
pharmaceutical manufacturers subsidies or fees for healthcare physicians
must be published on websites for the foreseeable future.

Vulnerability in pandemic period and procurement

To better deal with the COVID-19 virus and reduce vulnerability in the
healthcare sector, the vaccine should be distributed evenly across coun-
tries and according to agreement (Cushing, 2020). One smooth solution
to a pandemic (during periods when the vaccine is still in deficit) is a
vaccination action plan for every country, coordinated by a steering group
of four teams (medicine, logistics, IT and communication), ensuring that
the necessary resources are available and that the population is informed
(Ross & Veskimeister, 2021). In order to avoid embarrassing cases in the
early vaccination period, the so-called “elite vaccinated cases”, countries
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should make it clear which posts should be included in the list of vac-
cinated persons as a matter of priority due to the importance of their
functioning. This is needed to prevent the exploitation of positions, to
prevent news disturbing society in turbulent times or emergencies, and
for countries to be able to deal with vaccinated people in key positions,
even in hypothetical situations where a pandemic would involve unrest
or national security issues.

To cope more efficiently with the global crisis in the future, public sec-
tor and international organisations should start developing a common
action plan to deal with global events, through scenarios, vulnerabilities
and risk mitigation. This would improve preparedness and response to
new threats.

Large projects should immediately involve the anti-corruption body as a
monitoring and advisory party, adhere to ethical requirements through-
out the project and strengthen transparency throughout the project and
the parties’ activities (Mackey, et al., 2016, p. 8).

In order to reduce the vulnerability of the pandemic and to ensure trans-
parent healthcare and vaccine distribution, a special committee should
be set up in the country to assess the legality of existing procurement,
distribution and use of vaccines and healthcare products and the intended
use of public funds (UNODC, 2020b).

The use of the integrity agreement between the contracting authority and
the companies wishing to participate in the procurement should be much
more substantial in order to affirm the prevention of bribery, fraud and
other corrupt practices, the taking and enforcement of necessary mea-
sures, which is an important part of the winning contract (Transparency
International, 2013, p. 8).

Countries should, as soon as possible after returning from the COVID-19
exceptional situation, start using equal and competitive public procure-
ment procedures (Transparency International, 2020a, p. 1). It cannot be
overlooked that, throughout the epidemic period, the National Audit
Office should constantly examine the lawful use of public funds, the
transparency of procurement and the competence of the reasons for
quick decisions, making recommendations for more efficient and correct
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operation. Preventing corruption and raising awareness, which needs
more resources and more attention in both the public and private sec-
tors, could be at the heart of a forward-thinking policy-maker. Publicity
of such materials help to raise awareness and avoid at least some part of
illegal activity initiatives.

Addressing pandemics is providing new opportunities for a better health-
care and pharmaceutical sector and therefore lessons should be learned
and new approaches to problem solving should be developed between
countries and organisations (Paschke, et al., 2018, pp. 783-787). There is a
growing need for measures to prevent counterfeit medicines from enter-
ing the market and trading with them (Council Of Europe, 2020), and
monitoring transactions to identify corrupt links in public procurement
and pharmaceutical-related activities (Ecofel, 2021). Law enforcement
agencies in cooperation with international partners should pay additional
attention to this and to prohibit dishonest people from getting rich at the
expense of others by using access to falsified medicines.

If the abovementioned proposals could be at least partially implemented
ata global level, and the level improved, a major step forward would have
already been taken. Unusual and extreme events create opportunities for
unfair exploitation, as confirmed by the previous overview of new cases
and crimes. States must tackle this crime cooperatively and proactively.
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6. CONCLUSIONS

The aim of this article was to examine the nature of corruption, the
specifics of incentives and the phenomena associated with a pandemic,
which paralyse existing honesty-based beliefs and trigger selfish desires
and actions. The aim was to realise that, in the event of large-scale change,
the values and beliefs exhibited by the vast majority of people will face
extreme challenges. The article noted that during the pandemic period,
the incentives for dishonesty in the health sector will intensify, leading to
unprecedented attempts to unjustly enrich themselves and at the expense
of others, and serious measures must be taken globally and at the state
level to prevent this. It emerged that anti-corruption activities should be
carried out even more attentively during the pandemic, coordinated and
monitored more effectively.

According to vulnerable topics discussed in the article, then the effec-
tiveness of national vaccination plans, the relaxation of control measures
for procurement and its consequences on the international level, and the
targeted use of resources to combat a pandemic should be investigated
further and in more detail.
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ANNEX 1. A SELECTION OF CASES OF FRAUD
AND CORRUPTION IN THE PHARMACEUTICAL
SECTOR

Table 3. Selection of cases of fraud and corruption in the pharmaceutical
sector (compiled by the author)

Amount
No Year Company Complaint due Source
(UsD)
1 2001 TAP Bribing doctors to increase 875 Department
Pharma- the use and sale of medicines million of Justice,
ceutical and claiming incorrect 2001
Products compensation
2 2004 Schering-  Arepresentative of a subsid- 0.5 Cohen, 2006,
Plough iary in Poland paid a bribe million p.78
to the head of a hospital to
increase sales of medicines
3 2004 Merck& Failure to disclose side 4.85 CRI Group,
Co effects when advertising a billion 2018,p. 18
medicine
4 2005 Serono Bribing doctors and 704 Cohen, et al.,
healthcare professionals to million 2007, p. 30
increase the marketing of
unlicensed medicines
5 2007 Bristol Illegal medicine promotion, 515 Gagnon, 2013,
Myers bribery and fraud million p.575
Squibb
6 2009 €EliLilly& Non-labelingadvertisingofa 1.4 Gagnon, 2013,
Company  medicinal product billion p.575
7 2009 Astra- Forgery of research, non-la- 520 Gagnon, 2013,
Zeneca beling of a medicine and pay- million p.575
ment of a bribe to increase
the use of a medicine
8 2011 Johnson& Bribery of doctorsin Greece, 70 Securities
Johnson Romania and Poland, and in million and Exchange
Iraq to obtain 19 contracts Commission,
from a major interna- 2011

tional program. Doctors in
European countries were
paid bribes in cash and trav-
elled abroad for prescribed
medicines.
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9 2012 Johnson& Non-labeling advertising 1.2 Gagnon, 2013,
Johnson of a medicinal product and billion p.575
concealment of adverse
medicine reactions from the
public
10 2012 Pfizer Bribery of doctors and 45 CRI Group,
healthcare workers in dif- million 2018, pp.
ferent countries (Bulgaria, 17-18
China, Croatia, the Czech
Republic, Italy, Kazakhstan,
Russia and Serbia)
11 2012 Glaxo- Promoting a false depres- 3 billion Department
SmithKline sion medicine to those under of Justice,
18 years of age for 5 years 2012
and disseminating false
information about two more
medicines. Paying doctors
for lunches and spa services
to increase the reliability of a
non-functioning medicine.
12 2013 Johnson& Marketing of three medicines 2.2 Department
Johnson to a target group for which billion of Justice,
there was no license and 2013b
bribery of healthcare profes-
sionals and resellers
13 2013 Ranbaxy Submission of falsified stud- 500 Department
USAInc. ies over the years to confirm  million of Justice,
the suitability of medicinal 2013a;
products Transparency
International,
201643, p. 14
14 2016 Glaxo- Bribing doctors in the form 20 CRI Group,
SmithKline of various goods to increase  million 2018
sales of a medicine
15 2016 SciClone Bribery of healthcare work- 12.8 The FCPA
Pharma- ers in China to increase million Blog, 2016
ceuticals medicine sales in cash, gifts,
travel, golf games and luxury
hospitality
16 2016 Novartis In China, giving healthcare 285 The FCPA
AG workers money and gifts to million Blog, 2017

hospitals to supply specific
medicines
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17 2016 Astra- Making inappropriate pay- 5.5 The FCPA
Zeneca ments from a subsidiary million Blog, 2017
representative to employees
of a Chinese government to
purchase and dispense medi-
cines for a specific company
18 2016 Teva Paying bribes to senior of- 283 Department
Pharma- ficials in Russia, Ukraine, and  million of Justice,
ceutical doctors in Mexico to increase 2016
Industries  sales of medicines for sev-
Ltd eral years
19 2017 Novartis Bribing more than £1.8 mil- 49 CRI Group,
Pharma- lion to South Korean health-  million 2018, p. 20
ceutical care workers
Corp
20 2020 Novartis Bribes to Greek, South 347 Securities
Pharma- Korean and Vietnamese hos-  million and Exchange
ceutical pitals for prescribing or using Commission,
Corp medicines 2020a
21 2020 Novartis Paying bribes to US doctors 678 Vigdor, 2020
Pharma- to increase the prescribing of million
ceutical specific medicines
Corp
22 2020 Alexion Paying bribes to Turkishand 21 Securities
Pharma- Russian officials to increase million and Exchange
ceuticals sales of the company's Commission,
medicines 2020b
23 2020 Purdue Submission of false data to 8.3 Department
Pharma LP the state on the sale and billion of Justice,
distribution of medicines 2020c
over the years
24 2020 Teva Unauthorised price fixing of  205.7 Department
Pharma- medicines in the US, distor- million of Justice,
ceuticals  tion of supply and finding 2020d; 2021c
USAInc unsuitable customers for

the marketing of generic
medicines
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ANNEX 2. A SELECTION OF CASES THAT
BECAME PUBLIC DURING THE COVID-19
PANDEMIC PERIOD

Table 4. Selection of cases that became public during the COVID-19 pan-
demic period (compiled by the author)

No. Year Complaint Source

1 2020 InNorway, Zimbabwe, Mexico and Taiwan, custom- Transparency
ers have paid bribes for healthcare products and International,
virus tests, and in Brazil, Chile, Cuba, Peru, the 2020b
United States, Japan, France and Germany, tests
and other healthcare products were stolen

2 2020 InBrazil, the USA, Slovenia, Bosnia and Romania, Transparency
companies that have never been before active in International,
medical sector have won tenders 2020c

3 2020 InIndonesia, masks, tests and other protective Mietzner, 2020,
equipment were procured for $5 billion, the p.239
quality of which did not meet expectations when
deliveries arrived

4 2020 Inlreland and Canada, acquaintances were Transparency
used for procurement, which was benefited International,
decision-makers 2020c

5 2020 InFrance, €6.64 million was fraudulent, promising  Europol, 2020b
to procure COVID-19 masks for the country

6 2020 InGermany, the government was deceived into Europol, 2020c
procuring masks worth €15 million by seeking
arepeat advance payment and promising a fast
delivery that has not taken place

7 2020 InRomania, criminal proceedings were initiated Balkan Insight,
for a bribe of €760,000 for brokering the acquisi- 2020
tion of 3 million masks

8 2020 InChina, 80 people were detained and 3,000 Global Times,
doses of counterfeit vaccine were seized 2021

9 2020 Preference was given to protective equipment Malalo, 2020;
contracts worth $71 million in Kenya and $70 mil-  Slattery & Brito,
lion in Brazil, favouring specific companies 2020

10 2020 Inthe US, $11 billion was spent on various protec-  Salman &
tive equipment and fans, of which $500 million Penzenstadler,
was acquired from companies previously sanc- 2020

tioned for violations
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11

2020

In South Africa, $300 million worth of anti-virus
equipment was purchased, including food, which
has led to a growing trend of corruption in the
procurement of goods and the distribution of food

Sishi & Winning,
2020

12

2020

Zimbabwean Minister of Health was fired on sus-
picion of $60 million in procurement (protective
equipment) breaches

Chingono, 2020

13

2020

The president of a California-based medical
technology company is accused of bribing market
participants and doctors to carry out more al-
lergen and fake COVID-19 tests, causing more than
$69 million in damages

Department of
Justice, 2020a

14

2020

In Zambia, there is a suspicion that healthcare
products purchased for $17 million do not meet
the required standard

Transparency
International,
2021d

15

2020

In 2020, a former UK minister advised a healthcare
company for compensation of more than €5,000

OpenDemocracy,
2021

16

2020

The Slovak Prime Minister resigned after coordi-
nating the purchase of 2 million doses of vaccine
by a vaccine manufacturer not yet approved by the
Agency in the EU and in the country

Kressa, 2021

17

2020

By spring 2020, police forces from 90 countries
around the world had seized counterfeit medical
supplies, face masks, hand sanitisers worth €12.7
million and 18 bank accounts frozen for €660,000
during Operation Pangea XlI

Euronews, 2020

18

2020

In September 2020, Europol announced a success-
ful pan-European operation, Aphrodite, which
brought together 21 countries and captured 123
antiviral tools sold through 123 social media
accounts and 36 websites, including 27 million
masks

Europol, 2020d

19

2020

In December 2020, Europol announced a success-
ful police operation, Shield, in which more than
667 people were arrested by law enforcement
agencies in 27 countries, seizing 73 million assets,
including 33 million medical supplies in the form
of masks, forged tests

Europol, 2020a

20

2020

The UK used £12bn for procuring in healthcare
products in 6,900 procurements, of which 1% of
products delivered, or around 196 million items,
are noncompliant

House of
Commons, 2021,
pp. 5-9

21

2020

A German Member of Parliament was suspected of
receiving €660,000 for directing the procurement
of medical masks to a specific company

Deutsche Welle,
2021
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22 2021 2,400 counterfeit doses of COVID-19 and 3 million Interpol, 2021
counterfeit masks were detected and 3 Chinese
and Zambian nationals detained

23 2021 UScompany accused of making false claims for Department of
more than $2.3 million in tax compensation under  Justice, 2021a
state compensation mechanism

24 2021 1,000 operators were discovered, who were deal-  OLAF, 2021
ing with selling inappropriate healthcare products
during the COVID-19 pandemic

25 2021 Inthe United States, 474 individuals were suspect- Department of

ed of committing fraud involving the COVID-19
pandemic, with estimated damages in excess of
$569 million

Justice, 2021d
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REMARK

The list of references ends before the submission of the first version of
the manuscript, in May 2021.

The views and opinions expressed in this article are those of the author
and do not necessarily reflect the official policy or position of any agency
or ministry.

Contact:
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Advisor, Estonian Ministry of the
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